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Chapter  64

Built-In Self Repair for 
Logic Structures

ABSTRACT

For several years, many authors have predicted that nano-scale integrated devices and circuits will have a 
rising sensitivity to both transient and permanent faults effects. Essentially, there seems to be an emerging 
demand for building highly dependable hardware/software systems from unreliable components. Most 
of the effort has so far gone into the detection and compensation of transient fault effects. More recently, 
also the possibility of repairing permanent faults, due to either production flaws or to wear-out effects 
after some time of operation in the field of application, needs further investigation. While built-in self 
test (BIST) and even self repair (BISR) for regular structures such as static memories (SRAMs) is well 
understood, concepts for in-system repair of irregular logic and interconnects are few and mainly based 
on field-programmable gate-arrays (FPGAs) as the basic implementation. In this chapter, the authors 
try to analyse different schemes of logic (self-) repair with respect to cost and limitations, using repair 
schemes that are not based on FPGAs. It can be shown that such schemes are feasible, but need lot of 
attention in terms of hidden single points of failure.

INTRODUCTION

There are new fault mechanisms in nano-scale 
integrated circuits which tend to result in wear-out 
effects. Such effects essentially limit the life-time 
design of integrated systems in a way that has not 

been seen before. For systems that have to work 
in safety-critical applications and, more gener-
ally, for systems that have to give a dependable 
service over a time of many years, the control and 
the eventual repair of such faults is becoming an 
essential issue in system design technology. The 
essential task then is to design systems in such 
a way that they can work with a high degree of 
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dependability, even if some of their essential basic 
components such as metal lines, transistors, and 
insulation layers are not highly reliable. This is a 
new challenge to integrated circuit and systems 
design technology, since in the past the overall 
system life time in entities such as personal com-
puters was mainly limited not by integrated sub-
systems, but by other devices such as capacitors 
and power supply units. This chapter first gives 
an overview over recent developments concerning 
new fault mechanism in nano-electronics and their 
possible implications. Then it introduces basic 
technologies of built-in self repair (BISR). After 
a discussion of reconfiguration and repair based 
on FPGA structures, other schemes that may work 
on standard CMOS logic are introduced. The 
chapter then discusses overheads and limitations 
of different architectures. Finally, the reader is 
sensitized to take care of “single points of failure” 
even in system designs that look highly reliable 
at the first glance.

BACKGROUND

Problems with embedded electronic systems in 
safety-critical application are not new. For ex-
ample, European car-makers lagged behind Japa-
nese manufacturers for years in the break-down 
statistics of automobile clubs, mainly because 
of problems in electronic sub-systems. This has 
changed recently due to intensive efforts and high 
investments from the European automotive indus-
try. While problems of software validation have 
been a matter of concern for a long time, hardware 
was often considered to be more reliable, with the 
possible exception of contacts, plugs and sockets. 
Apparently, this situation has been changing with 
the arrival of semiconductor technologies that use 
nano-structures.

For several years authors have predicted 
upcoming problems with integrated nano-scale 
technologies (Sirisantana, S., Paul, B. C. & Roy, 
K., 2004, Mishra, M. Goldstein, S.C., 2003, 

Breuer, M. L., Gupta, S. K. & Mak, T. M., 2004, 
Abraham, J., 2008, Kopetz, A., 2008). Some of the 
effects have been known for some time, such as 
single event upsets (SEUs) and even multi-event 
upsets (MEUs), mainly in flip-flops, latches and 
memory devices (Baumann, R., 2005, Seifert, M. 
& Tam, N., 2004, Mitra, S., Seifert, N., Zhang, M., 
Shi, Q. & Kim, K. S., 2005. These transient faults 
are mainly due to charged particles and electro-
magnetic coupling, and they cause malfunctions, 
mostly without leaving a permanent damage. Such 
mechanisms are dealt with in detail in chapter 2-1 
of this book. Essentially, transient fault effects can 
be dealt with by well established methods and 
architectures of fault-tolerant computing (Pradhan, 
D.,1996, Gössel, M., Ocheretny, V., Sogomonyan, 
E. & Marienfeld, D., 2008). In this area, the focus 
of recent research is on double- and multiple bit 
faults, due to the rising danger of multiple-bit 
upsets (Richter, M. & Gössel, M.,2009). However, 
there are also new mechanisms for permanent 
defects that may harm production yield and long-
time circuit reliability (Borkar, S., 2005, Cao, Y., 
Bose, P. & Tschanz, J., 2009, Abella, J., Vera, X., 
Unsal, O., Ergin, O., Gonzalez, A. & Tschanz, J., 
2008, Fang, P., Tao, J., Chen, J. F.& Hu, C.,1998). 
For parameter flaws and defects that have a direct 
impact on production yield, mapping and align-
ment problems in deep-UV-lithography play a 
major role. Also statistical variations in the chan-
nel doping distribution of single MOS transistors 
may become critical, since such variations have a 
direct impact on the transistor threshold voltage 
Vth. If the Vth value is much below the nominal 
value, the transistor will be “always on” or allow 
for high leakage currents, while a too-high Vth 
value makes transistors with poor switching prop-
erties or even an “always-off” behaviour. While 
traditional ICs, produced with minimum feature 
size of 200 nano-meters and above, seem to have 
a very long life time with little deterioration of 
parameters, nano-circuits carry a much higher 
risk. Problems arise from high current density 
on thin metal lines and subsequent metal migra-
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