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Women to the Rescue 
in Cyber Space

ABSTRACT

The world is a complex array of human actions within an individual’s sphere of influence and within 
a more global context. In either case, human actions can be susceptible to privacy and cyber security 
concerns. The consequences of targeted attacks on strategic cyber-systems, inclusive of nuclear power 
plants, electrical grids, water systems, would be quite high were they to actually materialize. Security 
gaps must be assessed and efficiently managed, and a viable workforce must be trained and vetted to take 
on this security effort. Therefore, with the intersection of human resources and women, who would be 
capable of training and going beyond the male cyber world realm? Women employment power may be 
the answer to filling the critical needs of the individual and larger entities that may be in need of cyber 
protection. This is explored in this chapter.

INTRODUCTION

The world is a complex array of human actions 
within an individual’s sphere of influence and 
within a more global context. In either case, human 
actions can be susceptible to privacy and cyber 
security concerns. With technology as an added 
variable in the lifespan of many humans, cyber 
security issues could become a liability for the 
individual. For example, if an individual loses a cell 
phone, the individual’s personal sphere of cyber 
safety could be temporarily eradicated. Within a 

societal perspective, cyber security could prove 
to be a grand emergency. If in fact cyber security 
is breached on a more holistic level, it could be 
argued that this kind of breach can include more 
intensive problems. For example, there may 
be environmental areas or even nuclear issues 
should a cyber security problem arise. In this 
sense, a technological glitch of this kind could 
have a permanent way of eradicating life on the 
planet. The consequence of targeted attacks on 
strategic cyber-systems (that is nuclear power 
plants, electrical grids, water systems) would be 
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quite high were they to actually materialize. The 
realistic security gap problem is what practitioners 
must take into consideration in their efforts to 
efficiently manage risks” (Helms, Costanza, & 
Johnson, 2012, p. 62). “Currently, agencies such 
as the USCC and the National Security Agency 
(NSA) maintain a commitment to addressing 
cyber-terror threats through investments in highly 
sophisticated satellite technologies that are used 
to monitor potential avenues of attack targeting 
national infrastructure” (Helms, Costanza, & 
Johnson, 2012, p. 62).

Security is very important in terms of Internet 
use in that it impacts not only the individual but 
affects transnational corporations when using 
the Internet. The idea of security on the Internet 
is defined as the concept of “cyber security,” or 
safety on the Internet. It should be noted that as 
fast as technology is advancing, security gaps may 
become apparent, and which may exacerbate over 
time (Hoffman, Burley, & Toregas, 2012, p. 34).

Therefore, would it not be a viable investment, 
in terms of funding and human resources, to assure 
that the Internet and other Internet Communica-
tions Technology (ICT) are guarded against those 
who may wish to create chaos and wreak havoc in 
an economic, military, and social sense? It would 
be a logical deduction that with the increase in 
technology, the need to defend and protect the 
Internet and ICT is acute in terms of potential 
technological crimes. It is within the realm of ICT 
education, and education and training received in 
the workplace, that the vetting of a cyber security 
workforce who can manage safety initiatives as 
various factions traverse the vastness of the cyber 
highway.

A question should come to mind regarding the 
kind of workforce that would fulfill cyber security 
positions? What could be the demographics of 
those who would protect the cyber environment? 
Should the human resource effort focus on women? 
Is it possible for women to actually rear offspring 
and stay at home, could the home be made a cy-
ber security workplace? Are women capable of 

training as cyber security personal? Could women 
be cyber security analysts using a more flexible 
scheduling when securing this kind of cyber se-
curity training and potential occupation? Human 
resource operations may have to examine this kind 
of gender workforce potential and decipher what 
the learning requirements would be in a cyber 
world that is in a constant state of evolution. Ac-
cording to Hoffman, Burley, and Toregas (2012) 
human resource officers may have a difficult time 
of vetting people in computer training due to the 
changing nature of IT and changing nature of 
the job requirements that fit these newly defined 
job categories. Therefore, with the intersection 
of human resources and women, who would be 
capable of training and going beyond the male 
cyber world realm? Women employment power 
may be the answer to filling the critical needs of 
the individual and larger entities that may be in 
need of cyber protection.

INTERNET SECURITY NEEDS

In the 21st century, the Internet has become an 
important and sometimes primary way in which 
individuals and groups communicate. Due to this 
fairly recent and robust communication applica-
tion, problems with cyber attacks have ranged from 
viruses and hacking into corporate databases to the 
breaching of national defense systems. Some of 
this hacking has come from individuals with ties 
to governments, while some have not. In either 
case, or another iteration of intent, this type of 
hacking is criminal in nature. Cyber problems are 
explained by Singh and Siddiqui (2011) as “…
theft, information sabotage, copyright infractions, 
breach of professional trust, digital privacy, intel-
lectual property, distribution of illegal content, 
anti-competitive attacks, industrial espionage, 
trademark infringements, disinformation, denial 
of service, various forms of fraud” that can be 
remotely initiated and maintained (p. 1). Therefore, 
cyber crime can be problematic in that “Exposing 



 

 

10 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/women-to-the-rescue-in-cyber-space/111895

Related Content

Designing for a Production-Oriented Approach to Blended Learning in English Language

Teaching
Siliang Fu (2022). International Journal of Technology-Enhanced Education (pp. 1-16).

www.irma-international.org/article/designing-for-a-production-oriented-approach-to-blended-learning-in-english-

language-teaching/316457

Capacity-Building for Sustainability: A Cooperative K-12 Regional Education Service Provider

Case Study
Clark Shah-Nelson, Ellen A. Mayoand Patience Ebuwei (2020). International Journal of Technology-

Enabled Student Support Services (pp. 40-54).

www.irma-international.org/article/capacity-building-for-sustainability/255121

Empowering All Students: Revolutionizing Education with Gamification, Project-Based Learning,

and Inclusive Support
Maria Efstratopoulou, Zubaida Shraimand Hadeel Saleh (2024). Cutting-Edge Innovations in Teaching,

Leadership, Technology, and Assessment (pp. 54-67).

www.irma-international.org/chapter/empowering-all-students/339769

Solving the Creativity Crisis: The Critical Need for Professional Development in Maker-Centered

Teaching
Denise M. Bressler (2022). Research Anthology on Makerspaces and 3D Printing in Education (pp. 641-

661).

www.irma-international.org/chapter/solving-the-creativity-crisis/306741

Improving Workforce Education Learning Outcomes: Lessons from Soviet Educator A. S.

Makarenko
Carsten Schmidtke (2016). Handbook of Research on Learning Outcomes and Opportunities in the Digital

Age (pp. 721-743).

www.irma-international.org/chapter/improving-workforce-education-learning-outcomes/142400

http://www.igi-global.com/chapter/women-to-the-rescue-in-cyber-space/111895
http://www.irma-international.org/article/designing-for-a-production-oriented-approach-to-blended-learning-in-english-language-teaching/316457
http://www.irma-international.org/article/designing-for-a-production-oriented-approach-to-blended-learning-in-english-language-teaching/316457
http://www.irma-international.org/article/capacity-building-for-sustainability/255121
http://www.irma-international.org/chapter/empowering-all-students/339769
http://www.irma-international.org/chapter/solving-the-creativity-crisis/306741
http://www.irma-international.org/chapter/improving-workforce-education-learning-outcomes/142400

