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Chapter  21

Network Situational Awareness:
Sonification and Visualization 

in the Cyber Battlespace

ABSTRACT

This chapter treats computer networks as a cyber warfighting domain in which the maintenance of situ-
ational awareness is impaired by increasing traffic volumes and the lack of immediate sensory perception. 
Sonification (the use of non-speech audio for communicating information) is proposed as a viable means 
of monitoring a network in real time and a research agenda employing the sonification of a network’s 
self-organized criticality within a context-aware affective computing scenario is given. The chapter 
views a computer network as a cyber battlespace with a particular operations spectrum and dynamics. 
Increasing network traffic volumes are interfering with the ability to present real-time intelligence about 
a network and so suggestions are made for how the context of a network might be used to help construct 
intelligent information infrastructures. Such a system would use affective computing principles to sonify 
emergent properties (such as self-organized criticality) of network traffic and behaviour to provide ef-
fective real-time situational awareness.

INTRODUCTION

This chapter explores some of the issues surround-
ing the problem of maintaining cyber situational 
awareness. Situational awareness is a term with its 
origins in military doctrine but has found its way 
into the mainstream and is especially applicable 
in the context of maintaining cyber security in 

computer networks. Networks are susceptible 
to a number of threats to their well-being from 
traffic congestion to deliberate attacks. In this 
chapter we show how the concept of cyber as a 
warfighting domain has traction and how applying 
a military understanding of the domain and situ-
ational awareness within it might help in finding 
new ways to maintain healthy networks. After 
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explaining the underlying concepts of the cyber 
operations spectrum and the dynamics underpin-
ning it we show where situational awareness fits 
into this understanding. Next we explore how the 
projected growth network traffic volumes may 
make maintaining situational awareness increas-
ingly challenging, especially as the cyber domain 
is intrinsically inaccessible to sensory percep-
tion which is traditionally needed for situational 
awareness. The limitations of current approaches 
to network visualization are touched upon and the 
possible role of using sonification for situational 
awareness activities is explored. Following this 
contextualization we then offer suggestions for 
potentially fruitful avenues of investigation that 
may yield big benefits in maintaining network 
situational awareness.

The principal objectives of this chapter are:

1.  A presentation of computer networks as a 
cyber battlespace.

2.  The role of situational awareness in this 
battlespace.

3.  A critique of visualization approaches and 
the need to consider other modalities for the 
sensory perception of network behavior.

4.  An agenda for future research based on soni-
fication, self organized criticality, network 
context, and affective computing.

CYBERSPACE: THE NEW 
BATTLE SPACE?

There is significant debate in military circles about 
whether cyber has become the fifth warfighting 
domain. Traditional doctrine was directed towards 
operations on land and sea, and a combination of 
the two. History is well populated with examples 
of strategic operations combining operations on 
land supported by sea and vice versa. In the early 
20th century, air was added as a third warfight-
ing domain with increasing effect as a range of 
technologies have rapidly increased capability.

In the second half of the 20th century, space 
became the fourth warfighting domain and there 
is vigorous debate amongst practitioners and theo-
rists about whether the cyber environment consti-
tutes the fifth. There are a number of parallel lines 
of debate, however the central theme is focused on 
whether the cyber environment (sometimes known 
as cyberspace) is a discrete area of operations or 
whether it is a more pervasive concept that runs 
through all of the other domains.

Part of the principal challenge lies in the fact 
that whilst land, sea, air and space are physi-
cally distinct and are defined by similar criteria, 
cyberspace is defined in a different way, existing 
on an electronic plane rather than a physical 
and chemical one. Some would argue that cyber 
space is a vein which runs through the other four 
warfighting domains and exists as a common 
component rather than as a discrete domain. One 
can easily see how cyber operations can easily 
play a significant role in land, sea, air or space 
warfare, due to the technology employed in each 
of these domains.

On the other hand, this distinction is dependent 
on the way that we define the various domains. If 
our definitions are underpinned by a purely physi-
cal paradigm, then it is arguable that cyberspace is 
a very different type of context to the traditional 
warfighting domains. If, however, our definitions 
are based on an operational paradigm, then the 
distinction is less clear. It is possible to conduct 
entire operations in the cyber environment, made 
possible by the interconnected nature of the 
Internet and associated infrastructures. In the 
same way, it is common to have joint operations 
operating across multiple domains, including the 
cyber environment, and the cyber environment 
isn’t restricted to military warfighting scenarios.

A good example of a comprehensive cyber 
campaign occurred in April 2007, when Estonia 
was subjected to a wide range of concerted cyber 
attacks across a broad spectrum of government, 
commercial, industrial and media organizations. 
This sophisticated campaign effectively crippled 
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