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ABSTRACT

Common Criteria and ISO 27001/IT-Grundschutz are well acknowledged evaluation standards for the
security of IT systems and the organisation they are embedded in. These standards take a technical
point of view. In legally sensitive areas, such as processing of personal information or online voting,
compliance with the legal specifications is of high importance, however, for the users’ trust in an IT
system and thus for the success of this system. This article shows how standards for the evaluation of
IT security may be integrated with the KORA approach for law compatible technology design to the
benefit of both — increasing confidence IT systems and their conformity with the law on one hand and
a concrete possibility for legal requirements to be integrated into technology design from the start. The
soundness of this interdisciplinary work will be presented in an exemplary application to online voting.
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INTRODUCTION

Embedding IT in everyday life, brings not only
many advantages, but also increases risks. For
example, in case of malfunction economic dam-
ages or — in the worst case — damages for life and
health are possible. IT security plays a key role
in preventing these risks. In order to make IT
security measureable and comparable, different
standards for the evaluation of IT Security have
been developed. As an internationally accepted
standard, the Common Criteria are used for the
evaluation of IT related products. This evaluation
only includes security objectives, directly related
to the IT product. However, security objectives
concerning the product environment are also
of importance when analysing IT security. A
broader approach is chosen by ISO 27001/1T-
Grundschutz with its organisational perspective:
Here, organisation, infrastructure, applications and
employees are considered. In combination they
constitute the so called information domain to be
protected. Thus ISO 27001/IT-Grundschutz aims
atenforcing and evaluating a basic protection level
for complete organisations. Usually, IT security
evaluation standards, such as Common Criteria
or ISO 27001/IT-Grundschutz consider system
security from a technological and organisational
point of view and do not specifically integrate
legal requirements for the system in different
contexts. A fixed integration of national law into
internationally applicable standards would be
impractical. Integrating legal evaluation of IT
security is crucial, however, for systems to be
designed in a law compatible way. This might
lead to higher acceptance and increasing trust
by users. Integration with IT security evaluation
standards would provide the law with an effective
option to accomplish its normative requirements
in IT environments. Legal requirements should
be integrated with such standards in an easy and
flexible way, in order to be able to adjust them
to different jurisdictions and application areas.
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Thus, I'T security evaluation and assertion of legal
requirements would both benefit from integration.

Therefore, we proceed to show how the ap-
proach for law compatible technology design
KORA (Konkretisierung rechtlicher Anforderun-
gen/ concretisation of legal requirements), Com-
mon Criteriaand ISO 27001/IT-Grundschutz may
be integrated into an evolving interdisciplinary
approach for the design and evaluation of secure
and law compatible IT systems. After presenting
the state-of-the-art of related work, the article
will first give an extended overview of the ap-
plied approaches and standards. Then it will be
shown how these approaches and standards may be
integrated into one evolving interdisciplinary ap-
proach for law compatible IT-security evaluation.
We first describe possible interfaces between the
presented approaches and standards and illustrate
possible combinations. Afterwards, application of
our concept will be shown by way of an example
from online voting: ballot secrecy in remote online
voting systems. Finally, aconclusion will be given
on the results of the interdisciplinary work and an
outlook on necessary future work.

RELATED WORK

As IT security engineers and lawyers have a dif-
ferent professional background, difficulties often
arise when working together on a topic. Even if
both strive for the same goal, they usually operate
by means of different approaches and different
terms or the same term indicates slightly or even
totally different concepts. In order to be able to
operate effectively, a mutual basis must be found.
Already several works have been conducted con-
sidering the question of how to enhance security
evaluation approaches with legal aspects.
Breaux et al. (Breaux & Antén, 2005a; Breaux
& Antdn, 2005b; Breaux & Antdn, 2008; Breaux,
Vail, & Antén, 2008) address the challenges of
highly regulated domains, in their case the U.S.



18 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/holistic-and-law-compatible-it-security-
evaluation/128705

Related Content

Cyber Attacks on Critical Infrastructure: Review and Challenges

Ana Kovacevicand Dragana Nikolic (2016). Civil and Environmental Engineering: Concepts,
Methodologies, Tools, and Applications (pp. 448-465).
www.irma-international.org/chapter/cyber-attacks-on-critical-infrastructure/144509

Application of an Online Interactive Simulation Tool to Teach Engineering Concepts Using 3D
Spatial Structures

Brett D. Jones, Mehdi Setareh, Nicholas F. Polysand Felipe Bacim (2016). Civil and Environmental
Engineering: Concepts, Methodologies, Tools, and Applications (pp. 788-806).
www.irma-international.org/chapter/application-of-an-online-interactive-simulation-tool-to-teach-engineering-concepts-

using-3d-spatial-structures/144525

Lumped Damage Mechanics: Reinforced Concrete Frames
(2015). Fracture and Damage Mechanics for Structural Engineering of Frames: State-of-the-Art Industrial
Applications (pp. 362-411).

www.irma-international.org/chapter/lumped-damage-mechanics/124602

Finite Element Analysis of Pipe Bends under External Loads
Sumesh S., A. R. Veerappanand S. Shanmugam (2017). Modeling and Simulation Techniques in Structural
Engineering (pp. 209-238).

www.irma-international.org/chapter/finite-element-analysis-of-pipe-bends-under-external-loads/162920

ONTO-KMS-TEC: An Ontology-Based Knowledge Management Framework to Teach
Engineering Courses

C. R. Rene Robin, D. Doreen Hepzibah Miriamand G. V. Uma (2015). Transportation Systems and
Engineering: Concepts, Methodologies, Tools, and Applications (pp. 527-550).

www.irma-international.org/chapter/onto-kms-tec/128683



http://www.igi-global.com/chapter/holistic-and-law-compatible-it-security-evaluation/128705
http://www.igi-global.com/chapter/holistic-and-law-compatible-it-security-evaluation/128705
http://www.irma-international.org/chapter/cyber-attacks-on-critical-infrastructure/144509
http://www.irma-international.org/chapter/application-of-an-online-interactive-simulation-tool-to-teach-engineering-concepts-using-3d-spatial-structures/144525
http://www.irma-international.org/chapter/application-of-an-online-interactive-simulation-tool-to-teach-engineering-concepts-using-3d-spatial-structures/144525
http://www.irma-international.org/chapter/lumped-damage-mechanics/124602
http://www.irma-international.org/chapter/finite-element-analysis-of-pipe-bends-under-external-loads/162920
http://www.irma-international.org/chapter/onto-kms-tec/128683

