
22

Copyright © 2016, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  2

DOI: 10.4018/978-1-4666-8793-6.ch002

National Security Policy 
and Strategy and Cyber 

Security Risks

ABSTRACT

This chapter gives explanation on theoretical framework of the national security policy and strategy. 
Moreover, it analyzes selected countries approaches to cyber security in national policy and how coun-
tries build their capacities to face with risks, and address objectives in some cyber security policies. 
Also, in this chapter are described different sorts and sources of cyber threats, techniques of cyber at-
tacks and frequently used tools (software and hardware) by cyber attackers. In addition, according with 
Symantec’s and Kaspersky’s annual report about Internet security threats for 2014, were analyzed the 
most important cyber threats and attacks during 2013. Furthermore, the chapter shows organization 
structure of cyber security system of Montenegro, statistical analysis of users activities in cyber space 
and cyber incidents that happened in Montenegro during 2014.

INTRODUCTION

In informatics age, where online communication 
has become the norm, internet users are facing 
increased number of threats and becoming the 
targets of cyber-attacks. We are witnesses of the 
global phenomenon of the rise of threats based 
on the main aspects of globalization (e.g. ICT) 
and security threats in the age of globalization 

are in connection with different dimensions of 
globalization (economic, political, cultural, ICT, 
ecological).

Cyber security threats are one of the biggest 
challenges for national security systems, because 
they tend to destroy economic and national security 
in the 21st century.

There are many reasons which contribute to 
the rise of cyber security threats, such as growing 
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dependence of information technologies, intercon-
nections of critical infrastructures and different 
weaknesses in some sectors (government, industry, 
financial system, etc.).

While cyber criminals continue to develop 
and make their techniques more advanced, they 
are also shifting targets focusing, for example, on 
theft of financial information, business espionage 
and accessing government information.

As it was stated by Stevens (2012), in con-
temporary time we have huge prevalence of 
information communications technologies, and 
what is paradoxically it became a symbol of the 
“uncertainty and irreversibility of the patterns of 
global emergence” (Stevens, 2012, p.1).

Importance of cyberspace for national security, 
has expressed US President Barack Obama in his 
speech in May 2009, saying that it is ironic to 
have technologies which at the same time could 
support world development and being misused 
for the world destruction.

Cyber security has strategic and tactical di-
mensions in national security, because it affects 
all levels of society. The cyber threats and their 
performance techniques are continuously evolv-
ing, and it represents threats to data security, elec-
tronic systems and personal privacy, what makes 
challenging tasks for states to response on them.

Some of the past occurred cyber-attacks (Esto-
nia and Georgia), were directed on different orga-
nizations including parliaments, banks, ministries, 
newspapers, and broadcasters and even the effects 
were localized to those countries, they do show 
what a cyber-attack can produce (Miklaucic, M. 
& Brewer, 2013).

There could be expectations that danger will 
grow in a future and cyber-attacks will be able to 
destroy state infrastructure, what could directly 
threaten citizens and significantly block state 
system under attack.

Expectations from the states are to be prepared 
and to work on their own capacities for cyber 
protection and for response on cyber threats, and 

in addition to that, it is necessary to adapt com-
prehensive national security policy and strategy.

The term cyberspace covers enormous field of 
the technology and networks, including Internet, 
telecommunications networks, computer systems 
and processors in critical industries. The usage 
of the term cyberspace also refers to the virtual 
environment of information and interactions be-
tween people. The globally interconnected and 
interdependent cyberspace is main sphere which 
provide support for modern society, the world 
economy, civil infrastructure, public safety and 
national security.

As some experts stressed, cyberspace protec-
tion requires strong vision and leadership, as well 
as changes in priorities, policies, technologies, 
education, laws and international agreements 
(Branon, 2014). Confronting to cyber threats 
require strong commitment of all actors to be 
innovative and adopt efficient technologies that 
can be adequate to contribute on enhancing na-
tional security, the global economy and individual 
freedoms.

Cyber threats and challenges can causes signifi-
cant effects for the states, and it force them to find 
new solutions, to develop tools and mechanisms 
for prevention and response, and also to adapt 
adequate security policy for cyber threats.

The thesis of chapter is that states have dif-
ferent approaches towards cyber security policy, 
and if it is guided by security sector reform and 
national security policy development, than states 
are mainly concentrated on institutional building 
and resources improvement. That is shown on the 
case study of Montenegro.

NATIONAL SECURITY POLICY 
AND CYBER THREATS

National security policy represents institutional 
and legislative framework on which country take 
activities for providing security for the state and its 



 

 

25 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/national-security-policy-and-strategy-and-cyber-

security-risks/140514

Related Content

Monkey See - Monkey Take Photo: The Risk of Mobile Information Leakage
Karen Renaudand Wendy Goucher (2013). International Journal of Cyber Warfare and Terrorism (pp. 40-

51).

www.irma-international.org/article/monkey-see-monkey-take-photo/105191

Critical Discourse Analysis of The Özgür Gündem Newspaper During Turkey's Resolution

Process: From the Year 2013 to 2015
Turgül Tomgüsehanand Devrim ahin (2022). Media and Terrorism in the 21st Century (pp. 64-79).

www.irma-international.org/chapter/critical-discourse-analysis-of-the-zgr-gndem-newspaper-during-turkeys-resolution-

process/301081

Agent-Based Simulation of Heterogeneous Crowd Flows in Critical Infrastructures During

Emergencies
Umberto Battista, Pietro De Vito, Davide Ottonelloand Deborah Hugon (2022). International Journal of

Cyber Warfare and Terrorism (pp. 1-18).

www.irma-international.org/article/agent-based-simulation-of-heterogeneous-crowd-flows-in-critical-infrastructures-

during-emergencies/305861

Western Female Migrants to ISIS: Propaganda, Radicalisation, and Recruitment
Erin Marie Saltman (2019). Violent Extremism: Breakthroughs in Research and Practice  (pp. 144-166).

www.irma-international.org/chapter/western-female-migrants-to-isis/213303

An Approach to Governance of CyberSecurity in South Africa
Joey Jansen van Vuuren, Louise Leenen, Jackie Phahlamohlakaand Jannie Zaaiman (2012). International

Journal of Cyber Warfare and Terrorism (pp. 13-27).

www.irma-international.org/article/an-approach-to-governance-of-cybersecurity-in-south-africa/90838

http://www.igi-global.com/chapter/national-security-policy-and-strategy-and-cyber-security-risks/140514
http://www.igi-global.com/chapter/national-security-policy-and-strategy-and-cyber-security-risks/140514
http://www.irma-international.org/article/monkey-see-monkey-take-photo/105191
http://www.irma-international.org/chapter/critical-discourse-analysis-of-the-zgr-gndem-newspaper-during-turkeys-resolution-process/301081
http://www.irma-international.org/chapter/critical-discourse-analysis-of-the-zgr-gndem-newspaper-during-turkeys-resolution-process/301081
http://www.irma-international.org/article/agent-based-simulation-of-heterogeneous-crowd-flows-in-critical-infrastructures-during-emergencies/305861
http://www.irma-international.org/article/agent-based-simulation-of-heterogeneous-crowd-flows-in-critical-infrastructures-during-emergencies/305861
http://www.irma-international.org/chapter/western-female-migrants-to-isis/213303
http://www.irma-international.org/article/an-approach-to-governance-of-cybersecurity-in-south-africa/90838

