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ABSTRACT

In this chapter, an analysis of security attacks on network elements along with the appropriate coun-
termeasures is presented. The main goal of this chapter is to present the practical execution of various

security attacks and their mitigation techniques due to more resilient cyber infrastructure. The network
topology that has been attacked is designed in GNS3 software tool installed on Windows operating sys-
tem, while the attacks are performed in Kali Linux operating system. Three groups of security attacks

(Denial of Service, Man in the Middle, and Control Plane attacks) are observed in simulation scenarios
with a detailed analysis on each of them, followed by a presentation of practical performance and ways

of prevention (protection) against the attacks.

INTRODUCTION

In less than a generation, the electronic neighbor-
hood called the Internet has established itself as
the connection mechanisms bringing individuals,
governments, corporations, colleges/universities,
and other entities into a truly global system. This
mechanism has affected political, economic, so-
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cial, and educational interactions in a way that has
produced significant benefits. However, when it
comes to knowing how to cost - effectively protect
the cyber infrastructure and the information that
flows through it, we are all in uncharted territory
(Kreitner, 2009). Malicious users are constantly
looking for weaknesses and ways to disrupt the
normal functioning of a given network, thereby
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causing damage by stealing or modifying the in-
formation or by making a service unavailable toits
legitimate users. Thisis why internet security is an
essential feature for managers and administrators
of all networks. After experiencing considerable
financial and technological damage in recent years
and after knowing that even extremely powerful
companies such as Google, Microsoft, Facebook,
Yahoo, has suffered of various complex security
violations, the main question of every company
is: How can we protect ourselves from a security
violation?

The main aim of this chapter is to give some
realistic and effective answers to these questions
so we can effectively protect the network topology
and its network elements from a security violation
by analyzing some of the attacks that individuals
or corporations are dealing with on a daily basis,
or in resume to find an effective way toward more
resilient cyber infrastructure. The purpose of this
chapteris concluded (completed) using a theoreti-
cal and practical analysis of some of the before
mentioned security attacks, followed by their ap-
propriate countermeasures. To better understand
the consequences and likelihood of such security
disruptions, we put ourselves in the attacker’srole.
In this way the awareness of the vulnerabilities of
the network infrastructure increases. And if the
vulnerabilities are well-know, the effective way
of mitigation is very easy to find and implement.

Before performing a theoretical and practical
analysis of the security attacks, in the first section
the purpose of implementing various internet se-
curity mechanisms and internet security policing
will be explained. Then the term security attack
will be defined presenting the division of the entire
set of attacks on three groups that perfectly suit
the chapter’s goal. Knowing that the main goal
of every malicious user (attacker) is to either
perform a denial of service to the victim, or to
steal information from the legitimate users, the
entire set of security attacks in this chapter will
be divided as follows:
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1.  Denial-of-service attack.
2. Man-in-the-middle attack.
3. Control plane attack.

From the first group of security attacks given
above, a theoretical and practical analysis of a
DHCP (Dynamic Host Configuration Protocol)
Starvation attack will be presented. ARP (Address
Resolution Protocol) Poisoning and DHCP Starva-
tion with Rogue server are the security attacks that
are chosen to be analyzed from the second group of
security attacks - Man-in-the-middle attack. And
finally, from the third group of security attack -
Control plane attacks, the CDP (Cisco Discovery
Protocol) Flooding attack will be theoretically
and practically analyzed. The first section will be
concluded with a detailed theoretical analysis of
the previously mentioned three groups of security
attacks, and ways to prevent from their malicious
influence.

In order to provide more realistic analysis of
the security attacks GNS3 - based network topol-
ogy will be implemented. The GNS3 simulation
tool is chosen because is an open source software
that simulate complex networks while being as
close as possible to the way the real networks
perform. All of this without having a dedicated
network hardware such as routers and switches.
In short GNS3 is an excellent alternative tool to
real labs for network engineer administrators and
people studying for certifications. This network
topology along with its network elements and
their configuration techniques will be presented
in the second section of the chapter.

In the third section, a detailed theoretical
analysis of the following security attacks will be
presented:

1.  Theoretical analysis of DHCP Starvation
with Rogue server attack.

2. Theoretical analysis of ARP Poisoning
attack.

3. Theoretical analysis of CDP Flooding attack.



45 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/toward-more-resilient-cyber-
infrastructure/140528

Related Content

Ten Information Warfare Trends
Kenneth J. Knappand William R. Boulton (2007). Cyber Warfare and Cyber Terrorism (pp. 17-25).
www.irma-international.org/chapter/ten-information-warfare-trends/7435

Deep Learning in Cybersecurity: Challenges and Approaches

Yadigar N. Imamverdiyevand Fargana J. Abdullayeva (2020). International Journal of Cyber Warfare and
Terrorism (pp. 82-105).

www.irma-international.org/article/deep-learning-in-cybersecurity/250907

Bouncing Techniques
Stéphane Coulondre (2007). Cyber Warfare and Cyber Terrorism (pp. 392-396).
www.irma-international.org/chapter/bouncing-techniques/7477

Adapting the Current National Defence Doctrine to Cyber Domain
Topi Tuukkanen (2011). International Journal of Cyber Warfare and Terrorism (pp. 32-52).
www.irma-international.org/article/adapting-current-national-defence-doctrine/74153

Copy-Move Forgery Localization Using Convolutional Neural Networks and CFA Features
Lu Liu, Yao Zhao, Rongrong Niand Qi Tian (2020). Cyber Warfare and Terrorism: Concepts,
Methodologies, Tools, and Applications (pp. 1379-1394).
www.irma-international.org/chapter/copy-move-forgery-localization-using-convolutional-neural-networks-and-cfa-
features/251498



http://www.igi-global.com/chapter/toward-more-resilient-cyber-infrastructure/140528
http://www.igi-global.com/chapter/toward-more-resilient-cyber-infrastructure/140528
http://www.irma-international.org/chapter/ten-information-warfare-trends/7435
http://www.irma-international.org/article/deep-learning-in-cybersecurity/250907
http://www.irma-international.org/chapter/bouncing-techniques/7477
http://www.irma-international.org/article/adapting-current-national-defence-doctrine/74153
http://www.irma-international.org/chapter/copy-move-forgery-localization-using-convolutional-neural-networks-and-cfa-features/251498
http://www.irma-international.org/chapter/copy-move-forgery-localization-using-convolutional-neural-networks-and-cfa-features/251498

