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INTRODUCTION

Individual privacy isfreedom from excessiveintrusion by
those seeking personal information about theindividual .
This allows the individual to choose the extent and cir-
cumstances under which personal information will be
shared with others. A related concept, confidentiality, is
a status accorded to information based on a decision,
agreement, obligation, or duty. This status requires that
therecipient of personal information must control disclo-
sure. While privacy and confidentiality are conceptsthat
can be applied to people in all societies, this article
discussestheminrelationtotheir treatment by the United
Statesgovernment, in particular withtheadvent of digital
government. The concepts associated with digital gov-
ernment can al so apply to non-Americansaswell, but the
discussion in this article is based on U.S. laws, docu-
ments, and relevant literature.

BACKGROUND

The growth of the Internet and digital government—that
is, e-government—hasdramatically increased thefederal
government’s ability to collect, analyze, and disclose
personal information about many private aspects of
people’ slives. Such information, once available only on
paper to a limited number of people, is now instantly
retrievable anywhere in the world by anyone with a
computer and an Internet connection, including by hack-
ersand firms specializing in selling information on indi-
viduals. At the same time as this dramatic increase in
digital government, the level of trust in government has
declined (Council for Excellencein Government, 2001);
currently, many Americans perceivethegovernment asa
potential threat to individual privacy. Giventheseforces
at work in American society, one should not be surprised
to read the results of surveys that show privacy asatop
concernof Americansinthe21st century. If Americansdo
not believe that the government is adequately protecting
individual privacy, they may belesswillingto providethe
government withinformation. For example, most surveys
by statistical agenciesarevoluntary, and even othersthat
are mandatory, such as the decennial census and the

American Community Survey, can suffer from
underreporting by respondents. Such reluctance could
compromise the ability of government to collect infor-
mation necessary to develop, administer, and evalu-
ate the impact of various policies and programs
(Mullen, 2004).

FUTURE TRENDS

Generally speaking, e-government refers to the use of
technology, particularly Web-based I nternet applications,
to enhanceaspecific agency’ sWeb site, for accessto and
delivery of government information and servicestoindi-
vidualss, businesses, and other organizations and govern-
ment agencies. E-government hasbeen seen aspromising
awide range of benefits based largely on harnessing the
power of the Internet to facilitate interconnections and
information exchange between citizensand their govern-
ment. A variety of actionshavebeentakeninrecent years
to enhance the government’ s ability to realize the poten-
tial of e-government, culminating inthe enactment of the
E-Government Act of 2002 (PublicLaw 107-347), which
includes provisions addressing everything from funding
of e-government initiatives to measures for ensuring
security and privacy. In addition to the E-Government
Act, President GeorgeW. Bush designated e-government
as one of five priorities in his management agenda for
making thefederal government morefocused on citizens
and results. The goals of President Bush’ s e-government
initiativearesummarizedin Tablel.

Schelin (2003) discusses the rapid growth of e-gov-
ernment and provides an overview of the historical pre-
mises, theoretical constructs, and associated typologies
of e-government that are aframework for understanding
e-government and its potential benefitsand related chal -
lenges. While the Internet opens new opportunities for
streamlining processes and enhancing delivery of ser-
vices, federal executives and managers must also be
cognizant of the responsibilities and challenges that
accompany these opportunities(Garson, 2003; Pavlichev
& Garson, 2004; U.S. General Accounting Office, 2001a).
Some of the responsibilities and challenges associated
with managing e-government are summarizedin Table 2.
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Table 1. Goals of President Bush’'s e-government initiative

person, or on the Web;

e cut government operating costs;

According to the President’s management agenda, e-government is expected to:

e provide high-quality customer services regardless of whether the citizen contacts the agency by phone, ir

e reduce the expense and difficulty of doing business with the government;

e provide citizens with readier access to government services,

e increase access for persons with disabilities to agency Web sites and e-government applications; and

e make government more transparent and accountable.

Table 2. Summary of e-government responsibilities and
challenges

Sustaining committed executive leadership
Building effective e-government business cases
Maintaining afocus on the individual

Protecting individual privacy and confidentiality
Implementing appropriate security controls
Maintaining €l ectronic records

Maintaining arobust technical infrastructure
Addressing I T human capital concerns
Ensuring uniform service to the public
Empowering citizensin democratic processes

PERSPECTIVES ON PRIVACY

In American society, thereisaninherent tension between
the desire for the free flow of information versus the
concern for maintaining individual privacy. Thistension
iscapturedinvariouscongressional statements, included
in legislation aswell asin executive branch guidance to
agencies, which explain how to carry out their seemingly
conflicting responsibilitiesunder thelaw. For example, in
passing the Paperwork Reduction Act of 1995, the Senate
Governmental AffairsCommittee(1995) notedthat “infor-
mation obtained by government is a valuable and useful
resource to government and society, if managed in a
coordinated and systematic manner.” Thecommitteeal so
noted the importance of the free flow of information:

“ The advent of the electronic information age presents
new opportunities and obligations of the Federal
government as it strives to fulfill its continuing
responsibility to make government information
accessibleto the American public. The legislation meets
this need by providing for improved dissemination of
government information to the public, particularly in
electronic formats.”

However, these same technological trends also raise
concerns about information privacy. As Congress stated
in passing the Privacy Act (1974):

“...the increasing use of computers and sophisticated
information technology, while essential to the efficient
operations of the Gover nment, has greatly magnified the
harm to individual privacy that can occur for any
collection, maintenance, use, or dissemination of
personal information.”

WhilethePrivacy Actistheprimary law regul atingthe
federal government’ s collection and maintenance of per-
sonal information, thelegislativeintent hasbeenclarified
with subsequent Office of Management and Budget (OM B)
guidance to federal agencies. OMB’s circular on “The
Management of Federal I nformation Resources” (Circular
A-130) al so capturesthe balance between thefreeflow of
information versus individual privacy (U.S. Office of
Management and Budget, 2000), addressing (1) the need
for agency Web sites to post clear and easily accessed
privacy policies and (2) federal agency use of Internet
cookies—short strings of text sent from aWeb server to
aWeb browser when the browser accesses a\Web page—
which poses privacy risks because the data contained in
persistent cookies may be linked to individual s after the
fact (U.S. General Accounting Office, 2001b). Inaddition,
the Federal Trade Commission (FTC) hasissued four Fair
Information Principlesgoverning online privacy at com-
mercial Web sites. Theseprinciplescan beused ascriteria
to assess federal agency Web sites (U.S. General Ac-
counting Office, 2000; Center for Democracy and Tech-
nology, 1999). Theprinciplesareincludedin Table 3.

PROTECTING INDIVIDUAL PRIVACY

Individual privacy isclosely related to dataconfidential -
ity and security (Boruch & Cecil, 1979; Duncan, Jabine &

871




3 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/digital-government-individual-privacy/14351

Related Content

Current Multicast Technology
Gabor Hosszu (2005). Encyclopedia of Information Science and Technology, First Edition (pp. 660-667).

www.irma-international.org/chapter/current-multicast-technology/14315

Fundamentals of Multirate Systems

Gordana Jovanovic Dolecek (2009). Encyclopedia of Information Science and Technology, Second Edition
(pp. 1601-1605).

www.irma-international.org/chapter/fundamentals-multirate-systems/13791

Modeling Back Office Operations at Greenfield Online's Digital Consumer Store

Gerald C. Campbell, Christopher L. Huntleyand Michael R. Anderson (2003). Annals of Cases on
Information Technology: Volume 5 (pp. 358-369).
www.irma-international.org/article/modeling-back-office-operations-greenfield/44552

The Expert’s Opinion
Mehdi Khosrow-Pour, D.B.A. (1989). Information Resources Management Journal (pp. 37-44).
www.irma-international.org/article/expert-opinion/50915

Prototyping of Ubiquitous Music Ecosystems

Victor Lazzarini, Damian Kellerand Marcelo Soares Pimenta (2015). Journal of Cases on Information
Technology (pp. 73-85).
www.irma-international.org/article/prototyping-of-ubiquitous-music-ecosystems/149962



http://www.igi-global.com/chapter/digital-government-individual-privacy/14351
http://www.irma-international.org/chapter/current-multicast-technology/14315
http://www.irma-international.org/chapter/fundamentals-multirate-systems/13791
http://www.irma-international.org/article/modeling-back-office-operations-greenfield/44552
http://www.irma-international.org/article/expert-opinion/50915
http://www.irma-international.org/article/prototyping-of-ubiquitous-music-ecosystems/149962

