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INTRODUCTION

Today, most business processes and communications as
well asalot of everyday lifesituationsinvolvel T technol-
ogy. Apart fromrequirementsonfunctionality, thisdevel-
opment of I T systemshasincreased the need for security.
Security issues are reaching the main headlines in the
mediaonaregular basis. Virus, worms, misconfiguration
and program bugsare common problemsinaworldwhere
new releases and updates are almost as frequently an-
nounced as spam e-mail pop-upsin our inboxes.

Having a closer look at the world of IT technology
through security-colored glasses, we observe that secu-
rity isoften onestep behind functionality. Security issues
are mainly addressed as a reaction to existing problems.
Likefiremen and emergency units, security measures do
not come into action before it istoo late.

The concept of IT security contains alot of different
aspects. One of the IT security aspects is security risk
analysis, in the sequel referred to as security analysis.
Security analysisisaninevitable and crucial activity for
every system developer, system user or system owner in
order to get control over and knowledge about the secu-
rity level of the actual system.

Security analyses are costly and time consuming and
cannot be carried out from scratch every timeasystemis
updated or modified. Thismotivatesthe need for specific
methodol ogy addressing theintegration of security analy-
sisand system devel opment, providing accessto, storage
of, and maintenance of analysis results.

CORAS (2004) provides such a methodology in the
form of so-called “model based security analysis’. The
CORA S methodology combinestraditional risk analysis
techniques like HazOp (Redmill, Chudleigh, & Catmur,
1999), FTA (IEC 1025, 1990) and FMEA (Bouti & AitKadi,
1994) with system development techniques like UML

(OMG, 2003b) and UP (Jacobson, Rumbaugh, & Booch,
1999). It builds on international standards for risk man-
agement: the Australian/New Zealand AS/NZS 4360
(1999), “Risk Management”; the | SO/IEC 17799 (2000),
“Codeof Practicefor Information Security Management”;
thel SO/IEC 13335(2001), “ Guidelinesfor themanagement
of IT Security”; and system documentationintheform of
the Reference Model for Open Distributed Processing
(RM-ODP) (ISO/IEC 10746, 1995).

BACKGROUND

The CORA Smethodol ogy incorporatesadocumentation
framework, anumber of closely integrated security analy-
sis techniques, and a risk management process based
upon widely accepted standards. It givesdetailed recom-
mendationsfor theuseof modelingwithUML and similar
languages in conjunction with security analysis in the
form of guidelinesand specified diagrams. Security analy-
sis requires a firm, but nevertheless easily understand-
able, basis for communication between different groups
of stakeholders. Graphical, object-oriented modeling tech-
niqueshaveprovenwell suitedinthisrespect for require-
ments capture and analysis. We claim they areasequally
suited aspart of alanguagefor communicationinthecase
of security analysis. Class diagrams, use case diagrams,
sequencediagrams, activity diagrams, dataflow diagrams,
and state diagramsrepresent mature paradigmsused daily
in the I'T industry throughout the world. They are sup-
ported by awide set of sophisticated case tools, areto a
large extent complementary, and together support all
stages of system development.

The CORA Smethodology may beseparated intothree
different components: tools, processes and languages.
This is shown in Figure 1. The language part defines
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common languages to support the methodology. The
process part includes instructions for how to “execute”
the methodology, that is, descriptions of what should be
done, and how and when it should be done. The CORAS
methodol ogy for model based security analysis (MBSA)
integratesaspectsfrom partly complementary risk analy-
sis methods and state-of -the-art modeling methodol ogy.
During execution of themethodol ogy, onemay requirethe
useof different tools. The CORA S methodol ogy includes
acomputerized platformthat can beintegrated with third
party modeling tools and risk analysis tools. It also
includestwo languages: a UM L -based specification lan-
guage, theUML profilefor security analysis(OM G, 2003c),
targeting security risk analysis, and an XML markup for
exchangeof risk analysisdata(World WideWeb Consor-
tium, 2000).

In the section called Model-Based Security Analysis,
the core of model-based security analysis, based on
integration of risk management and system development,
isexplained.

Related Approaches

The CORAS methodology, with its unique approach to
security analysis from a modeling point of view, ad-
dresses a problem areain which also other methods and
technologies exist. Some important ones are mentioned
here.

Figure 1. Sructure of the CORAS methodol ogy

The Common Criteria (CC)

Since 1990, work has been going on to align and develop
existing national and international schemes into one
mutually accepted framework for testing I T security func-
tionality. The Common Criteria(CC) (CCO, 2002) repre-
sents the outcome of this work. The Common Criteria
project harmonizesthe European “ I nformation Technol -
ogy Security Evaluation Criteria(ITSEC)” (Communica-
tions-Electronics Security Group, 2002), the “Canadian
Trusted Computer Product Eval uation Criteria(CTCPEC)”,
andthe American“ Trusted Computer System Evaluation
Criteria(TCSEC)” and “Federal Criteria(FC)”. Increas-
ingly, itisreplacing national and regional criteriawith a
worldwide set accepted by the International Standards
Organization (1S015408) (ISO/IEC, 1999).

The CC and CORAS are orthogonal approaches. The
CC providesacommon set of requirementsfor thesecurity
functionsof I T productsand systemsaswell asacommon
set of requirements for assurance measures that are ap-
plied to the functions of 1T products and systems during
asecurity evaluation. CORA S providesaconcrete meth-
odology for model based security analysis.

Surety Analysis (SA)

Surety Analysis(SA), developedin SandiaNational Labo-
ratories(2003), isamethodol ogy based on the creation of
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