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CONCERNS

Itisnowonder that theaveragecitizenisconcerned about
the difficulty of guarding one’ s privacy. Now, your own
cell phone can reveal your ever-changing whereabouts
by meansof “locationtechnology” (Lagesse, 2003). Chips
that receive coordinatesfrom global positioning satellites
now make it possible to locate persons, cars, merchan-
dise, inshort, whatever wevalue. Like most new technol -
ogy, it is easy to see advantages as well as drawbacks.
Some positives of location technology are that ambu-
lances, police and fire services can reach victims more
quickly; driving suggestionscan bedeliveredinreal time
to motorists (thus helping to avoid traffic tie-ups and
prevent getting lost); advertisers can inform potential
customers of the existence of a nearby hotel, store or
restaurant; stores utilizing RFID (seetheKEY TERM S
sectionfor explanationsof possibly unfamiliar terms) can
trace merchandise movement to reduce waste, replenish
inventory, and stem shoplifting. Some negatives are that
nefarious agents can also use location technology to
track their prey; location-tracking history can be subpoe-
naed by one’s legal adversaries; and it isinevitable that
corporations and government will have an interest in
conducting such monitoring (Griffin & Whitehead, 2001,
2002).

Privacy isan areathat involves governmental, legal,
social, managerial, and technical matters. Claimsto pri-
vacy rights usually involve one or more senses of the
notion of privacy. Table 1 gives some idea of the main
connotationsof “privacy” that arerelevant to and will be
applied to information technology; hence, they form the
basis for the following discussion.

The first definition embodies respect for a computer
user’'s wish to be in an insulated, protected space; no
individual or program should interfere with the user’s
computer activity inaway that unexpectedly and undesir-
ably disturbs that user. This presupposes freedom from
concern that someone might hack in to the system and
disrupt it, or barge into a chat room. Intrusive pop-up
advertisements and junk e-mail can also contravene the
first notion of privacy.

The second definition would suggest that any form of
even unconceal ed monitoring isabreach of privacy. An

important exception in many people’ smindsisthat gov-
ernment agencies might need to monitor computer activ-
ity when there is reason to suspect criminal or terrorist
activity. A very similar exception ariseswhen employers
(Haag, Cummings & McCubbrey, 2004) feel that certain
employeesare abusing computer privileges, not working
appropriately, or areotherwisejeopardizing thecompany’s
welfare. Thiscan happen when the employee’ scomputer
activity leavesthecompany opentolitigation or whenthe
employeedisclosescompany secrets (Brandt, 2001). Each
of these exceptional cases, in order to be tolerated in an
otherwise free society, presupposes some warranted au-
thority for the monitoring. Less malicious, but perhaps
equally bothersomeiscommercia monitoringtolearnour
buying habits by observing our Web searches and pur-
chasing proclivities. Cookies to achieve this end are
deposited and visible in a“Cookies” folder on our hard
drives. Even when only aggregate, not identifiable indi-
vidual dataare harvested, most people would reject such
apractice as beginning to slide down aslippery slope of
more seriousprivacy invasion (Hamilton, 2001).

Thethird senseof privacy appealstoadesiretobefree
from being the object of conceal ed surveillance. Govern-
mental and other spies have tried to plant programs or
devicesin suspect computerstolog activitieswithout the
users knowing about it and report what they do to a
distant receiving station.

The fourth sense expresses our desire not to suffer
anyone’ sforcing his’her way into our spaceinplain sight
in order to seize our computer or copy our files, in com-
plete disregard of our wishes to keep these to ourselves.
To have any property or information taken by stealth is
offensive, but even more so for information that might
presumably be detrimental to our best interests, such as
credit card numbers.

The fifth connotation (as used particularly in data-
base contexts) pertainsto the natural expectation that our
computer files be reserved exclusively for our own dis-
semination and access. To lose exclusive control over
access and dissemination of our datafilesleaves usopen
to blackmail, financial fraud (as with discovery of our
credit card numbers), malicious mischief, and eveniden-
tity theft. While crimes may seem to be the modus oper-
andi of ordinary crooks, we must contend with hackers
and “script kiddies” who engagein thissort of pursuit for
sport and, of course, sometimes also for profit.

Copyright © 2005, Idea Group Inc., distributing in print or electronic forms without written permission of IGI is prohibited.



Privacy-Dangers and Protections

The sixth meaning expresses our concern that when
we purchase something or register at a Web site, unless
weopt in, wedo not ordinarily wish to havetheinforma-
tion entrusted to the site shared with any other party. An
opt-in permission granted to the site should imply that
oneislater ableto cancel theservice, or “ opt-out”. A great
deal of junk e-mail is delivered under the pretext that, at
one point, one did opt-in for the program with arelated
third party, a statement that may or may not be correct.

Very few downloaders of software have the patience
to inspect the license agreement that must receive assent
beforeinstallation can proceed. Nearly everyone accepts
it by checking “I agree” without actually scrolling and
reading the extended window full of legalese. Unfortu-
nately, the end-user license agreement may not indicate
thefull extent of what the softwaredoes. Anhonest EULA
may state that the program performs anonymous profil-
ing, an assurance that your computer activities are being
documented for future use, but not with identifying char-
acteristicsof theuser per se. Thistype of softwareisused
to generate a marketing précis of one's interests and
attributes. Thus, if you visit Web sites that feature a
certain service or product, you may be directed to other
Web sitesthat feature the same thing. Vendors advertise
with spyware companies, because of the sel ectivetarget-
ing offered. By catering to consumers’ preferences as
exhibited in Web browsing, they presumably al so benefit
because they are presented only with items that really
interest them and are spared much spam. Despite this
alleged advantage and with promises of not recording
personal data, many consumers disapprove of this prac-
tice on general principles and try to delete the uninvited
spyware, often adifficult if not impossible task.

Therearemany techniquestoinvade our privacy—in
both hardware and software. Even the FBI is reputed to
use the infamous but mysterious program, “Magic Lan-
tern,” to spy on criminals attempting to hide their activi-
ties when using encryption for their e-mail. “When the
user types the password, Magic Lantern software would
captureit, giving the agency the ability to decrypt users’
communications’ (Paulson, 2002).

Table 1. The relevant senses of the concept of privacy

A wide variety of such snares awaits law-abiding
citizens as well, and can be conveniently lumped under
therubric of “spyware”. Table 2 summarizes some of the
spyware that can be used to violate privacy.

A person’sfirst thought upon discovery of aparasite
on his/her computer ishow to removeit. Although para-
sites are not easily removed, anti-parasite programs can
detect and remove them. In addition, several Web sites
have parasite detection scripts that analyze your com-
puter and provide you with removal instructions (for
example, visitwww.doxdesk.com/parasite). Parasitesare
often fellow travelers of demos and freeware that are
offered onthe Web. A surfer must takethetroubleto read
the small print that appears in the EULA and privacy
policy at the bottom of most Web sites. Sometimes one
can opt out of selecting any extra utility that asks be
installed along with what you originally ordered.

Duecare must begivento permissionwindowsasking
if youwishtorunacertain program, thefunction of which
isnot totally clear. ActiveX controls on the Web cannot
only install parasites that compromise our privacy but
alsoinstall viruses. XSSinvolveseverything: all sorts of
nefariousactivity such asaccount hijacking, changing of
user settings, cookie theft, and fake advertising.

PRE-INTERNET LEGAL
PROTECTION

WhiletheU.S. Constitutiondoesnot explicitly mentiona
legal rightto privacy, thisrightistraditionally considered
to have beenimplied by thefirst, fourth, and fifth amend-
ments to this constitution (Blumenfeld, 1998). The First
Amendment does not really grant privacy in any of the
sensesmentioned earlier; instead, it guaranteesfreespeech
(which could pertain to the Internet, but not really to
privacy). The fourth amendment prohibits unreasonable
searches and seizures (applicable to data and computer
equipment, of course). The Fifth Amendment states: “ nor
shall private property betaken for public use, without just

Freedomfrom overt monitoring
Freedom from secret surveillance
Freedom from unauthorized intrusion
Confidentiality
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Freedom from being subjected to unwanted contact

Freedom from disclosure by others of personal data to unauthorized persons
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