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INTRODUCTION

Anauctionisamarket with an explicit set of rules deter-
mining resourceall ocation and prices on the basisof bids
from market participants (McAfee & McMillan, 1987).
Generally speaking, an auction isthe standard meansfor
performing an aggregation of supply and demand in the
marketplace to effectively establish apricefor aproduct
or service. It establishes pricesaccording to participants’
bids for buying and selling commodities, and the com-
modities are sold to the highest bidder. Simply stated, an
auctionisamethod for all ocating scarce goods, amethod
that is based upon competition between the participants.
Itisthepurest of markets: aseller wishesto obtainasmuch
money aspossiblefor thecommodity offered, and abuyer
wantsto pay aslittle as necessary for the same commod-
ity. Traditionally, there are three protagonists in the
auction: sellers, buyers, and auctioneers. An auction
offerstheadvantage of simplicity in determining market-
based prices. It is efficient in the sense that an auction
usually ensures that resources accrue to those who value
them most highly and ensuresal so that sellersreceivethe
collective assessment of the value. Indeed, auctions are
conducted in accordancewith formal rulesfor governing
market access, tradeinteraction, price determination, and
trade generation (Friedman, 1993). In the case of atradi-
tional physical auction, a seller will choose an auction
house based on the service: the form of licensing, the
availability of suitable insurance, suitable descriptions
and accessto the commaodities, payment terms, and secu-
rity of goods before and during the auction process. The
buyer or seller needs to come to the market or sends his/
her representative.

Online auction systems provide immediate access
advantages compared with their physical auction sys-
temscounterpart. Participantsmay joinanonlineauction
system, effectively placing bids using a computer on an
anywhere-anytimebasis. Theaccessisnot only limitedto
desktop computers, but also handheld devices such as
mobile phones. In online auctions, transactions take

place based on information (product descriptions), and
theproductsmovefrom seller directly to buyersonly after
onlinetransactionsare completed. They facilitate buyers
and sellersin: meeting, thelisting of itemsfor sale inde-
pendent of physical location, exchanging information,
interacting with each other, and ultimately completing
transactions. They offer significant convenience, all ow-
ingtrading at all hours, and providescontinually updated
information; and they allow buyers and sellers to trade
directly, by bypassingtraditional intermediariesand | ow-
ering costsfor both parties. Onlineauctionsareglobal in
reach, offering buyersasignificantly broader sel ection of
goodsto purchase, and provide sellers with the opportu-
nity to sell their goods efficiently to a broader base of
buyers. Factorsthat make online auctions attractive may
also present disadvantages. Many online auctions sim-
ply listtheitemsfor sale. No attemptismadeto verify and
check that the merchandise actually exists or that the
description is accurate. Transaction trustworthiness and
security are the two most significant problems.

EXISTING PROBLEMS

Online auctions have become very popular. One of the
most successful online auctions, eBay (www.ebay.com)
purports that the number of active users worldwide has
increasedfrom27.7 millionin2002to41.2millionin 2003,
and the number of listings was about 292 million in 2003
(eBay, 2004). Nielsen/Netratings, the global standard for
I nternet audience measurement and analysis, al so reports
that eBay wasone of thetop fivesitesin Germany and the
United Kingdom in February 2004 (Nielsen/Netratings,
2004). Theresearchfirm, the Aberdeen Group, found that
94% of net market transactions were through auctions,
withjust 6% through catal og sales (Pritchard, 2002). M ost
auctions are open to the public. Whatever you want, you
canfind. Giventherapid successof thevirtual market, no
de facto standards exist as to the bidding rules and
policiesgoverningthe onlineauction business. Although
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online auctions have been developing for many years,
therearestill two major problems: trustworthy transaction
and security. Regarding the first problem, trustworthy
transactions, many auction sites describe themselves
merely as meeting places for buyers and sellers. They
simply allow sellersto list merchandise offered for trade
and do not verify that the merchandise actually exists or
is accurately described. They only use an email address
to identify the traders—buyers and sellers. After the
auction is over, it is the seller’s responsibility to deal
directly withthe buyer concerning payment and delivery.
Theauction companiesdo not hold any responsibility for
the transaction. Auction fraud is therefore an increas-
ingly difficult probleminthevirtual market. Thecommon
typesof auction fraud areasfollows (National Consumer
League, 2001):

i) Failureto deliver: Buyerspay for anitem, whichis
never received.

ii)  Misrepresentation: Itemsreceived do not match up
to the original description.

iii)  Shill bidding: A seller, or anassociate, placesafake
bid intended to drive up prices.

iv)  Selling black-market goods: Thegoodsaretypically
delivered without authentic merchandize, warranty,
or instructions.

Among thecomplaintsthat the Federal Trade Commis-
sion (FTC) received about auction fraud, the two most
frequent are ‘failureto deliver’ and ‘ misrepresentation’.
However, in the last few years there is a new trend of
increased ‘ shill bidding’. Theseproblemseffectively pre-
vent some Internet users from participating in Internet
auctions. According to FTC's Auction Fraud Report,
Internet auction fraud entails64% of al Internet fraud that
is reported (Enos, 2001). The total dollar loss for all
complaints exceeded US$12.3 million. Internet auction
fraud has become a significant problem.

The second problem, security, isnaturally abig con-
cern for any business on the Internet. Since datais being
transported over public networks, this makesit possible
for third partiesto snoop and derive critical information.
Security and safety is an important topic in conducting
business on the Internet; online auctions are no excep-
tion. During the auction, buyers and sellers have to
submit their personal informationtothesystem, aswell as
provide electronic payment for their goods. Hundreds
and perhaps thousands of credit card numbers, home
addresses, and phone numbers were exposed for months
through a security hole on many Internet auction sites.
Few auction sites provide security features such as SSL
and VeriSign security. In the survey of protections on
smaller auction sites, thereislessthan 20% implementing
security technology (Selis, Ramasastry & Wright, 2001).

Furthermore, most online auctions do not enforce strong
authentication, relying instead on a user 1D and pass-
word, or may bean email account, to establishthevalidity
of a client. Once this minimal information is supplied,
peoplearefreeto enter intothe onlineauction systemand
participateinbidding. Moreover, nominimally acceptable
standard exists for ensuring that auctioneers protect
users against the loss of personal information by the
auctioneer. There are no established minimum-security
standardsor licensing bodiesto protect the privacy rights
of customers. People are risking their personal informa-
tion. Ensuring security and trust in electronic communi-
cation is a principle requirement for achieving the trust
necessary in gaining widespread acceptance of Internet
auction systems as a medium for commerce.

SECURITY & CONFIDENTIALITY

The challenge in security is to build an online auction
system (OAS) with saf ecommunication and collaboration
between legitimate users. The following sums up the
fundamental security needs for OAS:

i) The need to identify and authenticate legitimate
users, thus identifying and granting access to bid
information, content, and supporting services.

ii)  Provision of a security system with fine-grained
access control that will alow, on the one hand,
legitimate users access to resources, while on the
other, protecting sensitive information from hack-
ers and unauthorized users (i.e., all other users).

iii)  OASshould ensurethat private, tamperproof com-
muni cation channel s for auction participants exist.
Hence, processing of their transaction is secure.

iv)  OASshouldprovideauditing andlogging facilities
to track site security and misuse.

v)  OASshould provide secure data transactions from
sellersto OAS and from OASto buyers.

vi) Database system security is another consideration
in OAS. In order to make sure that no unauthorized
or authorized user can access any datain the data-
base system, OASshould clearly identify dataheld,
conditionsfor release of information, and the dura-
tion for which informationisheld.

Authentication is often considered the single most
important technology for OAS. It should be
computationally intractable for a person to pretend to be
someone else when logging into an OAS. It should be
virtually impossible for a third party to alter e-mail ad-
dresses, digital signatures, or the content of any docu-
ment without detection. In addition, it should be equally
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