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INTRODUCTION

Transaction-processing systems (TPS) are becoming in-
creasingly moreavailableascommercial products. How-
ever, the approaches to the issues associated with using
TPS in multilevel secure environments are still in the
research stage. In this article, we address the issues of
multilevel security in distributed transaction-processing
systems. A distributed transaction-processing system
(DTPS) isacollection of afinite number of centralized
transaction-processing systems connected by a com-
puter network. Each of these transacti on-processing sys-
temsiscontrolled by asoftwarelayer and can be accessed
both remotely and locally. Properties of aDTPS, such as
data replication, may have a substantial effect on the
security of the system. Thesecurity policiesand integrity
constraints adopted at each site may result in global
security having inconsistent states. We address the is-
sues of achieving amultilevel secure DTPS, and discuss
the security constraints and data replication.

In this work, we address the issues of achieving a
multilevel secure DTPSs system and discussthe security
constraints and the replication of data items. The next
section provides some background. Then, next, an over-
view of a distributed transaction-processing system is
presented. In the fourth section, security-related issues
are discussed. In the fifth section, a multilevel secure
distributed transaction-processing system is presented.
Then, inthenext section, futuretrendsare presented. The
final section concludesthe article.

BACKGROUND

Several commercial and military applications require a
multilevel secure transaction-processing system (MLS/
TPS). Inan MLS/TPS, users are assigned classification
levelsthat we denote by “ clearances,” and dataitemsare
assigned sensitivity levels. There are three interesting
architectures that have been used to build MLS/TPSs
from untrusted ones. These architectures are known as
theintegrity lock architecture, thekernelized architecture,
and the data distribution architecture (Air Force Studies
Board, 1983). While most of the techniques for TPS

security are developed for traditional centralized TPSs,
more TPS researchers are making substantial contribu-
tionstothedevel opment of adistributed TPS (Getta, 2003;
Haraty, 1999; Haraty & Rahal, 2002; O’ Connor & Gray,
1988).

A DTPS is a collection of a finite number of TPSs
connected by a computer network (Ozsu & Valduriez,
1999). Each of these TPSsis controlled by atransaction
management software layer and can be accessed both
remotely andlocally. A DTPSintegratesinformationfrom
thelocal TPSand presentsremote userswith transparent
methods to use the total information in the system. An
effective TPS system serves to maintain the ACIDity
properties (i.e., atomicity, consistency, isolation, and
durability) of transactions and must be superimposed on
thepreexistinglocal TPSs(Gray & Reuter, 1993).

One proposed architecture for MLS/TPSistherepli-
cated architecture. This approach is being explored in
several ongoing research efforts, including the Naval
Research Laboratory Secure Information through repli-
cated architecture (SINTRA) project (Thuraisingham,
1987). Datareplicationin DTPShasseveral implications
for the security of the system. Replication allows data
itemsindifferent local TPSsto beidentified aslogically
belonging to the same entity. The security policies
adopted by each site may result in global security having
inconsistent states, because of the difference of local
representation and management.

OVERVIEW OF DISTRIBUTED
TRANSACTION-PROCESSING
SYSTEMS

A DTPSconsistsof aset of preexistinglocal TPSs{LTPSi
| 1 dei d” m}, distributed among several interconnected
sites. Each L TPSi isasoftwarelayer onaset of dataitems
Di. Figure 1 depictsthe architecture of aDTPS.

SECURITY ISSUES

Processes that execute on behalf of users are referred to
as subjects. Objects, on the other hand, correspond to a
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Figure 1. Distributed transaction-processing system
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dataitem. Objects can befiles, records, or evenfields. In
thissection, we present the notion of object classification
with emphasis on the problem of conflicting security
constraints due to replication.

A security classification isafunction that associates
each subject and each object withagivenlevel of security.
Many classifications, such as the security lattice, exist
(Denning, 1976). However, awell-known classificationis
four-value function (DOD paradigm) that classifies ob-
jectsintounclassified (U), confidential (C), secret (S), and
adopt top secret (TS). A simple policy that can be estab-
lished using a classification function SL is as follows:

Subject X can access(read) Object Y iff SL (Y) < SL(X)

A security constraint consists of a data specification
and a security value. The data specification defines any
subset of the TPS. The security values can be given by a
classification function. Specific values are unclassified,
confidential, secret, and top-secret. Thuraisingham (1987)
defined two types of security constraints—internal con-
straints and external constraints:

1 Internal constraints classify the entire TPS as well
asrelations, attributes, and tupleswithin arelation.
These constraintscan be applied to data, asthey are
actually stored in the TPS.

2 External constraintsclassify relationshipsbetween
data and the results obtained by applying opera-
tions on the stored data, such as sum, average, and
count. Among these constraints are the functional
constraints and the dynamic constraints.

These security constraints are subject to inconsis-
tency and conflicting local security constraints. A good
global security approach should reject inconsi stent secu-
rity constraints and inconsistent clearance of users. Ex-
amples of the inconsistencies encountered include:
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. Conflictingsecurity constraints: Such constraints
classify the same facts into different categories.
Overlapped security constraints: Theseconstraints
cover overlapped data domains.

I nconsistent security level of replicated data: Cases
where different copies of replicated data may be-
long to different security cases.
Accessprivilegesof userstoreplicated data: In-
stances where a user may have different access
rights on replicated data at different sites.

Several solutions have been proposed to solve these
inconsistencies and define a global security policy that
respects the local ones (Pfleeger, 1989; Thuraisingham,
1987).

Thereareseveral waysto combinelocal policies. The
optimal combination should giveapolicy that definesall
component policies and is still secure.

MULTILEVEL SECURE
DISTRIBUTED TRANSACTION-
PROCESSING SYSTEMS

There are two strategies for building MLS/DTPS from
DTPS. These strategiesinclude datareplication and per-
level-based distribution. The scope of this article does
not include the issues associated with network security;
but, it is particularly important to have the various | ocal
TPSs. Instead, we will assume that interconnection be-
tweenthevariouslocal TPSsissecureandfocusattention
on security that hasto be provided dueto replication and
other properties specific to the TPS.

The data distribution approach physically replicates
low-level dataat all higher-level TPSs. The advantage of
the replicated architecture is that is fairly secure
(McDermott & Sandhu, 1991). No performance overhead
is associated with multilevel queries, because they are
locally executed. On the other hand, because data is
replicated, there is overhead associated with broadcast-
ing updates of lower-level datato higher-level TPSsina
correct and securemanner. Thisbroadcasting mechanism
is known as “data synchronization” (Air Force Studies
Board, 1983).

Inthe per-level-based approach, dataare physically
stored in separate local TPSs according to sensitivity
level. Early examples of thisapproach were presented by
Hinke and Schaefer (1975). The advantage of this ap-
proach is that updating transactions does not produce
inconsistencies. Performance overhead associated with
multilevel queriesisamajor disadvantage.
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