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ABSTRACT

Internet of Things (1oT) is not a futuristic intuition, it is present everywhere. It is with devices, Sensors,
Clouds, Big data, and data with business. It is the combination of traditional embedded systems com-
bined with small wireless micro sensors, control systems with automation, and others that makes a huge
infrastructure. The integration of wireless communication, micro electro mechanical devices, and Internet
has led to the development of new things in the Internet. It is a network of network objects that can be
accessed through the Internet and every object can be identified by unique identifier. By replacing IPV4,
IPV6 plays a key role and provides a huge increase of address spaces for the development of things in
the Internet. The objective of loT application is to make the things smart without the human intervention.
With the increasing number of smart nodes and amount of data that generated by each node is expected
to create new concerns about data privacy, data scalability, data security, data manageability and many
more issues that have been discussed in this chapter.

1. INTRODUCTION

In early 1990’s, the evolution of new technology and new creativity could bring the concept of Internet
as “Internet of Computers” as global networks with services provided as “world wide web” built on top
of the original platform. Over the years, with the development of Web 2.0, the concept of “Internet of
computers” has been changed to “Internet of people” where billions of people are connected through
many social web sites. The boundary of Internet is getting expanded day by day with the integration of
Micro Electro Mechanical devices (MEMs) and wireless communication technology and the devices
are becoming smaller compared to the original PC with increasing processing and storage capacity.
These devices are utilized in the form of mobile phones to note books, tablets etc. When these devices
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Figure 1. Elements of loT
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are fitted with sensors along with the actuators, the sensing, computing, and communicating capability
can be extended with other devices under the network connectivity.

According to Cisco the definition of “Internet of Everything” which brings together people, process,
data and things to make networked connections more relevant and valuable than ever before by turning
information into action. Cities globally have the potential to claim $1.9 Trillion in value from Internet
of Things over the next decade. In a 2005 report, the International Telecommunications Union (ITU)
suggested that the “Internet of Things will connect the world’s objects in both a sensory and intelligent
manner” (ITU report, 2005). By combining various technological developments, the ITU has described
four dimensions in Iol: item identification (‘“tagging things”), sensors and wireless sensor networks
(“feeling things”), embedded systems (“thinking things”) and nano-technology (“shrinking things”). The
definition of IoT is not limited to a particular domain and still it is fuzzy to define the vast concept. As
a concluding remark, it can be defined as the combination of smart devices communicating with other
devices, objects, environments and producing a huge volume of data. These data can be processed into
useful actions that provide command and control to the things to enhance the quality of life. The ele-
ments of IoT are given in Figure 1.

1.1 Elements of loT

The elements of IoT can be grouped in three categories: Hardware, Middleware, and Presentation (Gubbi
et. al, 2013).

354



14 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/internet-of-things-services-applications-issues-
and-challenges/162126

Related Content

A Geocast Protocol with Information-Centric Perspective in Vehicular Ad-Hoc Networks
(VANETS)

Houacine Abdelkrimand Guezouri Mustapha (2018). International Journal of Wireless Networks and
Broadband Technologies (pp. 1-18).
www.irma-international.org/article/a-geocast-protocol-with-information-centric-perspective-in-vehicular-ad-hoc-networks-
vanets/236063

Evolutionary Malware: Mobile Malware, Botnets, and Malware Toolkits

Michael Brian Pope, Merrill Warkentinand Xin (Robert) Luo (2012). International Journal of Wireless
Networks and Broadband Technologies (pp. 52-60).
www.irma-international.org/article/evolutionary-malware/90277

Security, Privacy, and Ownership Issues with the Use of Wearable Health Technologies

Don Kerr, Kerryn Butler-Hendersonand Tony Sahama (2017). Managing Security Issues and the Hidden
Dangers of Wearable Technologies (pp. 161-181).
www.irma-international.org/chapter/security-privacy-and-ownership-issues-with-the-use-of-wearable-health-
technologies/164308

Cooperation Among Members of Online Communities: Profitable Mechanisms to Better
Distribute Near-Real-Time Services

M. L. Merani, M. Capettaand D. Saladino (2011). International Journal of Wireless Networks and
Broadband Technologies (pp. 1-14).

www.irma-international.org/article/cooperation-among-members-online-communities/62084

Sensing Techniques for Next Generation Cognitive Radio Networks: Spectrum Sensing in
Cognitive Radio Networks

Dhaya R., Rajeswari A.and Kanthavel R. (2019). Sensing Techniques for Next Generation Cognitive
Radio Networks (pp. 108-124).
www.irma-international.org/chapter/sensing-techniques-for-next-generation-cognitive-radio-networks/210272



http://www.igi-global.com/chapter/internet-of-things-services-applications-issues-and-challenges/162126
http://www.igi-global.com/chapter/internet-of-things-services-applications-issues-and-challenges/162126
http://www.irma-international.org/article/a-geocast-protocol-with-information-centric-perspective-in-vehicular-ad-hoc-networks-vanets/236063
http://www.irma-international.org/article/a-geocast-protocol-with-information-centric-perspective-in-vehicular-ad-hoc-networks-vanets/236063
http://www.irma-international.org/article/evolutionary-malware/90277
http://www.irma-international.org/chapter/security-privacy-and-ownership-issues-with-the-use-of-wearable-health-technologies/164308
http://www.irma-international.org/chapter/security-privacy-and-ownership-issues-with-the-use-of-wearable-health-technologies/164308
http://www.irma-international.org/article/cooperation-among-members-online-communities/62084
http://www.irma-international.org/chapter/sensing-techniques-for-next-generation-cognitive-radio-networks/210272

