
1631

TTelework and Data Privacy and Security
Reima Suomi
Turku School of Economics, Finland

Copyright © 2008, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.

INTRODUCTION

Telework is a major phenomenon of the information 
society. It refers to work being done independently of 
time and place, still often in an employment relationship 
with an organization, and heavily supported by modern 
information and communication technology. Telework 

-
tance work or telecommuting, in general telework is 
a part of the virtual organization metaphor. Telework, 

performing work, is a major change agent leading us 
towards a new information and knowledge society. It is 
expected to bring in productivity, better output quality 
and employee, employer and customer satisfaction. A 
better utilization of human resources can be expected, 
as through telework employees can work to many 
organizations, so sharing and also strengthening their 
professional skills and status.

Yet telework is not spreading as fast in the society 
as one could expect. One reason can be seen in data 
privacy and security discussion. Almost any telecom-
munication application can be undermined through 
strong arguments about missing data privacy and secu-
rity. Many telework arrangements have also fallen into 
this trap. While privacy and security surely are values 
to be maintained, a possible violation of them should 
not be used as an excuse to undermine a value-adding 
application of modern information technology. 

This chapter discusses the needs for data security 
and privacy in telework, and delivers a framework on 
the most threatening risks on the security and privacy 

out, whether telework really is a data security risk for 
organizations, or whether the threats have been exag-
gerated.

-
kkola, 1998, p. 221): Telework is a working arrange-
ment where at least some parts of the working tasks 
are performed outside the regular working place in an 
employee-employer -relation, and where information 
technology is an important tool. The term telework 

is more usual in Europe, whereas Americans prefer 

Steve, 1996) More recently the term “eWork” in many 
variations (e-Work, E-work, eWorking) has become 

2002). In general, telework discussion can be seen as 
a subtopic of the discussion on virtual organizations 

Telework is a phenomenon changing the society in 
a wide range of issues. Among the issues surrounding 
debate of telework we can mention the following:

• Telework is a part of a wider change process in 
working and organizational cultures leading from 
the industrial society towards the information 
society

• Production of goods and services will be distrib-
uted through binding together geographically 
distant production entities and through introducing 
new partners into established production entities 

-
sibilities for telework emerge

• An important part of the process is more intensive 
use of modern information and communications 
technology

• Organizational cultures turn into cooperation-
seeking and customer-oriented ones

• Continuous education for the work-force (lifelong 
learning) plays a paramount role

categories and contents.

During the last few years, viruses and spam mail have 
become number one headaches for many chief informa-

-
tation—especially telecommunication dependent—can 
be undermined through strong arguments about missing 
data privacy and security. We have several examples of 
areas where data privacy and security concerns have 
hindered the development of information systems. 
Health care in general is a very sensitive area to data 
privacy and security, and fears in relation to these have 
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2003). In banking and money transfer, security is of 
course a major issue, on which a lot has been invested 

major example of an information system’s application 
area where privacy concerns have clearly inhibited the 

In this chapter the research question is, “Which are 
the risks of secure and private telecommunication in 
teleworking environments?”

In addition to the theory-building phase, the mo-
tivations to build data security and privacy rules are 
questioned. Here the research questions are: Is the 
need for privacy and security often exaggerated in 
telework arrangements? and Which are the outcomes 
of giving security and privacy too much emphasis in 
telework practice?

The chapter unfolds as follows: in the section 2 we 
build a framework of the telework IT-infrastructure. This 
allows us to understand the telework situation. In the 
next section, we discuss some of the most visible risks 
towards data security and privacy in this environment. 
Finally, in section 4 conclusions are drawn.

A FRAMEWORK ON DATA SECURITY
AND PRIVACY ISSUES IN TELEWORK

Data Security

1998)).

Data Privacy

Right of an individual to participate in decisions regard-
ing the collection, use, and disclosure of information 

(Alter, 1997)).
Data security is valuable as such, but is too an ab-

solute condition for data privacy. Without data security 
data privacy is impossible to implement.

Telework introduces two major threats to data 
security:

1. Through telework work is dispersed to a geo-
graphically wide area. Work happens in various 
places, and so data and devices carrying it is also 
often disseminated.  This makes access control 

2. For teleworkers, access from outside to the cen-
tralized information processing resources must 
be catered for. This same gateway can be used 
by other external and harmful intruders too, and 
in addition the extra telecommunication needed 
is a security threat by itself.

A much discussed topic is that of doing telework at 
home.  Home, by development, is an open environment 
for the family members, and access controls are dif-

is often shared between the family members. Work and 
home roles intermix, and data security can be severely 
threatened.

In the rest of the chapter we will discuss the second 
issue in some more detail, as it is connected more to 
information systems and network technology than the 

-
work on telework infrastructure that we can then use 
in our later analysis of threats towards data security 
and privacy.

In the framework we see the host organization do-
main referring to the part of telework IT-infrastructure 
that is administered through the host organization. In 
addition to this, we have the Teleworker administered 
domain, which usually is the same thing as his or her 
computer or computer network at home. By ‘admin-
istered,’ we refer to the activities of:

1 Maintaining virus protection
2 Filtering spam mail

4 Maintaining software

In the teleworker administered domain, we see the 
work area and other areas. These other areas might be 
connected to leisure or to work with other host orga-
nizations. These areas might use shared resources as it 
comes to databases, telecommunication lines, computer 

other resources contained in it.
In the framework we also see two databases. One 

is at the host organization domain, and another is at 
the teleworker domain. Here, the database should be 
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