
DOI: 10.4018/IJRCM.2017070102

International Journal of Risk and Contingency Management
Volume 6 • Issue 3 • July-September 2017


Copyright©2017,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



A Survey of Risk-Aware Business 
Process Modelling
Hanane Lhannaoui, Ecole Mohammadia d’Ingénieur, Mohammed Vth University, Rabat, Morocco

Mohammed Issam Kabbaj, Ecole Mohammadia d’Ingénieur, Mohammed Vth University, Rabat, Morocco

Zohra Bakkoury, Ecole Mohammadia d’Ingénieur, Mohammed Vth University, Rabat, Morocco

ABSTRACT

Fororganizations,riskisakeyconceptwhendealingwithbusinessprocess.Integratingrisksaspects
duringbusinessprocessmanagementstartswithanaccurateconsiderationofrisk’scharacteristics
inthemodellingphase.Mostresearchisneededonintegratingriskandbusinessprocessmodelling.
Actually,theliteraturesuggestsvariousapproachestorepresentrisk-relatedinformationinbusiness
processmodels.Thediversityofthosemethodsandthefactthatthisdomainisstillemergingmake
itdifficulttochoosethemostsuitablelanguage.Thispaperaimstorepresentasurveyoftheexisting
risk-annotatedbusinessprocessmodel’snotations.
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1. INTRodUCTIoN

Inacompetitiveenvironment,organizationshavebeentransformedinordertomeettheirneedsin
termsofqualityandproductivity.Manyofthemhavedeployedbusinessprocessmanagement(BPM)
systemstomanagetheirbusinesses.Businessprocessmanagementenablesorganizationstoensure
thatitsprocessesareimplementedinaneffectiveandefficientwayandthattheymeetcustomerneeds
withtheexpectedlevelofperformance(Harmon,2003).

Nevertheless,organizationsface,everyday,severaluncertainties.Theeffectsofthoseuncertainties
ontheobjectivesoftheorganizationareknownasrisks.Thoserisksshouldbemanagedthroughthe
useofrelevantprinciples,frameworks,andprocesses.Theirimplementationiscommonlyknownas
riskmanagement(ISO/IEC,2009).

However and despite the adoption of risk management approach, the economic sphere has
experiencedseveralfinancialscandals(Suriadi,Weiss,Winkelmann,TerHofstede,Adams,Conforti,
Fidge,LaRosa,Ouyang,Rosemann,&Wynn,2014).Thishasdemonstratedthelimitsofaseparate
managementofprocessandrisk.Therefore,theneedtoadaptriskmanagementpracticesinthefield
ofbusinessprocessmanagementarises.

Tothisend,Risk-awareBusinessProcessManagement(R-BPM)isadisciplinethathasdrawn
specialattentioninthepastdecadebecauseofthebenefitsobtainedbyintegratingtheprinciplesof
managementrisksinallphasesofprocessmanagement(Suriadi,Weiss,Winkelmann,TerHofstede,
Adams,Conforti,Fidge,LaRosa,Ouyang,Rosemann,&Wynn,2014).

Theliteraturesuggests,indeed,asetofapproachesinthiscontext.Mostofthemconcentrateon
designstageofBPMlifecycle.Obviously,managingrisksinbusinessprocessstartsbyaconvenient
representationofrisksandtheircharacteristicsinbusinessprocessmodels.Byintegratingrisksand
their potential characteristicsdirectly intobusinessprocessmodels, a clearer connection is seen
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betweenoperationalworkflowsandtherisksinherenttoeachprocess.Forthis,differentapproaches
havebeendevelopedtodealwiththeissue.Infact,mostworksthataddressedthefieldofRisk-aware
BusinessProcessManagement,haveconcentratedtheirfocusonrepresentingrisksatthedesignstage
andhowtointegratetheirrepresentationinbusinessprocessmodels(Suriadi,Weiss,Winkelmann,
TerHofstede,Adams,Conforti,Fidge,LaRosa,Ouyang,Rosemann,&Wynn,2014).Nevertheless,
themodellingofriskinbusinessprocessesisstillachallengingresearchtask.

Thispapersurveysthecurrentstateofartinmodellingrisksinbusinessprocesses.Next,the
authorsidentifyandprovideacomprehensivecomparativeoverviewoftheidentifiedapproaches,
inlightoftheevaluationcriteria.Finally,thesurveyconcludesbyexposingcommonlimitationsof
existingapproaches.

This paper is organised as follows: Section 2 gives an overview on the existing modelling
approachesintheRisk-awareBPMfield,followedbyanevaluationofthoseapproachesaccording
toasetofcriteriainSection3.Finally,conclusionsareprovidedinthelastsection.

2. oVeRVIew oN THe eXISTING RISK-AwARe 
BUSINeSS PRoCeSS ModeLLING MeTHodS

Asapreliminarystepofthiswork,aclassificationoftheexistingrisk-awarebusinessprocessmodels
isgiven.Mainly,thoseapproachesaregroupedintwodifferentcategories:

• Methodsthatreasonaboutrisksbyextendingexistingbusinessprocessmodellinglanguages;
• Methods that attempt to reason about risk through the introduction of new integrated risk

constructstocapturerisk-relatedinformationwithinabusinessprocessmodel.

2.1. Representing Risks by extending Business Process Modelling Languages
2.1.1. EPC-Based Business Process Modelling Approaches
Mostrepresentationsofrisk-relevantextensionstobusinessprocessmodelswereconsideredinthe
Event-drivenProcessChain.RosemmanandzurMuehlen(2005)isthefirstworkthatdealswith
risk-awarebusinessprocessmodelling.Inthispaper,theauthorspresentarisk-relevantextension
ofbusinessprocessmodels in theEvent-drivenProcessChain (EPC)notationandamethod for
incorporatingrisksintoEPCs.Theypropose4interrelatedmodeltypestocapturerisksinbusiness
processenvironment:

• TheRiskStructureModelthatprovidesinformationregardingtherelationshipbetweenrisks.
Thismodel type supports twobasic semantic relationships: compositionandgeneralisation/
specialisation;

• TheRiskGoalModelwhichrepresentsarisks/goalsmatrix.Thismodelsupportstwoviewpoints.
First,itcanbestudiedwhatimpactariskcanhaveondifferentgoals.Second,itshowstherisks
thatagoalisexposedto;

• TheRiskStateModelthatcapturesthedynamicaspectsofrisksandconsistsofthedifferent
objecttypesrisk,consequenceandconnectors.

• Event-drivenProcessChains(EPCs)areextendedtoconsiderrisks,enablingtheassignmentof
riskstoindividualstepsinthespecificprocess.
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