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ABSTRACT

Cyberthreatsposeagrowingrisktonationalsecurityforallnations;cyberpowerisconsequently
becominganincreasinglyprominentdriverintheattainmentofnationalsecurityforanystate.This
paperinvestigatesthenationalcyberpowerenvironmentbyanalysingtheelementsofcyberspaceas
partofnationalsecurity.DavidJablonsky(1997)distinguishesbetweennaturalandsocialdeterminants
ofpowerinhisdiscussionofnationalpower.Also,JablonskyreferstoRayCline’sformula(Cline,
1993)todeterminearoughestimateof“perceived”nationalpowerbyfocusingprimarilyonastate’s
capacitytowagewar.Inthispaper,theformulaforPerceivedPower(PP)willbeadaptedforusein
cyberspacetocreateasimilarformulaforPerceivedCyberpower(PCP)thatfocusesprimarilyona
state’scapacityforcyberwarfare.Militarycyberpowerisoneofthecriticalelementsofcyberpower.
Thepaperalsodiscusseshowtooperationalisemilitarycyberpower.
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INTRodUCTIoN

Toinvestigatecyberpower’srelationshipwithnationalpower,acommonunderstandingofnational
poweranditsformulationisrequired.Thispaperstartswithadiscussiononnationalsecurity(Section
2),nationalpower(Section2.a)andcyberpower(Section3)thatisnotlimitedtomilitarypower
alone.Kern(2015)andotherauthors(Young,2010)discusstheabsenceofatheoryordoctrinefor
theoperationalisationofmilitarycyberpower.Section3.1givesanoverviewofprinciplesthathave
beenformulatedinthisregard.

ThediscussionthenmovestoaperceptionofcyberpowerasapartofnationalpowerinSection
4. It isargued that the initialconceptualisationofcyberpoweraseitheran independentattribute
oranelementofanexistingattributeofnationalpower,isinsufficient.Itislargelybecauselater

16



International Journal of Cyber Warfare and Terrorism
Volume 7 • Issue 3 • July-September 2017

17

conceptualisationconcededthatcyberspacehadbothitsfoundationsandutilityinalltheattributes
ofnationalpower.Itisalsoarguedthatcyberpowerisbothphysicalattributesandanabstraction
orsynergyofalltheseattributes.Therefore,cyberpowerisbestunderstoodasawayofachieving
nationalpower,ratherthansimplyasameansorattributeofnationalpower.

Thenextstepisananalysisofnationalpowerformulas(Section5).Theformulationofnational
power proposed by (Cline, 1993) is used as a starting point to develop a perceived cyberpower
formula. The paper concludes with the development of a formulation for perceived cyberpower
(PCP)thatisexpressedasreplicationorfractalofnationalpower,andnotasauniqueindependent
attribute(Section6).

NATIoNAL SeCURITy

Nationalgovernmentshavetheresponsibilitytoprovide,regulateandmaintainnationalsecurity,
whichincludescybersecurityorhumansecuritytotheircitizens(Jablonsky,2001).DavidJablonsky
(2001)definesnationalsecurityasthatpartofgovernmentpolicywiththeobjectivetocreatenational
andinternationalpoliticalconditionsfavourablefortheprotection,ortheextensionofvitalnational
values,againstexistingorpotentialadversaries.Heextendsthisdefinitionbyaddingtherespective
elementsofthepowerbaseofthestateandtheprioritiesthatareseenasofimportantand/ornational
interest.Jablonsky’s(2001)descriptionoftheconceptofnationalsecurityregardingtheelementsof
nationalpowercanberegardedasasignificantcontributiontonationalsecuritytheory,eventhough
thereareasmanydefinitionsoftheconceptastherearescholarsofnationalsecurity.Forthisreason,
thedefinitionofnationalsecurityasformulatedby(Phahlamohlaka,2008)isadopted:“Theprovision
ofsecuritytothestateandofhumansecuritytoitscitizensaswellastheprotectionofnationaland
humanintereststogetherwithstatebordersthroughtheprojectionofnationalpower”.

National Power
Withtheintentiontoexploit“cyberspace”fortheattainmentofnationalpower,thereisapressing
needtoinvestigatetherelationshipbetweencyberpowerandnationalpower.Althoughthisrelation
mayseemself-evident,thewaycyberpowerisconceptualisedinrelationshiptonationalpowerwill
haveasevereimpactonthestrategies,organisationsandstructuresthatwillemergefromthenational
securitystrategy.

Nationalpowerconsistsofvariouselements,alsocalledinstrumentsorattributesthatcanbe
grouped together according to the origin. These groups include geography, population, military
andeconomy(Jablonsky,1997,2001,2010).Furthermore,Jablonsky(1997)indicatesthatpower
isarelativeattributethatiscontextualinnatureandentailsasynergyofstateactivities.National
powerthuscannotbestudiedorunderstoodinisolationfromthedesiredoutcomes,contextaswell
asrelativestrengthsandweaknessesofthenation.Also,Jablonsky(2001)assertsthattheelements
ofpowercannotbeeasilyquantifiedandifthisisattemptedthemeasurescouldbecontradictoryin
nature.Theseelementsaredefinedintermsofnaturalandsocialdeterminantsofnationalpower.
Thenaturaldeterminants(geography,resources,andpopulation)areconcernedwiththenumberof
peopleinanationandwiththeirphysicalenvironment.Socialdeterminants(political,informational,
military,economicandpsychological)ontheotherhand,concernthewaysinwhichthepeopleofa
nationorganisethemselvesandthemannerinwhichtheyaltertheirenvironment.Jablonsky(2001)
thusinadvertentlyprovidesthefoundationfortheacronymDIME(Diplomacy,Information,Military
Economics).Jablonsky(2001)alsoreferstoaformulaintroducedbyCline(1993)whichprovidesa
roughestimateof“perceived”nationalpowerthatfocusesprimarilyonastate’scapacitytowagewar.
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