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Chapter 5

Copyright, Piracy, Privacy, And
Security Issues: Acceptable Or
Unacceptable Actions For End

Users?

Jennifer Kreie and Timothy Paul Cronan
University of Arkansas

Enduser acceptable/unacceptable behavior related to computer information
systems has caused significant losses to business and society. Somemeasures
have been suggested to prevent losses or discourage unethical behavior. One
approach is to identify factors that might better cexplain acceptable/
unacceptable actions. In this study, we examined-models of ethical behavior
and selected factors from these models.that might influence decision-making.
We conducted an empirical study to determine perceptions of acceptable or
unacceptable behavior-and which factors were significant in influencing a
person’s judgment of acceptable/unacceptable behavior. Identifying the
factors that influence ethical decision-making is one approach suggested by
researchers to find ways to discourage unethical behavior and help businesses
prevent losses. The results of the study indicate there are significant factors
that affected individuals’ assessment of what is acceptable-behavior. The
results also indicate that the factors which were influential were contingent
on the characteristics of the ethical dilemma.

Computer-based information systems are ubiquitous in business and are
becoming so throughout society. The proper use of computers has been
beneficial. to businesses, but misuse, and unethical behavior related to
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information systems (IS) have caused significant losses to businesses and
society. Fortune magazine (February 1997) recently reported on an actual
breach of security to illustrate how easily a business’ information system
could be accessed and misused.

Estimates for the annual cost of computer crimeare in the billions.
Though organizations have investedinthe development and implementation
of security measures; computer misuse will likely continue to be a problem
throughout the 1990s.(Straub and Nance, 1990). From a professional and
social perspective, IS professionals are concerned about the problem of illegal
and/or unethical use of computers because of the potential harm to society and
to the integrity of the IS profession. There has been research in the area of
computer misuse and computer ethics in recent years from several perspec-
tives, such as the ethical attitudes of personnel, deterrents to unethical
behavior, the various types of unethical behavior, and approaches to teaching
ethics in the field of MIS (Zalud, 1984; Saari, 1987; Aiken, 1988; Heide and
Hightower, 1988; Cougar, 1989; Oz, 1990; Paradice, 1990; Straub and
Nance, 1990; Conner and Rumelt; 1991).

In an effort to prevent or’discourage improper and unethical use of
computers seyeralmeasures have been suggested—enhanced security, prompt
and fairreporting, tougher sanctions, and codes of conduct for IS profession-
als. (Anderson, et al., 1993; Straub, 1990). It would also be beneficial to
identify the ethical issues that pertain to computer use and include ethics in
the IS curriculum (Parker, 1980; Cougar, 1984). This would help to make
future IS professionals more aware of ethical issues. A better understanding
of what factors influence our decision to act in one way or ¢ould, perhaps,
provide some guidance for discouraging unethical-behavior. For example, it
would be beneficial to know whether a.code of ethies for IS professionals has
a significant impact on a person’s:decisions and behavior.

The current study is-partofian ongoing research effort to identify factors
which affect the ethical behavior of individuals when these individuals are
faced with ethical dilemmas involving different aspects of computing. The
purpose of the present study is to examine factors proposed in several models
of thical/unethical decision-making, several of which have not been empiri-
cally tested, and determine what factors are significantin the judgment of
whatis acceptable or unacceptable behavior. In the present study, participants
were presented with an IS dilemma and a response. Participants were asked
to judge the response as “acceptable” or*“unacceptable” and to indicate what
factors influenced:their decision.
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