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ABSTRACT

Thesmartgrid isanewparadigm thataims tomodernize the legacypowergrid. It isbasedon
the integrationof ICT technologies, embedded system, sensors, renewableenergyandadvanced
algorithms for management and optimization. The smart grid is a system of systems in which
communicationtechnologyplaysavitalrole.Safeoperationsofthesmartgridneedacarefuldesign
ofthecommunicationprotocols,cryptographicschemes,andcomputingtechnology.Inthisarticle,the
authorsdescribecurrentcommunicationtechnologies,recentlyproposedalgorithms,protocols,and
architecturesforsecuringsmartgridcommunicationnetwork.Theyanalyzedinaunifyingapproach
thethreeprinciplespillarsofsmart-gird:Sensors,communicationtechnologies,andsecurity.Finally,
theauthorselaborateopenissuesinthesmart-gridcommunicationnetwork
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1. INTRodUCTIoN

Smartgridisanewparadigmthataimsatmakingthelegacyutilitygrid,efficient,green,reliable
andsecure.Thetermwascoinedin2007bytheUScongressinabidtomodernizetheUSpower
gridsystem(EnergyIndependenceandSecurityActof2007,2007).Asstatedinthe2007Acton
energyIndependenceandSecurity,asmartgridshouldhavethefollowingtenfeatures:(1)Wide-
scaledeploymentofICT(Informationandcommunicationtechnologies)toshape-upperformance,
reliability,andtrustworthinessoftheutilitygrid,(2)dynamicoptimizationofgridoperationsand
resources, (3) integration of effective renewable energy resources, (4) endorsement of advanced
demandresponsescheme,(5)amalgamationofsmarttechnologiesforcontrollingandmonitoringthe
gridoperations,(6)consolidationofintelligentappliances,(7)integrationofcutting-edgeelectricity
storageandpeak-abatementtechnologies,(8)purveyingconsumerswithtimeousinformationand
controloptions,(9)developmentofstandardsforcommunicationandinteroperabilityofappliances
and equipment, and (10) battling barriers and obstacles that prevent the adoption of smart grid
technologies,practices,andservices.
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Asexplained(Korzun&Gurtov,2015)in(Dutt,Jantsch,&Sarma,2016)andin(Glesner&
Philipp,2013),smartsystemshouldtakeintelligentdecision,hasamechanismforsituationawarness,
elastic,proactive,etc.Theenablingtechnologiesforsmartsystemaredeterminedbytheintended
functionality.Asstatedin(Glesner&Philipp,2013),controlandcybersecurityarethecornerstones
forsmartgrid.Therecent trend in theprocessautomation is thedeploymentofsensors fordata
collection,actuatorsforcontrolandmulti-agentsystemforsolvingcomplexproblem.

Duringrecentyears,discernibleeffortshavebeenputforwardtoestablishasmartgridwiththe
characteristicsstatedheretofore.Agoodsurveythatsummarizestheresearcheffortonthepermissive
technologiesforthesmartgriduntiltheyear2011isreportedin(Fang,Misra,Xue,&Yang,2012).
Theauthorsreviewedadvancesinthefollowingthreeaxes:infrastructure,management,andprotection.
Finally,theresearchersdigestedtheomnifariousprojects,legislations,programs,standardsandtrials
worldwideintheareaofsmartgrid.Figure1elaboratesthethreeessentialingredientsinasmartgrid.

Communicationsisakeyenablingtechnologyforthesmartgridinfrastructure.Itisbelievedthat
thesmartgridwillintegratemultifariouscommunicationtechnologieslikecellularcommunication,
fiber-optic,short-rangecommunication,wirelessmeshnetworks,power-linecommunication,and
satellitecommunication.Theassorteddeploymentofcommunicationtechnologiesinthesmartgrid
isattributed tofactors like theapplicationrequirements, thegeographic locations,environments,
legislations,cost,andsoforth.In(Gungor,etal.,ASurveyonSmartGridPotentialApplicationsand
CommunicationRequirements,2013),theauthorssummarizedthecommunicationrequirementsfor
fourteensmartgridapplications.Theyfurtherroadmappedfuturesmartgridservicesandapplications.

The intensivedeploymentofcommunication technologies in thesmartgridhasprecipitated
theneedforcybersecurity.Thecybersecuritysolutionaimstopreservetheconfidentialityofthe
consumers,toprotectthedataagainsteavesdroppingandtopreventembeddedsystems,usedalong
thesmartgrid,fromrunningmalicioussoftware.Theauthorsof(Yan,Qian,Sharif,&Tipper,2012)

Figure 1. Smart grid ingredients proposed in (Fang, Misra, Xue, & Yang, 2012)
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