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ABSTRACT

Asthedigitalgenerationshavegrownupwithhigh-techgadgetsandbecomeavidusersofmobile
phonesandapps,theyarealsoexposedtoincreasingmobilesecuritythreatsandvulnerability.In
thispapertheauthorsdiscusstheimpactofrecentmobiletechnologyadvancementsonmobilethreat
environmentandmobilesecuritypractices.Theyalsoconductedasurveyto262collegestudentsto
examinetheirmobilephoneusagepatterns,securityconcernsandpractices.Theresultsshowthat
studentsusetheirmobilephonefrequentlyforvariousproductivityandentertainmentpurposes.They
aregenerallyawareofandconcernedaboutmobilesecurity,notonlyonlosingthephonephysically
butalsoondatatheft,webthreat,andmobilemalware.Studentsalsopracticesecuritytosomeextend
-mostchangePINandpasswordsregularly,downloadtheirappsmostlyfromofficialappstores,and
generallykeeptheirOSandappsup-to-date.Theauthorsalsofoundsignificantcorrelationsbetween
mobilesecuritypracticesandpersonalattributes,includingmajor,gender,andtechnologyaptitude.
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1. INTRoDUCTIoN

Withtheeaseofconnectivity,always-onaccessibilityofonlinecontentandservices,theexplosionin
thenumberandvarietyofapps,mobilephonestodayoffermanyadvantagesnotonlyincommunication
butalsoinincreasedproductivity,entertainment,andubiquitousavailabilityofpersonalandbusiness
data.Thenumberofmobilephoneusersintheworldisforecasttoreach4.77billionby2017,and
passthefivebillionmark(65%ofworldpopulation)by2019.Alsoby2019over80%ofthemobile
phoneuserswillbesmartphoneusers(Statista,2016a).92%ofpeopleaged18-34yearsintheUnited
Statesownedasmartphonein2015.DuringJune2016,usersaged25to34yearsaccessedmobile
appsviasmartphoneforanaverageof85.6hours,or2.85hoursperday(Statista,2016b).

Asmobilephonesusagecontinuestogrowexponentially,securitythreats,attacksandvulnerability
targetingmobilephoneshavealsoskyrocketed.In2014,morethan3millionAmericanslosttheir
smartphones,another2millionhadtheirsmartphonesstolen,manyofwhichweren’tsufficiently
protectedwithasmuchasasimplepasscodetokeepthephone’sdatasafeaccordingtoConsumer
Reports National Research Center. In 2015 Q3 and Q4, McAfee Labs (McAfee, 2015) detected
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37millionmalwareinappstores,includingincreaseinnotonlynewmalware(72%increasefrom
Q3),butalsothesophisticationandcomplexityofmobilemalware.Ransomware,bankfraudand
remoteaccesstools(RATs)allhaveanincreasedpresenceonmobiledevices.Mobiledevicesrun
rapidlyevolvingandheterogeneousoperatingsystemsofwhichthesecurityisyettoberigorously
established.Inaddition,theproliferationofmobileapps,easilydownloadedandinstalledbymobile
phoneusersatlowprice,openstheplatformuptomalware.Keyvulnerabilitiesofmobiledevices
also includefrequent lossand theft,misusebyemployees,andunwillingnessbymanagement to
taketheappropriatepolicyandenforcementstepstoensuremobilesecuritygovernanceisenforced
(Couture,2010).McAfeeLabs(2015)predictedthatin2016asapplicationsandprominentoperating
systemsarehardenedfromattacks, thoseattackersshift theirfocustolessprominentbutcritical
surfaces,innovativestyles,andnewdevicetypes.Asenterprisesstrengthenstheircomplexsecurity
defensesandcomprehensivepolicies,attackerswouldtargettheweaksecurityofemployeesworking
remotely,aswellasdevelopmoresophisticatedattacksthroughfirmware,espionagemalware,and
detectionevasion.

2. MoBILe THReAT eNVIRoNMeNT

Mobilethreatcancomefrommultiplesources.Couture(2010)broadlyclassifiedmobilethreatsinto
threecategories:1)threatsresultingfromthephysicalnatureofsmallandhighlyportablemobile
devices,2)threatsstemmingfromtheirubiquitousconnectivityand3)threatsoriginatingwiththe
prevalenceofmobilesoftwareapplicationsandmalware.

2.1. Physical Loss or Theft
Physicallossortheftofthemobiledevicecanresultinnotonlythelossofpersonalinformationbut
alsocopiesofcorporatedatastoredinemailretrievedviamobileapps.Asmanyofthelostphones
willbefoundbyindividualswhohavenointerestincompromisingthedatawithin,itwillbeagood
practicetoincludeacontacttelephonenumberoraddresslabeledonthedevice,butnotgiveaway
thepersonalidentifiableinformationortheorganizationname.Assumingasubsetofthosewhofind
lostdevicesareatleastsomewhatinterestedinthedata,screenloginpinsandmax-attemptlockout
policieswillbecomeuseful.Asmallersubsetofthievesmayhavetheskillsandmotivationtoattack
thedevicewithspecializedsoftwareortechniques,sometimesevenbypassingthescreenlock.This
reinforcestheimportantneedtoencryptvaluablephonedata,aswellastoenableremoteeraseof
phonedata,eitherautomaticallyafteracertainamountoffailedloginattemptsorwhenthelostphone
becomesunlikelytoberetrieved.

ThephysicalSubscriberIdentityModule(SIM)cardinsidethemobilephoneusedtoconnect
tonetworkmayholdsubscriberdata,contactlistandSMSmessagesandshouldbeconsideredin
mobilesecuritypolicy.DevicesshouldbemanagedsuchthatdataontheseSIMcardsareeither
encryptedornon-essential.

2.2. Mobile Network Security
Wi-Fisecuritythreatsarewell-knownandmultiplevulnerabilitieshavebeenpublished,including
severeweaknessinWEPprotocolencryptionandmaninthemiddle(MITM)attacks.ShouldaWEP
networkpasswordbecracked,orshouldamobilephoneconnecttoanopenWI-FIhotspot,theentire
rangeofthreatstypicallyaimedatmobiledevicesbecomerelevant.

Unlockingor“jailbreaking”ofiPhonesisalsoknowntoopensecurityvulnerabilities.Users
intendtogainmorecontrolovertheirdeviceshacktheirowndevicesintheprocess,permittingthem
toapplypatchesthatdisablemanufacturerandnetworkoperatorcontrols.Assuch,manyofthese
jailbreaksopenuproot-levelloginaccountswithdefaultpasswordsandthephonebeginsbroadcasting
theavailabilityofaremoteSSHloginservice,whichmakesasuccessfulmalwareinstallationfar
morelikelyandgivesanymalwarerootaccesstoperformanymanneroftrouble.
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