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ABSTrACT

Thisstudytestedthecontextofemployeesusingtheirdevicesforbothworkandpersonaluse,and
non-compliantdeviceusageofapersonpotentiallyresultinginInformationSystems(IS)securitythreat
topersonalaswellasworkdataand/orthedevices.Integratingbystanderandprotectionmotivation
theory(PMT)perspectivesthispaperstudiesbystanders’responsestoISsecuritythreatsandthe
extenttowhichaperceivedsecuritythreatmotivatesindividualintentiontoact,inthecontextof
non-compliantmobiledeviceusagebehaviors.Itteststheroleofanindividual’sthreatperceptions
toprotecttheirownISsecurity,andasabystander,protectingtheirpeersortheISsecurityoftheir
organization.Datacollectedfrom431individualssupportthehypothesesthatsecurityawareness
predicts perceived severity and protection motivation. Evaluation apprehension and diffusion of
responsibility inhibit bystander’s intentions to act against non-compliant mobile device usage
behaviors,whileawarenessfacilitatesit.Theoreticalcontributionsandpracticalimplicationsofthe
researcharediscussed.
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INTroDUCTIoN

Securitybreachesinorganizationsareaseriousconcern.Mostofthesecurityincidentsarearesult
ofemployees’noncompliance (Stanton,Stam,Mastrangelo,&Jolton,2005). Inacontextwhere
theusersmaybeusingtheirpersonalmobiledevicesforworkaswellaspersonaluse,thisstudy
examinesindividualresponsestonon-compliantmobiledeviceusagebehaviorsbytheirfellowusers,
suchasusingunsecurewirelessconnectionsforworkrelatedpurposestounderstandtheintentionsof
people,asbystanders,totakeactionagainstunsecuremobiledeviceusagepractices.Intheabsenceof
effectivelyactingagainstthoseunsecureusagepractices,theremaybeaseriousthreattoISsecurityof
theorganizationaswellasthatofpersonaldevicesanddataofseveralotherusersinaBYODcontext.

Pastresearchusedseveralbehavioralapproachestostudythecompliancebehaviorsofemployees
andusersoftechnology(Anandarajan,Paravastu,Arinze,&D’Ovidio,2012;Cheng,Li,Li,Holm,&
Zhai,2013;Lim,2014;Myyry,Siponen,Pahnila,Vartiainen,&Vance,2009;M.Siponen&Vance,
2010;Sousa,MacDonald,&Fougere,2012).Theseapproachesarevaluable,butdonotaddress
theimportantaspectofhowemployeesasindividualITusersinanorganizationcanbearesource
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inpreservinginformationsystems(IS)securityandensuringcompliance.Thisisasignificantgap
becauseemployeescanpotentiallyactasguardiansagainstviolationsbyotheremployees,aswellas
protectthemselvesagainstISsecuritythreats.Toaddressthisgap,thisstudyusesbystandertheory
(Darley&Latane,1968;Fischer,Krueger,etal.,2011;Latané&Darley,1968,1969)inthecontext
ofISsecurityandconstructsfromprotectionmotivationtheory(PMT)(Anandarajan,etal.,2012;
Johnston&Warkentin,2010;RonaldW.Rogers,1975).Bystandertheory(Darley&Latane,1968;
Latané&Darley,1968)providesaninsightintoindividualbehaviorsinsituationsofthreattoothers.
Bystandertheorysuggeststhatthosepresentatthetimeofanemergencyarelesswillingtohelp
avictiminthepresenceofotherbystanders,andprovidesatheoreticalframeworktounderstand
thefacilitatingandinhibitingconditionsforbystanderhelp.Protectionmotivationtheory(Ronald
W.Rogers,1975;Ronald.W.Rogers,1983)providesa frameworkforunderstandinghowuser’s
perceptionsabouttheseverityandvulnerabilityofthreatsinfluenceuserintentionsandactionstowards
protectingthemselves.PMTisconsideredappropriateforinformationsystemssecuritycontextfor
understandingofhowindividualsrespondtoISsecuritythreats.

Applicability of PMT to the Context of Non-Compliant Mobile Device Usage
AnessentialconditionforapplicationofPMTistheexistenceofaperceivedthreatinorderforthe
individualtobemotivatedtotakeprotectivemeasures(Johnston&Warkentin,2010).Inthecontext
ofthisstudy,theusersofmobilesdeviceshaveboththeirpersonaldataaswellasworkrelateddata
becausemanyusersownthedeviceandalsouseitforbothpersonalandworkpurposes.Therefore,any
unsecureusebyauserwhetherforpersonalorworkpurposesmayalsothreatenthesafetyofpersonal
dataofindividualusers.Theseperceptionsofthreattotheirpersonaldataordeviceinwhichthey
haveavestedownershipinterest.Thisinturnappealstotheirfearsmotivatingthemtotakeprotective
actionsuchassecuringtheirowndevices,usagebehaviors(Dang-Pham&Pittayachawan,2015).
Therefore,inaBYODcontextofthisstudywherenon-compliantusagebehaviorsofotherusersare
perceivedasathreattotheirowndatasecurity,PMTisconsideredanappropriateandapplicable.

Applicability of Bystander Theory to the Context of 
Non-Compliant Mobile Device Usage
Inthecontextofthisstudy,non-compliantmobiledeviceusagebehaviorsbyusersareviewedas
situationsthatcouldpotentiallycauseasecuritysituationthatcouldpotentiallyaffectseveralparties:
Firstly,theorganizationforwhichtheusersmaybeworkingcouldbeexposedtoriskofsecurity
compromiseduetonon-compliantusagebecausethedeviceisbeingusedforworkpurposes.Secondly,
thepersonaldataoftheuserhim/herselfmaybeatriskbecausethenatureofBYOD.Thirdly,the
non-compliantusagebehaviorsofausercanputseveralotherindividualBYODusers’personaldataat
riskindirectlybecauseofthenatureofInformationSecurityriskssuchasinfectionsthatcouldspread
acrossdevicesornetworksrapidly(BPMForum,2007;Mitra&Ransbotham,2015).Therefore,other
userswithintheorganizationwhomayknowaboutsuchnon-compliantorinsecureusagepractices
fromabystandertheoryperspectivecouldassumetheroleofbystandersortheindividualswhoare
presentandknowabouttherisksituationtoinitiatesomepreventiveactiontosafeguardISsecurity
interestsoftheorganization,andandprotecttheinterestsofotherBYODuserswhosedataand/or
devicemaybeatrisk.

BothPMTandbystandertheoriesareextensivelyresearchedinmultiplecontexts.WithintheIS
disciplinePMThasbeentestedinthecontextofISsecurity(Anandarajan,etal.,2012;Herath&Rao,
2009;Johnston&Warkentin,2010).BystandertheoryhasbeentestedinthedisciplinesoutsideIS
(Greitemeyer&Mügge,2015;Harris&Robinson,1973;Horowitz,1971;Howard&Crano,1974;
Hurley&Allen,1974;Latané&Darley,1968,1970;Levine,Cassidy,Brazier,&Reicher,2002),but
hasnotbeentestedinthecontextofISsecurity.However,thebasisforboththeoreticalframeworks
isexistenceofathreatthatmotivatesactionofeitherself-protectionasexplainedbyPMT(Rogers,
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