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ABSTRACT

The researchers have been focusing on embedding security from the early phases of software
developmentlifecycle.TheyhaveresearchedandinnovatedafieldofSecurityEngineeringwhere
security concerns are embedded during requirement, design, and testing phases of software
development.Effortsweremadeindevelopingmethods,methodologies,andtoolstohandlesecurity
issues.Variousmethodsarepresentintheliteratureforeliciting,analyzingandprioritizingthesecurity
requirements.Duringthedesignphasebasedonprioritizedrequirements,environmentparameters
andattributeasuitablesecurityalgorithmmainlycryptographyalgorithmsareidentified.Thena
questionariseshowtotesttheeffectivenessofchosenalgorithm?Therefore,asananswertothe
issueinthispaper,aprocessforSecurityTestingispresentedthatevaluatestheselectedsecurity
algorithms.Evaluationisdonebygeneratingthetestscenariosforfunctionalitiesusingsequence
diagramrepresenting the threatsatvulnerablepoints.Then,checking themitigationofpotential
threatsatidentifiedvulnerablepoints.Asecurityindexisgeneratedwhichshowstheeffectivenessof
deployed/chosensecurityalgorithm.Theprocessendswiththegenerationofatestreportdepicting
thetestingsummary.Foraclearunderstandingoftheprocess,theproposalisillustratedwithacase
studyofthecloudstorageasaservicemodel.
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INTRodUCTIoN

FieldofSecurityEngineeringhasemergedfocusingonembeddingsecurityinthesoftwareusing
methods,processes,andtools.ThetermcoinedbyGuptaandPrakash(2001)dealswithasystematic
approach to develop the secure software system. Firstly during requirements engineering phase,
security requirementswhichemerge frompotential threatsareelicited,analyzedandprioritized.
During the design phase, suitable cryptography algorithm that mitigates threats is selected and
deployedduringimplementation.Finally,testingisdonetovalidatethatsystemissecurefrompotential
threats.ResearcherFiresmith(2003)definesSecurityRequirementsasthehigh-levelrequirementthat
givesadetailedspecificationofsystembehaviorwhichisnotacceptable.Intheliterature,various
proposals thataddresssecurityrequirements identificationandanalysisarefoundsuchassecure
tropos extensionof theTroposmethodology (Mouratidis,Giorgini,Manson,&Philp,2002), an
intentionalanti-modelextensionoftheKAOSmethodology(Lamsweerde,2004).Theproposalby
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researcherN.Mayer,Heymans,andMatulevicius(2007),SQUAREmethodology(Mead&Stehney,
2005)prescribesdifferentphasestodevelopthesecuresystemsuchasElicitation,Categorization,
andPrioritizationofSecurityRequirement.Theseproposalsmainlyfocusonelicitingthesecurity
requirementsandassumethatasuitablesecuritymechanismcanbedeployedtomitigatetheidentified
threats.However,theydonotvalidatethedeployedalgorithmtocheckwhethertheidentifiedthreats
aremitigated.Itmeansbesidesconventionaltestingforfunctionalityandqualityfactors,testingfor
potentialattacksisalsonecessary.

Securitytestingistheprocessofensuring/analyzingwhethertheselectedsecurityalgorithms
aremitigatingallpossible threats to thesystem.Our researchshows thatSecurityTesting is
much more different from traditional functional testing. Because security testing requires a
testerhavingdetailedknowledgeofcryptology,toensurethatdevelopedsystemcanbeprotected
frompotentialattacks.OneoftheproposalsofsecuritytestingdescribedinArkin,Stender,and
McGraw(2005)isknownaspenetrationtesting,inthistesterneedstothinklikeanattacker/
intruderandperformsvariousattackstoidentifytheexistingthreats.Recentlytestingtechnique
showingremarkableresultsisamodel-basedsecuritytesting(MBST)(Felderer,Zech,Breu,
Bchler,&Pretschner,2016),(Schieferdecker,Grossmann,&Schneider,2012).Inthismethod,
test cases are generated from a set of models (architectural, functional, risk) depicting the
behaviorexpectedfromthesystemanditsenvironment.Testcasesaregeneratedwiththeintent
of identificationofpotentialvulnerabilitiesbychecking thedeviation fromexpected system
behavior.SecuritytestingaspresentedinMouratidisandGiorgini(2007)isanovelscenario-
basedmethodthatdevelopsascenariofortestingpotentialattacksbyidentifiedmaliciousactors.
Theyareconstructingasecurityattackscenario(SAS)templatewhichdescribesthesequence
ofpossibleattacksonresourcesbymaliciousactors.Thesescenariosare thenusedtoverify
whetherdeployedsecuritymechanismmitigatestheattacks.

Itisimpossibleforacryptographyalgorithmtomitigateallpossiblethreats.Sothecryptography
algorithmisevaluatedbygeneratingametricthatestimatetheriskofnon-mitigatedthreatsbydeployed
securityalgorithm.Themetricvalueisthencomparedtothepredefinedepsilon;comparisonresult
wouldactasaguideforasoftwaredevelopertoenhance/revisetheexistingcryptographicalgorithm.
Epsilonvalueshowsthetolerablevalueofriskinthesystem.Therefore,inthispaper,aproposalfor
testingsecurityofthesystemispresentedthatwillendupspecifyingthesecurityindexshowinggap
inthesecurityofdeployedsecurityalgorithms.

Inourearlierwork,Chatterjee,Gupta,andDe(2013),asecuritymethodologyhasbeenpresented
thatusestheprincipletofirstspecify,prioritizeandvalidatethesecurityrequirementsalongwith
othersystemrequirements.Thecauseofsecurityrequirementsispossiblethreatstoassetsofthe
system.Duringthedesignphasebasedonprioritizedsecurityrequirements,environmentparameter
andattributes,asuitablesecuritymechanismmainlycryptographyalgorithmischosen.Theframework
isextendedbyproposingaprocessofSecurityTesting.

ProcessforSecurityTestinginvolvesevaluationofdesign(cryptographic)algorithm.Attack
analysisofdeployedcryptographyalgorithmsismatchedagainstthepotentialattackstothesystem.
Asmatchingandextractionofattacksisatedioustask,arepositoryismaintainedwhereattack
analysisofvarioussecurityalgorithmisstored.Thetestscenarioisgeneratedwhichdescribesthe
possiblethreatsatdifferentvulnerablepointsforeachfunctionality.Further,itisvalidatedthat
deployedsecurityalgorithmmitigatesallthreatsassociatedwithparticularfunctionality.Threats
notmitigatedby thealgorithmare consideredas active/ live threats.Avulnerabilitymetric is
generatedwhichshowsvulnerabilitiespresentinthesystemafterapplicationofsecurityalgorithm.
Theseverityoflivethreatsisidentifiedbygeneratingsecurityindexvalueandcomparingitwith
thetolerableriskfactor‘Epsilon’.BasedontheresultofcomparisonwithEpsiloneffectivenessof
securitymechanismisjudged.Finally,atestreportisgeneratedwhichindicatesthelistofthreats
mitigatedandthreatsnotmitigated.
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