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ABSTRACT

The objective of this study was to investigate employees’ information systems security policy (ISSP) compliance 
behavioral intentions. Theoretical frameworks, including the Theory of Planned Behavior, the Social Bond 
Theory, and Organizational Climate (OC) perspective were integrated to facilitate this process. A survey of 
working professionals in Canada was conducted. Relevant hypotheses were formulated and data analysis 
was performed with the partial least square structural equation modeling technique. The results show that OC 
contributes indirectly to ISSP compliance intentions via the social bonding constructs, but does not have a direct 
effect on ISSP compliance. Of the social bonding constructs, only commitment was found not to be related to 
ISSP compliance intentions. OC influences employees’ perceptions of IS security threats and attitudes toward 
compliance, which in turn impacts ISSP compliance intentions. Additionally, employees’ perceptions of IS security 
threats have an insignificant effect on ISSP compliance intentions, but indirectly impact compliance via attitude 
and personal norms. The contributions and implications of the study for practice and research are highlighted

INTRODUCTION

Informationsystems(IS)havebecomeakeyresourcetoorganizationsbecausesuchassetsareusedto
realizestrategicintentandarecriticalinensuringanorganization’slong-termsurvival(Arvidssonetal.,
2014).Abreachofanorganization’sISassetscancausedirefinanciallossesandseriousnon-financial
problems(Bulgurcuetal.,2010;Huetal.,2011;UKBIS/PWC,2014;PricewaterhouseCoopers,
2014;BauerandBernroider,2017).AsurveyintheUnitedKingdomreportedthattheaverageannual
costofinformationsecuritybreachesinlargeorganizationswasbetween£600,000(USD$920,000)
and£1.15(USD$1.76)million(UKBIS/PWC,2014).Aglobalestimateofthecostofinformation
securitybreaches toboth smalland largeorganizations runs in thebillionsofdollars (Ponemon
Institute,2014).Accordingly,theprotectionandsafetyofISresourceshasbecomeamajorconcern
toorganizationsacrosstheworld(Bulgurcuetal.,2010;Guoetal.,2011;Ifinedo,2015;Ponemon
Institute,2016;Hanetal.,2017;BauerandBernroider,2017).

Justifiably,attentionhasshiftedtowardISsecuritycontrolandmanagement(Ashenden,2008;
ZhaoandXue,2009;Kolkowskaetal.,2017)inanefforttoprotectandsafeguardvaluableIS-related
assets.Moreoften thannot, organizations tend to relyon technology-based solutions to contain
riskstotheirISassets(Bulgurcuetal.,2010).However,therealityisdifferentasevidencesuggests
thatorganizationsthatneglecttherolesofindividualsarelesssuccessfulintheireffortstoachieve
desiredoutcomes(Stantonetal.,2005;GuoandYuan,2012;Crossleretal.,2013;Safaetal.,2016;
Kolkowska et al., 2017) because technology-based approaches can only go so far. Furthermore,
hugefinancialinvestmentscommittedtotechnology-basedsecuritysolutionshavenotresultedin
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decreasedISsecurityrisksandthreats(Öğütçüetal.,2016).Expertsarguethatachievingsuccesswith
ISsecuritymeansprioritizingbothtechnology-basedsolutionsandhuman-relatedfactors(Vroom
andvonSolms,2004;Ngetal.,2009;FurnellandClarke,2012;Crossleretal.,2013;Kolkowskaet
al.,2017).Thefocusofthisstudywillbeonthelattersincetechnical-relatedaspectsofISsecurity
managementhavebeenpreviouslyresearched(e.g.,ZafarandClark,2009).

Thehumanagent(i.e.,anorganization’semployees)isconsideredtheweakestlinkinthechainof
effectiveISsecuritymanagementandcontrol(Crossleretal.,2013;Ifinedo,2014).Infact,theinsider
(i.e.,employees)isviewedasaseriousthreattoorganizations’ISresources(Bossetal.,2009;Symantec
Corporation,2014;PricewaterhouseCoopers,2015).Arecentreportshowedthatcurrentemployees
causemorethan50percentofsecuritybreachesintheirorganizations(PricewaterhouseCoopers,2015).
Anothertradereportindicatedthatexecutivesbelievetheactionsofacompany’sownemployeespose
moreimmediatedangerthanexternalthreats(CITI,2015).Inbrief,thebehavioroftheinsideroften
facilitatesbreachestoanorganization’sISassets(LowryandMoody,2015).Forexample,employees
whodownloadunauthorizedsoftwareorvisitillicitwebsitesthatmaycontainmaliciouscodemay
inadvertentlyallowunscrupulousoutsiderstoharmtheirorganization’sISresources.

Onetoolcommonlyusedtocontrolinsidersecuritybehaviorsistheinformationsystemssecurity
policy(ISSP),whichencompassesethicalcomputerusepolicies,acceptableusepolicies,emailuse
policies,andsocialmediausepolicies,amongothers.ISSPsmaybeexplicitlyformalizedorimplicitly
statedwithinotherorganizationalrulesandprocedures(Bulgurcuetal.,2010;Son,2011;Ifinedo,
2012).Regardless, such tools spell out theguidelines andprocedures employeesmust follow in
ordertosafeguardanorganization’sISresourcesandtheconsequencesofpolicyviolations(Lowry
andMoody,2015;YazdanmehrandWang,2016).However, theavailabilityofanISSPdoesnot
guaranteethatemployeeswilladheretoitsstipulations.Thisisbecauseemployeeseitherintentionally
orunintentionallyfloutsuchrulesforamultitudeofreasons, includingignorance,complacency,
negligence,apathy,mischief,andresistance(SiponenandVance,2010;HerathandRao,2009a;Lowry
andMoody,2015;Siponenetal.,2014;Safaetal.,2016;Stafford,2017).ThestudybyHinde(2002)
suggestedthatupto91%ofworkersinorganizationsdonotcomplywiththeirISSPs.Indeed,employee
noncomplianceofISSPsposesaseriousISsecurityprobleminpractice(SiponenandVance,2013;
SymantecCorporation,2014,PricewaterhouseCoopers,2015).Admittedly,theeffectivenessofan
ISSPandrelatedruleshingesonemployeecompliance(Crossleretal.,2013;Son,2011).According
toYazdanmehrandWang(2016),“withoutemployees’compliance,an[ISSP]cannotserveasan
effectivecountermeasuretoinformationsecurityproblems”(p.36).

Againstthisbackdrop,researchonhowtomotivateemployeestocomplywithISSPshasreceived
–andcontinuestoreceive–alotofresearchers’attention(Pahnilaetal.,2007;HerathandRao,
2009a,2009b;Bossetal.,2009;Bulgurcuetal.,2010;SiponenandVance,2010;2014;Son,2011;
Vanceetal.,2012;Ifinedo,2012;Chenetal.,2012;Ifinedo,2014;Siponenetal.,2014;Yazdanmehr
andWang,2016;Safaetal.,2016;BauerandBernroider,2017;Hanetal.,2017;Kolkowskaetal.,
2017).ThesystematicreviewofISSPcomplianceliterature(Sommestadetal.,2014;Lebeketal.,
2014;Alaskaretal.,2015)indicatedthatresearchintheareahasbenefittedmainlyfrombehavioral
andcriminologicaltheories.WhileknowledgeofISSPcomplianceisadvancedbysuchpriorefforts,
itisimportanttoacceptthatcompliance,beingacomplexconcept,shouldbestudiedfromdiffering
perspectivestofurtherenhanceknowledge(Ifinedo,2014).Researchers(e.g.,VroomandvonSolms,
2004;Stantonetal.,2005;Pahnilaetal.,2007;Bulgurcuetal.,2010)havealsoarguedthatabroad
rangeofperspectives, includingsocio-organizationalandhuman-related factors,need tobeduly
considered.

ThisstudydrawsfromtheTheoryofPlannedBehavior(TPB)(Ajzen,1991),whichpastresearch
revealedisthemostwidelyusedtheoreticalframeworkforstudyingISSPcompliance(Sommestadet
al.,2014;Lebeketal.,2014;Alaskaretal.,2015).ItisworthmentioningthatTPBwaschosenbecause
it isaxiomaticamongscholarsacrossdisciplines that theorycanexplain innumerablebehaviors,
includingISSPcompliance(ArmitageandConner,2001;Lebeketal.,2014).Inordertodiversify
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