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ABSTRACT

ThisarticledescribeshowasaccesstotheInternethasincreased,cybersecurityhasbecomeimportant,
withbusinessesandthegovernmentspendingmuchtimeandresourcestocombatcyberattacks.
Thepurposeofthisarticlewastoreviewtheexistingliteraturerelatedtocybersecurity.Specifically,
thereviewsynthesizestheempiricalresearchin(1)varioustypesofcyberattacks,(2)contributing
factorsrelatedtocybersecuritybehavior,and(3)strategitoimprovecybersecuritybehavior.Themost
developedlineofresearchinthisareahasbeenfocusingonthestrategiestoimprovecybersecurity
behavior,showingaquestionabletrendofquicklycreatingsolutionsbeforefullyconceptualizing
theproblem.
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INTRodUCTIoN

AsInternettechnologiesbecomemoreubiquitousthroughoutsocietiesthethreatofcyberattacks
andtheneedforcybersecuritybecomesevenmoreimportant.Today,peopleaccesstotheInternet
fromtheirpocketsorbackpacksbyhavingwirelesstechnologiessuchassmartphonesandtabletsthat
areabletoaccesswirelessnetworksalmosteverywhere.However,forInternettechnologiesusedin
cyberspace,aswithalmostallnewtechnologies,alongwiththegoodcomessomebad.

Cyberattacks,anattempttohackintoorotherwisedisruptordestroycomputernetworksorother
Internetdevices,areoneoftheprominentnegativeoutcomestooccurfromthisboominInternet
technologies(Bedser,2007).Acyberattackcouldrangefromsomethingasminorasanindividual
downloadingacomputervirus,tosomethingasmajorasentiremultinationalcorporationsbeinghacked
inordertogaininsiderknowledgeorstealfinancialinformationfromcustomers.Cyberattackscan
leadtoaperson’sidentityorfinancialinformationbeingstolenandtosmallbusinessesgoingoutof
businessduetotheresultsoftheseattacks.

Cybersecurityisnotanewresearchtopic,butithasbeenamajornationalchallengeforover20
yearsandledtoarapidgrowthoftheresearchliteratureinthepast10years(e.g.,Clark,Berson,&
Lin,2014;CSTB,2002;USEOP,2010&2011;USOWH,2009).Since1991,theComputerScience
and Telecommunications Board (CSTB) of the National Research Council alone has produced
sevenmajorresearchreports,recognizingcybersecurityasanationalchallengeandsummarizing
varioustypesoftechnicalandnontechnicalstrategiestomeetthechallenge.However,in2002,after
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10yearsofworkoncybersecurity,CSTBstatedthat“thereisadeepfrustrationthatresearchand
recommendationsdonotseemtotranslateeasilyintodeploymentandutilization”(CSTB,2002).
In2014,after20yearsofworkoncybersecurity,CSTBreportedthat“relativelylittleprogresshas
beenmadeincybersecuritydespitetherecommendationsofmanyreportsfromtheAcademiesand
elsewhere,andpotentialpolicyresponses”(Clark,Berson,&Lin,2014).

Giventhefast-growingliteratureandtheexistingchallengesincybersecurity,themotivation
ofthecurrentreviewarticleistosynthesizethecurrentliteratureforresearchers,policymakers,
practitioners, and evengeneral public.The first and themost systematical literature reviewwas
publishedin2006byCannoy,Palvia,andSchilhavy, threescholarsfromNorthCarolina. In this
review,Cannoy,Palvia,andSchilhavysearchedtheexistingliteraturepublishedbetween1996-2005
intopjournalsinthefieldofinformationsystemandlocated82articlesfortheirreview.Specifically,
theyidentifiedninemajorareasfocusedintheexistingliterature(e.g.,legalissues,monitoringand
morality,vulnerabilitiesandrisks,anddetection)anddevelopedathoughtfulframeworktotheorize
majorconstructsandtheirrelationshipsfortheinformationsystemsecurityresearch.Thisimportant
reviewhasmadestrongcontributionstocybersecurityresearchbysynthesizingtheexistingliterature
andpresentingacomprehensiveframework.

Builtuponandmotivatedbythisimportantreview,thepresentreviewisintendedtomakenew
knowledge-synthesiscontributionstocybersecurityresearchinthreeaspects.First,wesearchedthe
currentliteraturebetween2005-2015toprovideanupdateaftertheCannoy,Palvia,andSchilhavy
reviewbetween1996-2005.Second,weexpandedtheliteraturesearchfrominformationsystemsecurity
inspecifictocybersecurityingeneral,includingpersonalcybersecurity,businesscybersecurity,and
governmentcybersecurity,inordertodevelopabigpictureofthecurrentcybersecurityresearch.
Third, we developed a broad framework that synthesizes the current cybersecurity literature by
focusingonthreesequentiallyinterconnectedmajortopics,thatis,variouscyberattacks,various
factorscontributingtocyberattacks,andvariousstrategiestotacklecyberattacks.

MeTHod

Tolocatetheexistingresearch,multipleliteraturesearchmethodswereutilized,includingcomputer
searchofelectronicdatabasesandmajorjournals,manualsearchofreferencesofidentifiedarticles,
and consultation with experiences librarians. Major electronic databases, such as PsychInfo, 
Pubmed, Web of Science, and Science Direct, and major journals related to Internet behaviors,
suchasComputers in Human Behavior,Journal of Information Privacy and Security,Behavior 
and Information Technology, Information Systems Journal, and Information Systems Reviewwere
searchedtofindrelevantjournalarticles.Pubmedwasusedasadatabaseinordertoincludecyber
threatstomedicaltechnologies.Keywordsthatwereusedinclude:“cybersecurity,”“cybersecurity,”
“internetsecurity,”“informationsecurity”“internetsecuritymeasures”“internetprivacy”“privacy”
and“security.”“Cyberattacks”anditssingleworkform“Cyberattack”hasbeenusedinterchangeably
(Gewirtz,2011).Inthisstudy,weusedbothformswhensearchingtheliteratureandweusethedual
wordform“Cyberattacks”inthecurrentarticleforconsistenceinwriting.Thesameruleappliesto
“Cybersecurity”and“Cybersecurity”aswell.

Atotalof536articlesoncybersecuritywereidentifiedthroughtheinitialsearch.Thesearticles
werefurtherexaminedusingthefollowingthreecriteriatoselectstudiesunderreview:firstly,the
studiesincludedinthereviewmustexplicitlyexaminedthehumanfactorsrelatedtocybersecurity
andtheeffectsofcybersecurity;secondly,thestudiesshouldbepublishedinpeer-reviewedjournals;
andthirdly,thestudiesshouldnotfocusonthetechnologyaspectofcybersecurity.Afterapplyingfor



 

 

13 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/cyber-attacks-contributing-factors-and-

tackling-strategies/198338

Related Content

Communities, Communication, and Online Identities
Mikko Jäkäläand Eleni Berki (2014). Cyber Behavior: Concepts, Methodologies,

Tools, and Applications  (pp. 71-83).

www.irma-international.org/chapter/communities-communication-and-online-identities/107722

Exploring Students’ Perceived Needs and Ideas About Feedback in Online

Learning Environments: Implications for Digital Design
Lisa A. Ferraraand Kirsten R. Butcher (2012). International Journal of Cyber

Behavior, Psychology and Learning (pp. 48-70).

www.irma-international.org/article/exploring-students-perceived-needs-ideas/67342

Digitalization and Political Extremism
Mehmet Karacuka, Hakan Inkeand Justus Haucap (2022). Handbook of Research on

Digital Violence and Discrimination Studies (pp. 506-525).

www.irma-international.org/chapter/digitalization-and-political-extremism/296098

New Evidence of Impacts of Cell Phone Use on Driving Performance: A

Review
Quan Chenand Zheng Yan (2013). International Journal of Cyber Behavior,

Psychology and Learning (pp. 46-61).

www.irma-international.org/article/new-evidence-of-impacts-of-cell-phone-use-on-driving-

performance/95733

Mediated Hook-Up: Gratifications and Psychological Attributes as Predictors

of Chinese College Students' Hook-up Behaviors
Yuchao Zhaoand Yuan Wang (2018). International Journal of Cyber Behavior,

Psychology and Learning (pp. 48-64).

www.irma-international.org/article/mediated-hook-up/222778

http://www.igi-global.com/article/cyber-attacks-contributing-factors-and-tackling-strategies/198338
http://www.igi-global.com/article/cyber-attacks-contributing-factors-and-tackling-strategies/198338
http://www.igi-global.com/article/cyber-attacks-contributing-factors-and-tackling-strategies/198338
http://www.irma-international.org/chapter/communities-communication-and-online-identities/107722
http://www.irma-international.org/article/exploring-students-perceived-needs-ideas/67342
http://www.irma-international.org/chapter/digitalization-and-political-extremism/296098
http://www.irma-international.org/article/new-evidence-of-impacts-of-cell-phone-use-on-driving-performance/95733
http://www.irma-international.org/article/new-evidence-of-impacts-of-cell-phone-use-on-driving-performance/95733
http://www.irma-international.org/article/mediated-hook-up/222778

