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ABSTRACT

ThisarticleproposesanovelschemeforRFIDanti-counterfeitingbyapplyingbisectionalmultivariate
quadraticequations(BMQE)systemintoanRFtagdataencryption.Inthekeygenerationprocess,
arbitrarilychoosetwomatrixsets(denotedasAandB)andabaseRABsuchthat[(AB)⃗]=λ〖R_
AB〗^T,andgenerate2nBMQpolynomials(denotedasρ)overfinitefieldF_q.Therefore,(F_q,
ρ)istakenasapublickeyand(A,B,λ)asaprivatekey.Intheencryptionprocess,theEPCcodeis
hashedintoamessagedigestd_m.Thend_mispaddedtod_m^’whichisanon-zero2n×2nmatrix
overF_q.With(A,B,λ)andd_m^’,s_misformedasann-vectoroverF_2.Unliketheexistinganti-
counterfeitscheme,theonetheauthorsproposedisbasedonquantumcryptography,thusitisrobust
enoughtoresisttheexistingattacksandhashighsecurity.
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1. INTRoDUCTIoN

RFID (Radio-frequency identification) technology, with its advantages that universal anti-
counterfeitingmethods(suchaslaserholographicimagingandchemicalmarkers)areshortof,has
nowbecomeoneofthemostpromisingtoolstosolvetheproblemofsupplychaindatacounterfeiting.

RFIDisanon-contactidentificationtechnologytoidentifythepresenceofanobjectthrough
radiosignals,whichcanquicklytrackitemsandexchangedata.Theidentificationprocessiswithout
manualinterventionandcanworkinavarietyofharshenvironment.Therefore,RFIDtechnologyhas
beenwidelyusedinthesupplychainmanagement.Thetypicalapplicationsinclude:thetrackingand
managementofcontainerordangerousgoodssuchasgastank,thelogisticsofagriculturalproducts,
thestoragemanagement,etc.Thekeytotheseapplicationsliesintheautomaticidentificationof
theproduct,sothatalltheinformationintheenterprise’sMISsystemorERPsystemcangetreal-
timetransmissionandreflection.ThroughtheRFIDsupplychainmanagement,enterprisesobtain
thesupplychainflowofgoodsinamoreaccurate,moretimelyandmoredetailedmanner,soasto
providehelpsforthedailyoperationanddecision-making.RFIDishavingaprofoundimpactonthe
modeofproductionforenterprisesupplychainmanagement.
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However,withsignalbroadcasting,resourcelimitationandwirelesstransmission,theRFtagsare
facingsecurityattackssuchasmonitoring,tracking,tamperingandsoon.Areliablecommunication
systemmustensurethetransmissionofconfidentialdata,aswellastheintegrityandavailability
ofdata(Wang,2010).However,duetothephysicalcharacteristicsofRFtag,itscomputingspeed,
storagespaceandcommunicationcapacityareverylimited,whichincreasesthedifficultyofthe
researchofRFIDtechnologysecuritymechanism.Unfortunately,mostofthecurrentresearchesfocus
onthesecurityandprivacyoftagsandreaders,andpaylittleattentiontothesecurityofRFtags.
Moreworrying,theexistingEPCglobalstandardEPCC1G2allowsRFtagstobereadandwritten
(Yuan,2010).MaliciousattackerscannotonlyaccesstotheRFtagsoreventamperandforgethem,
butalsospeculateconsumers’favouritesbytracingthecharacteristicsofthetags.

Atpresent,therearetwomainmethodsforRFIDsystemsecurity:1)thesecuritymechanismbased
onphysicalmethods,suchasSleepcommand,usingFaradaynetsmask,clippinglabelmethod,etc.,for
activeshieldingandinterference,etc.Thephysicalmethodisdirectandeffective,butdependsonthe
additionalequipment,itincreasesthecostofusingthelabelandhasacertainrisk;2)authentication
technologybasedoncryptographicauthenticationtechniques,suchastheHashfunctionmechanism
andsymmetrickeys(Sajadieh,2015,Lin,2015andSo,2017).ButforHashfunctions,evenMD5
hashfunction,whichiswidelyusedasacomputersecuritydomain,hasbeenshowntobeunableto
resiststrongcollisionattacks(Liang,2007).Thesymmetrickeytechnologyhassuchdisadvantages
assimpleencryptionalgorithm,lowencryptionstrength,limitedkeylength(56bits,/128bits)and
soon.Moreover,thesymmetrickeytechnologyisdifficulttomanagekeydistribution,whichisnot
conducivetomanaging(Shen,2013).

Relativelyspeaking,thepublickeycryptosystemhasmadeuptheimperfectionofHashfunction
andmechanismofthesymmetrickey(Zhou,2011andZhou,2013),butwiththedevelopmentof
computerprocessingcapabilitycontinues to improve,Theshortcomingsof the traditionalpublic
keycryptographyarebecomingmoreandmoreprominent,whichmakestheresearchofquantum
cryptographygodeeper.InMay3,2017,ascienceexplosivenewsabouttheworld’sfirstlightquantum
computerbeinginventedinChinaindicatesthatoncethequantumcomputerisputintouse,public
keycryptographywillbecompletelybroken,includingRSA,DSAandECC.Therefore,weshould
seizethetimetostudytheexistingalternativetechnologiesofpublickeycryptography,tomeetthe
challengesofquantumcomputers,andensurethesecurityofinformationinthequantumage.Due
tothewidespreadapplicationofRFIDtechnologyintheeraofInternetofthings,thepotentialthreat
ofdatasecurityshouldbepaidmoreattentionto.

Therefore,howtosolvethecounterfeitproblemsofRFtagsdataandsecurityofcommunication
process,andtoensurethattheproposedschemecanapplytothetagswithlimitedability,hasbecome
oneofthekeyissuesforthesustainabledevelopmentofRFID(Wang,2017&Gao,2017).

2. DEVELoPMENT oF RFID ANTI-CoUNTERFEIT TECHNoLoGy

Inrecentyears,RFIDtechnologyhasmadesomebreakthroughsinworldwidesecurityapplications,
manyresearchersproposedRFIDtechnologybasedonprivacyandsecurityissues.Forexample,
personalinformationcanbeleakedwhentheRFtagreadersecretlyscans,recordsandtracksthe
tag,orsecretlychecktheusercarriedpastetheelectronictagobject,resultinginleakageofpersonal
information;reissuemoleculescancounterfeitelectronictagstodeceivethereadercompleteillegal
certification.

Inordertosolvetheproblemofprivacydisclosure,Weis(Weis,2003)proposedahash-lock
method.Inhisscheme,theprivatekeyKofthetagandtheMetaIDcorrespondingtoitarestoredin
adatabase.WhenanRFtagreadersendsaqueryrequesttoanRFtag,thetagrespondsthereader
withMetaID.Thenthereadersendsittothedatabaseforthecorrespondingprivatekey.Thereader
willsendKtotheRFIDtagwhenKisreceived.BycomparingHash(K)andMetaID,theIDofthe
RFIDtagwillbesentiftheyarethesame.
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