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ABSTRACT

This article describes how wireless local area networks are the prime way of accessing the internet nowadays. A 
secure roaming of information between the mobile stations moving through vertical or horizontal domains need 
to be swift, to reduce the delays which degrade video streaming and voice-over-wireless local area networks. In 
this article, various roaming schemes are researched with a goal of reducing the long delays. These are exhibited 
particularly in mobile internet protocol schemes which suffer from the triangular routing of information via the 
home agent during handover of the session keys from the original access point to the targeted access point. In 
this article, opportunistic key caching forwards pairwise keys ahead of the mobile station prior to subsequent 
association. On the hand, pair-wise master key caching plays backward roaming where the cached keys available 
on both devices are utilized, thus, skipping reauthentication and only performing a four-way handclasp to 
legitimize the roaming client

INTRODUCTION

Nowadayswirelesslocalareanetwork(WLAN)isthefundamentalwayofconnectingtotheinternet.
Wi-Fihasbecomeanimperativeelementinourday-to-daylife.Wi-FiAllianceandvariousvendors
areworkinguptoensurethereishighspeedandsecuredmobilityinWLANsforroamingusers.
Real-timeapplicationsexchangeinoffices,healthfacilities,educationsectoretceteraarelargerphoto
files,voiceovertheinternetprotocol(VoIP),internetofthings(Yan,Zhang,&Vasilakos,2014)and
videostreaming(Shi,Shen,&Jon,2002).Theseservicesrequireahigh-speedinternetconnection
andfastroamingwithintheuser’svicinity.Toachievetheseingredients,robustroamingandefficient
handoverbetweentheclientsandtheaccesspoints(APs)throughawirelessenvironmentwithmultiple
APs.Securityisachallengeinthewirelessenvironmentduetotheimposters’egotointerceptand
eavesdropsensitivedatawhileintransittothereceivingend.WirelessGigabit(WiGig)baseddevices
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areexpectedtosproutvigorouslyintothemarkettooccupytheuncongested60GHzfrequencyband
withtheaimofdecongesting2.4GHzand5GHzfrequencies.

Toensureinteroperability,tribandemergedtoensurethatthereisafasthandoverofsecurity
keysexchangeandfrequenciesroamingorbandroaminginthe2.4GHz,5GHz,and60GHzdevices.

WirelessLANisthebackboneoftoday’swirelesscommunication.Clientscanonlybeconcomitant
tooneAPatatime,roamingfromAPtoAPmustbeswiftfortheusertohaveaseamlessexperience.
Usersexchangehugefiles,converseusingvoiceoverinternetprotocol(VoIP)andstreamingofthe
videos.Mobilityisoneofthechallengingfactorsintheinfrastructurenetwork(Mustafa,Mahmood,
Chaudhry,&Ibrahim,2005;Sánchez-Carmona,Borrego,Robles,&Garcia-Vandellós,2017)for
intra-domainandinter-domainclients.Usersneedtoroamthroughthebuildingseamlesslytoavoid
servicedisruption.Longdelaysdegradedthequalityofservicesondemandthatrequiresaminimal
handofflatencywhiletheuserisroaming.Anothercriticalproblemisthesecuritywhileexchanging
thehandoverkeysduringtheassociationanddissociationfrompriorAPtoposteriorAP.IEEE802.1X/
EAPmechanismispragmaticinanenterprisesnetworkformutualauthentication.WPA2-Enterprise
iswidelyusedforscramblinginformationwhileintransit.

Thestudyaimedtoputintoplayasecuredhandoffwithminimallatencyduringtheforwardand
backwardroamingprocessforbothhorizontalandverticalhandovers.

Handoff Process
Handoveristheprocessbywhichmobilestation(MSTA)movesfromoneaccesspoint(AP)toanother
whenthesignalnetworkratiofallsbelowtheexpectedthreshold.Asuccessfulhandoffprocessmust
portraythesecrucialfeatures;lowlatencyperceivedduringthehandoverprocessandthesecurityof
thebuffereddatatransmittedtothenewAP.

Inawirelessenvironment,theprimaryobjectiveistoensurethatthereisasecurehandingover
ofbuffereddataduringthetransitionprocess.Toensuresecureroamingenterprisenetworkemploys
IEEE802.1X/EAPauthenticationscheme.RADIUSserverssecurelytransportEAPtypesbetween
theAuthenticationserver(AS)andtheauthenticator(Accesspoint(AP)).Figure1showsalogical
handoffsummaryinathree-stepprocess.

Intheabovescenario,theAPscansfortheavailabilityofMSTAbysendingapreconfigured
passivescanningstipulatedbeaconframesatanintervalof102.4msec.TheMSTAcanperforman
activescanbylisteningtoawirelessbroadcastingchanneltodetectthepresenceofAPsbeaconswithin
itsproximity.Uponsuccessfulscanningoftheenvironment,theMSTAentersintheauthentication
phase.Intheverificationphase,theMSTAsendsauthenticationrequeststotheAP,whichinturn
replieswithanauthenticationfeedback.There-associationprocessisthelaststep.Inthisphase,the
APassociateswiththeMSTA.Thetimedifferencebetweenscanningandre-associationphasesis
knownasthehandofflatency.

TheusercanwalkawayfromtheassociatedAPcoverageareaandthismaydecreasessignal
strengthtoacertainlevel.ThispushestheMSTAtoscanfortheAPswithanauspiciousreceived

Figure 1. Handoff Process between MS in a Multiple APs Scenario
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