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ABSTRACT

Images are becoming an inevitable part of knowledge in the modern day society. As data is growing at 
a rapid rate, costs involved in storing and maintaining data is also raising rapidly. The best alternate 
solution to reduce the storage cost is outsourcing all the data to the cloud. To ensure confidentiality and 
integrity of the data, a security technique has to be provided to the data even before it is stored on the 
cloud using cryptography. An attempt is made to explore the possibility of usage of visual cryptography 
for providing robust security to the secret image. Visual cryptography proves to be more efficient than 
other cryptography techniques because it is simple and does not require any key management technique.

INTRODUCTION

Images are becoming an inevitable part of knowledge in the modern day society. As the world changes, 
the technology is also changing rapidly. Various confidential data such as medical images, biometric 
images, space and geographical images taken from satellite and commercial important document are 
transmitted over the Internet and stored in remote locations for future access. The day-to-day needs for 
computing resources are increasing. As data is growing at a rapid rate, costs involved in storing and 
maintaining data is also raising rapidly. The best alternate solution to reduce the storage cost is outsourc-
ing all the data to the cloud.

Cloud computing is an emerging technology which provides facilities for storage, computations, 
database-driven services for various industrial, financial, healthcare, educational and governmental 
sectors. Cloud model utilizes the computing resources with the capabilities of increasing the resources, 
providing pay-per-user privilege with a little or no up-front investment costs on the IT infrastructure. 
This promising model moves the databases to the large data centers. However, the management of the 
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data may not be reliable and the enterprises may not have any control over the data, since the data centers 
are remote. The common security concerns are:

• Securing data both during transmission and during storage,
• Securing software interfaces,
• User access control, and
• Data separation.

Since, the data in the cloud computing is placed in the hands of trusted third parties, ensuring the 
data security both during storage and during transmission is of great importance. The data integrity and 
confidentiality is maintained in the cloud by providing security to the data. This is an important quality 
of service in cloud computing.

Security of data in cloud is a challenge and is significant as many concerns and faults are yet to be 
categorized. As data is stored in the cloud, the user is unaware of where it is being stored and who are 
privileged to access the data. Eventually, the data owners are bothered about the confidentiality and 
integrity of the data. To ensure this, a security technique has to be provided to the data even before it 
is stored on the cloud. Such technique should be simple and user-friendly and at the same time should 
be less complex.

Data encryption techniques can be utilized on a great scale for successfully providing security to the 
data both during transmission and storage. Cryptography encodes a plain text to a cipher text and decodes 
the cipher text back to the plain text. There are two types of cryptography algorithms namely symmetric 
and asymmetric algorithm. The symmetric algorithm uses a single secret key while the asymmetric uses 
two different keys for encryption and decryption. But both these cases require heavy computation and as 
well as key management techniques. Moreover, user is required to have some knowledge of cryptography. 
Hence there is a serious requirement of a simple and less-complex cryptography technique which will 
be more feasible if there is no encryption/decryption key.

Visual cryptography (VC) is a paradigm in which a secret image is converted into two or more mean-
ingless, non-identical shares, without using any encryption keys. The hidden secret can be revealed only 
when the shares are stacked together. The magnificence of VC lies in the facts that the hidden secret can 
never be recovered just by possessing one of the shares, and also that the secret can be revealed without 
any computer intervention. This allows VC to be used by anyone without any deep understanding of 
cryptography, and without any hard computations.

VC is different from the usual cryptographic secret sharing. In cryptographic secret sharing tech-
nique, each participant is allowed to keep a portion of the secret which could be revealed easily. But this 
discomfort is overcome by the VC as it uses the idea of hiding secrets into multiple shares which never 
reveal the secret until stacked together. The secret recovery is as simple as superimposing transparen-
cies containing the shares, which allows the secret to be reconstructed. VC is a desirable scheme as it 
embodies both the scheme of perfect secrecy and a very simple mechanism for recovering the secret. 
While considering popular cryptographic schemes which are conditionally secure, VC provides robust 
security to the secret image. This makes VC suitable for highly sensitive applications like biometric 
authentication (Ross & Othman, 2010), secure electronic ballots (Chaum, 2004), safe online banking 
(Roy & Venkateswaran, 2014), digital watermarking (Tai & Chang, 2004), security against DoS attacks 
in WiMax authentication system (Altaf, Sirhindi, & Ahmed, 2008), etc.



 

 

19 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/visual-cryptography-for-securing-images-in-

cloud/203515

Related Content

How to Use Information Technology Effectively to Achieve Business Objectives
Antonio Goncalves, Natália Serra, José Serraand Pedro Sousa (2012). Computer Engineering: Concepts,

Methodologies, Tools and Applications  (pp. 19-35).

www.irma-international.org/chapter/use-information-technology-effectively-achieve/62432

Hardware Implementation of a Visual Image Watermarking Scheme Using Qubit/Quantum

Computation Through Reversible Methodology
Subhrajit Sinha Roy, Abhishek Basuand Avik Chattopadhyay (2018). Quantum-Inspired Intelligent Systems

for Multimedia Data Analysis (pp. 95-140).

www.irma-international.org/chapter/hardware-implementation-of-a-visual-image-watermarking-scheme-using-

qubitquantum-computation-through-reversible-methodology/202546

Playing as Producing: Convergence Culture and Localization of EA Digital Games in Taiwan
Ying-Chia H. Lin (2012). Computer Engineering: Concepts, Methodologies, Tools and Applications  (pp.

1646-1659).

www.irma-international.org/chapter/playing-producing-convergence-culture-localization/62535

Information Systems Outsourcing in Large Companies: Evidences from 20 Ireland Companies
Mark Leeney, João Varajão, António Trigo Ribeiroand Ricardo Colomo-Palacios (2012). Computer

Engineering: Concepts, Methodologies, Tools and Applications  (pp. 1554-1568).

www.irma-international.org/chapter/information-systems-outsourcing-large-companies/62529

Entering a New World: The Identity Work of Older South African Indian Male Entrepreneurs in

the Digital Era
Nasima Mohamed Hoosen Carrim (2020). Disruptive Technology: Concepts, Methodologies, Tools, and

Applications  (pp. 125-147).

www.irma-international.org/chapter/entering-a-new-world/231184

http://www.igi-global.com/chapter/visual-cryptography-for-securing-images-in-cloud/203515
http://www.igi-global.com/chapter/visual-cryptography-for-securing-images-in-cloud/203515
http://www.irma-international.org/chapter/use-information-technology-effectively-achieve/62432
http://www.irma-international.org/chapter/hardware-implementation-of-a-visual-image-watermarking-scheme-using-qubitquantum-computation-through-reversible-methodology/202546
http://www.irma-international.org/chapter/hardware-implementation-of-a-visual-image-watermarking-scheme-using-qubitquantum-computation-through-reversible-methodology/202546
http://www.irma-international.org/chapter/playing-producing-convergence-culture-localization/62535
http://www.irma-international.org/chapter/information-systems-outsourcing-large-companies/62529
http://www.irma-international.org/chapter/entering-a-new-world/231184

