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ABSTRACT

Electronicvotingore-votinghasbeenusedinvaryingformssince1970swithfundamentalbenefits
over paper-based systems such as increased efficiency and reduced errors. However, challenges
remaintotheachievingofwidespreadadoptionofsuchsystems,especiallywithrespecttoimproving
theirresilienceagainstpotentialfaults.Blockchainisadisruptivetechnologyofthecurrenteraand
promises to improve theoverall resilienceof e-voting systems.This articlepresents aneffort to
leveragebenefitsofblockchainsuchascryptographicfoundationsandtransparencytoachievean
effectiveschemefore-voting.Theproposedschemeconformstothefundamentalrequirementsfor
e-votingschemesandachievesend-to-endverifiability.Thearticlepresentsdetailsoftheproposed
e-votingschemealongwithitsimplementationusingMultichainplatform.Thearticlealsopresents
anin-depthevaluationoftheschemewhichsuccessfullydemonstratesitseffectivenesstoachievean
end-to-endverifiablee-votingscheme.
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1. INTRoDUCTIoN

Electionsarefundamentalpillarofademocraticsystemenablingthegeneralpublictoexpresstheir
viewsintheformofavote.Duetotheirsignificancetooursociety,theelectionprocessshouldbe
transparentandreliablesoastoensureparticipantsofitscredibility.Withinthiscontext,theapproach
tovotinghasbeenanever-evolvingdomain.Thisevolutionisprimarilydrivenbytheeffortstomake
thesystemsecure,verifiableandtransparent.Inviewofitssignificance,continuouseffortshavebeen
madetoimproveoverallefficiencyandresilienceofthevotingsystem.Electronicvotingore-voting
hasaprofoundroleinthis.Sinceitsfirstuseaspunched-cardballotsin1960’s,e-votingsystems
haveachievedremarkableprogresswithitsadaptionusingtheinternettechnologies(Gobeletal.,
2015).However,e-votingsystemsmustadheretospecificbenchmarkparameterssoastofacilitate
itswidespreadadoption.Theseparametersincludeanonymityofthevoter,integrityofthevoteand
non-repudiationamongothers.

Blockchainisoneoftheemergingtechnologieswithstrongcryptographicfoundationsenabling
applicationstoleveragetheseabilitiestoachieveresilientsecuritysolutions.ABlockchainresembles
adatastructurewhichmaintainsandsharesallthetransactionsbeingexecutedthroughitsgenesis.
It is primarily a distributed decentralized database that maintains a complete list of constantly
germinating and growing data records secured from unauthorized manipulating, tampering and
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revision.Blockchainallowseveryusertoconnecttothenetwork,sendnewtransactionstoit,verify
transactionsandcreatenewblocks(Rosenfeld,2017;Kadametal.,2015;Nakamoto,2009).Each
blockisassignedacryptographichash(whichmayalsobetreatedasafingerprintoftheblock)that
remainsvalidaslongasthedataintheblockisnotaltered.Ifanychangesaremadeintheblock,the
cryptographichashwouldchangeimmediatelyindicatingthechangeinthedatawhichmaybedue
toamaliciousactivity.Therefore,duetoitsstrongfoundationsincryptography,blockchainhasbeen
increasinglyusedtomitigateagainstunauthorizedtransactionsacrossvariousdomains(Nakamoto,
2009;Kraft,2015;Narayananetal.,2015).

Bitcoin remains the most distinguished application of blockchain however researchers are
keentoexploretheuseofblockchaintechnologytofacilitateapplicationsacrossdifferentdomains
leveragingbenefitssuchasnon-repudiation,integrityandanonymity.Inthispaper,weexplorethe
useofblockchaintofacilitatee-votingapplicationswiththeabilitytoassurevoteranonymity,vote
integrityandend-to-verification.Webelievee-votingcan leveragefromfundamentalblockchain
features suchas self-cryptographicvalidationstructureamong transactions (throughhashes)and
publicavailabilityofdistributedledgerofrecords.Theblockchaintechnologycanplaykeyroleinthe
domainofelectronicvotingduetoinherentnatureofpreservinganonymity,maintainingdecentralized
andpubliclydistributedledgeroftransactionsacrossallthenodes.Thismakesblockchaintechnology
veryefficienttodealwiththethreatofutilizingavotingtokenmorethanonceandtheattemptto
influencethetransparencyoftheresult.

The focus of our research is to investigate the key issues such as voter anonymity, vote
confidentialityandend-to-endverification.Thesechallenges form the foundationofanefficient
votingsystempreservingtheintegrityofthevotingprocess.Inthispaper,wepresentourefforts
toexploretheuseoftheblockchaintechnologytoseeksolutionstothesechallenges.Inparticular,
oursystemisbasedonthePrêtàVoterapproach(Ryan,2008)andusesanopensourceblockchain
platform,Multichain(Multichain,2017)astheunderlyingtechnologytodevelopoursystem.Inorder
toprotecttheanonymityandintegrityofavote,thesystemgeneratesstrongcryptographichashfor
eachvotetransactionbasedoninformationspecifictoavoter.Thishashisalsocommunicatedto
thevoterusingencryptedchannelstofacilitateverification.Thesystemthereforeconformswiththe
fundamentalrequirementsofane-votingsystemasidentifiedby(Ruraetal.,2016).Morediscussion
aroundthisispresentedinsection2.

Therestofthepaperisorganizedasfollows:thenextsectionpresentstherequirementsforan
e-votingsystemasidentifiedby(Ruraetal.,2016)andexplainshowourproposedsystemfulfilsthem.
Section3presentsthestate-of-the-artwithrespecttoe-votingandhowwecontributetoitfollowedby
adetaileddescriptionofthesystemdesigninsection4.Section5presentstheimplementationofour
proposedsystemwithMultichainanduserinterfacealongwithevaluationofthesystemhighlighting
howitachievestherequirementspresentedinsection2.Section6concludesthepaperidentifying
currentprogressandplansforfurtherwork.

2. E-VoTING BACKGRoUND AND REQUIREMENTS

Electronicvotinghasbeenanareaofresearchfocusformanyyearsbyusingcomputingmachines
andequipmentforcastingvotesandproducinghighqualityandpreciseresultsinaccordancewith
thesentimentsoftheparticipatingvoters.Variousattemptshavebeenadoptedinpracticetosupport
electionprocess.Initiallycomputercountingsystemallowedthevotertocastvoteonpapers.Later
on,thosecardswentthroughtheprocessofscanningandtallyingateverypollingcellonacentral
server(Kadametal.,2015;Rockwell,2017;Haoetal.,2010).DirectRecordingElectronic(DRE)
votingsystemswereput inplace lateronwhichwereadmiredandacknowledgedgreatlyby the
votersin-spiteoftheresistancefromcomputerscientists.Ifthevotingsystemiswellunderstood
bythevoters,thesystem’susabilitycanbeincreasedremarkably.DREsystemsinparticularhave
gatheredalotofsuccessesinbringingthevoterstousethistechnology.Thesesystemsworkmore
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