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ABSTRACT

Fingerprintminutiaeistheuniquerepresentationoffingerprintimagefeaturepointsasterminations
andbifurcations.Therefore,generatingahashsignaturefromthesefeaturepointswillunarguably
meetthedesiredpropertiesofarobusthashsignatureandwhichwillaccuratelyfitinforfingerprint
imagecontentauthenticationpurposes.Thisarticleproposesanovelminutiaeandshapecontext-based
fingerprintimagehashingscheme.Fingerprintimageminutiaepointswereextractedbyincorporating
theirorientationanddescriptors,thenembeddedintotheshapecontext-baseddescriptorsinorder
togenerateaunique,compact,androbusthashsignature.Therobustnessoftheproposedschemeis
determinedbyperformingcontentpreservingattacks,includingnoiseaddition,blurringandgeometric
distribution.Efficientresultswereachievedfromthegivenattacks.Also,aseriesofevaluationson
theperformancecomparisonbetweentheproposedandotherstate-of-artschemeshasproventhe
approachtoberobustandsecure,byyieldingabetterresult.
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1. INTRoDUCTIoN

Sincethediscoveryofbiometrics,fingerprintimagebiometricremainsthemostversatile,prominent
andreliableformofindividualauthenticationincomparisontootherbiometrictechniques.Theunique
sufficientdetailsthataidinthishumanidentificationlieswithintheminutiaefeaturepointswhich
aretheterminationsandbifurcationsofridgesandvalleysinthetexturepatternofthefingerprint
image(Anil,Arun,&Karthik,2011).Thedistributionofthispatternsisuniqueineveryindividual
andoneachseparatefinger,hencethereasonitisprimarilyusedforcollectivefingerprintimage
identificationandverification.

Itmotivatesus toknow that thedistributionofminutiaepoints composes themain content
structureoffingerprintimages.Therefore,embeddingthesefeaturepointsaswellastheirorientation
descriptorintotheshapecontextdescriptoriseventuallyfeasibleingeneratingacompact,robustand
securehashsignature.Also,ourproposedhashingschemewillhaveabetterroletoplayincasesof
multimediaauthenticationwherefingerprintimageneedstobeverifiedbeforepermissionoraccess
isgranted.Inthecurrentprevailingliteratures,suchasin(Wang,Li,&Qiu,2013),(Schmidt,Sharifi,
&Moreno,2014)and(Aravablumi,Chenna,&Reddy,2010),researchersmakeuseofthegeneric
hashingalgorithmforsuchmultimediaauthenticationwhicheventuallyhaslimitedrobustness,security



International Journal of Digital Crime and Forensics
Volume 10 • Issue 4 • October-December 2018

2

anddiscriminativecapability.Therefore,ourproposedapproachisawelcomecontributionintothe
realmoffingerprinthashingformultimediaauthenticationpurposes.

Imagehashingplays somany important roles in the fieldofmultimedia security, including
contentidentificationandauthentication(Tang,Wang,Zhang,Wei&Su,2008),imageretrieval(Tang,
Wang,Zhang,&Wei,2011a),tamperingdetection(Tang,Dai,&Zhang,2012),digitalwatermarking
(Zhu,Huang,Kwong,&Yang,2010)andimageregistration(Chuan,Xueqin,Dengpan,Jinwei&
Xingming,2016).Inourscheme,weuseitforfingerprintimageauthentication(identificationand/
orverification)bycompressingtheminutiaefeaturesintoacompacthashandmatchingthehash
duringtheauthenticationstage.Alldesirablepropertiesofimagehashingfunction,i.e.compactness,
perceptual robustness, visual fragility, unpredictability and One-way function, randomness and
security(Wangetal.,2015)wereputintoconsiderationintheprocessofgeneratingahashsignature.

Someoftheearlyresearchersintheareaoffingerprintminutiaehashingincludes(Tulyakov,
Farooq, Mansukhani, & Govindaraja, 2007), (Kumar, Tulyakov, & Govindaraja, 2010) and
(Tulyakov,Farooq,&Govindaraja,2005),theyallproposedtheuseofsymmetrichashfunctions
anditscombinationsforthepurposeofsecuringthefingerprintfeatureduringidentificationand/or
verification.Evenwiththeirastoundingcontributioninthisarea,theirschemesarenotrobustenough
ascomparedtocurrentstate-of-artschemes.

Recently,aprominentapproachwasintroducedbyLv&Wang,(2012).Intheirscheme,they
proposedaSIFTHarrisdetectorbyusingittoselectthemoststablekeypoints,therebyemploying
theirproposedshapecontextapproachtoembedthedetectedlocalkeypointsandtheircorresponding
descriptors.Theirworkprovidesanoutstandingcontributiontotheareaofimagehashingusingshape
contextandlocalfeaturepoints.

Tang, Zhang, & Zhang (2014) also proposed a novel image hashing approach using ring
partitionandnon-negativematrixfactorization(NMF).Thisscheme,forthefirsttime,introducesthe
rotation-invariantsecondaryimagewhichenhancesthehashsignaturetobecomeresistanttorotation
manipulations. A high discriminative capability was shown in their approach and its robustness
againstcontentpreservingmanipulationsalsoprovedveryefficient.Intheirrecentscheme(Tang,
Zhang,Li&Zhang2016),theyenhancetherotationrobustnessanddiscriminativecapabilityoftheir
previousschemebyincorporatingringpartitionandinvariantvectordistanceinsteadofNMF.The
extractedringbasedstatisticalfeaturesarestableandrotationinvariant,thusmakingithaveahigh
resistancecapabilityagainstrotationinalmosteveryangle.Theschemeprovestoberobustwitha
strongdiscriminativepossessioneventhoughitssecurityisnotputintoconsideration.

Wang et al., (2015) proposed an approach by putting the human visual perception into
consideration in the process of generating a hash function. Their technique starts by extracting
visuallysensitivefeaturesfromtheimageusingWatson’svisualmodel.Thentheperceptualhash
codeisgeneratedbycombiningthefeaturesofthekeypointsandimageblock.Theirschemeproved
verysensitivetochangescausedbymaliciousattacksandbyachievingtrade-offagainstrobustness
andtamperinglocalization.

Mostcurrentperceptualimagehashingapproachesmakeuseofthelocalfeaturesofimagesin
ordertoextractthehashsignaturebut(Zhao,Wang,Zhang,&Yao,2013)endsthetrendbycombining
bothglobalandlocalfeaturesforahashsequencegeneration.TheglobalfeatureisbasedonZernike
momentsrepresentingluminanceandchrominancecharacteristicswhilethelocalfeaturescomprises
thepositionand texture informationofsalient regions in the image.Theirschemeproveshighly
secureandrobustagainstcontentpreservingattackswhencomparedwithotherrecentstate-of-art
schemes.AsimilarimprovedapproachwasrecentlyproposedbyOuyang,Wen,Liu,&Chen,(2016)
usingquaternionZernikemoments.Theirschemeallowsafulljointprocessingofthethreechannels
colorimageswithouteliminatingthechrominanceinformation.Experimentalresultshowsthattheir
schemeprovidesshorthashlengththatisrobustagainstcontentpreservingattacks.
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