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ABSTRACT

Imagesplicingdetectionisoffundamentalimportanceindigitalforensicsandthereforehasattracted
increasingattentionrecently.Inthisarticle,acolorimagesplicingdetectionapproachisproposedbased
onMarkovtransitionprobabilityofquaternioncomponentseparationinquaterniondiscretecosine
transform(QDCT)domainandquaternionwavelettransform(QWT)domain.First,Markovfeatures
oftheintra-blockandinter-blockbetweenblockQDCTcoefficientsareobtainedfromtherealparts
andthreeimaginarypartsofQDCTcoefficients,respectively.Then,additionalMarkovfeaturesare
extractedfromtheluminance(Y)channelinthequaternionwavelettransformdomaintocharacterize
thedependencyofpositionamongquaternionwaveletsub-bandcoefficients.Finally,anensemble
classifier(EC)isexploitedtoclassifythesplicedandauthenticcolorimages.Theexperimentresults
demonstratethattheproposedapproachcanoutperformsomestate-of-the-artmethods.
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INTRoDUCTIoN

Inrecentyears,withtherapiddevelopmentofimageeditingsoftwareandprocessingtechnology,it
hasbecomeeasytotamperdigitalimageswithoutleavinganyvisualtrace.Thesetampereddigital
imagescanhaveabadinfluenceonpeople’slivesiftheyareusedmaliciously.Therefore,theresearch
ontheeffectiveidentificationoftamperedimageshasdrawnmoreandmoreattention,andsome
novelandeffectivedetectionmethodshavebeenproposedrecently.

Atpresent,theapproachesofdigitalimageauthenticationcanbedividedintotwocategories,
referredtopassivedetectionmethods(Luo,Qu,Pan,&Huang,2007;Elwin,Aditya,&Shankar,
2010;Birajdar&Mankar,2013)andactivedetectionmethods(Vyas&Lunagaria,2014;Panchal&
Srivastava,2015;Stamm,Wu,&Liu,2013).Activedetectionmethodsembedspecificinformation
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intodigitalimage.Whenverifyingtheauthenticityofimages,thehiddeninformationcanbeextracted
fromthesuspiciousimages,andthencomparedwiththeoriginalone.Comparedwiththeactive
detectionmethods,passivedetectionmethodscanvalidatetheauthenticityofimagewithoutanyprior
informationaboutthesourceimage.So,ithasattractedmoreandmoreattentionrecently.

Althoughanyvisualtracewillnotbeleftintamperedimages,imagetamperingoperationwould
inevitablydestroy the statisticalcharacteristicsof theoriginal image.Basedon this idea, lotsof
researchesonvarietyofimagetamperinghavebeendone(Xue,Ye,Lu,Liu&Li;Yang,Zhu,Huang,
&Zhao;Ding,Zhu,Yang,Xie,&Shi;Yang,Zhu,Huang,&Zhao).Theimagesplicingtampering
andcopy-movetamperingaretwocommonproblemsinimagetampering.Copy-movetampering
detectionofimageistodetectwhetherthereexisttwoormoresimilarregionsinasingleimage,and
itwilllocatethesimilarregionswhentheyexist.Recently,somenovelmethodsaboutcopy-move
tamperingdetectionareproposed(Yang,Li,Lu,&Weng,2017;Li,Yang,Lu,&Sun,2016;Chen,
Lu,Ni,Sun,&Huang,2013).Splicingtamperingdetectionofimageistodetectwhetherasource
imageisformedbysplicingtwoormoreimages.(He,Lu,Sun,&Huang,2012;Zhang,Lu,&Weng,
2016;Li,Ma,Xiao,Li,&Zhang,2016).Thispapermainlyresearchessplicingtamperingdetection
ofdigitalimage.

In recent years, lots of image splicing detection methods based on Markov feature have
beenproposed.Shi(Shi,Chen&Chen,2007)proposedamethodbasedonnaturalimagemodel
whichincludestwostatisticalfeatures:momentsofcharacteristicfunctionsandMarkovtransition
probabilities.ThestatisticalfeaturescanbeobtainedbyapplyingblockDCTtothesourceimage.And
thedetectionaccuracyrateoftheproposedmethodscanachieve91.87%ontheDVMMdatasetwhich
introducedin(Ng&Chang,2004).Significantly,wecanobservethatthedetectionaccuracyrateof
MarkovfeatureisbetterthanmomentfeatureandMarkovfeaturehasthebettercontributionratein
thewholemethod.Heetal.(2016)proposedaschemebasedonexpandedMarkovfeature.Expanded
MarkovfeatureswhichobtainedfromthetransitionprobabilitymatricesinDCTdomainareused
tocapturethecorrelationofblockDCTcoefficients,andmoreMarkovfeaturesareobtainedfrom
waveletcoefficientsacrosspositions,scalesandorientationscharacterizethreekindsofdependencies
inDWTdomain.Tohandle the largenumberof features, theyutilizeddimensionality reduction
methodofSVM-RFEtoreducethedimensionofobtainedfeaturesandSVMclassifierwasusedto
classifysplicedimageandauthenticimage.Thedetectionaccuracyrateoftheproposedmethodcan
achieve93.55%ontheDVMMdataset.Zhangetal.(2016)proposedamethodbasedonimproved
Markovfeaturesofinter-blockbydividingtheDCTcoefficientaccordingtothefrequencyranges
inDCTdomain.AndadditionalMarkovfeaturesareobtainedfromContourlettransformdomainto
capturemoresplicinginformation.Thedetectionaccuracyratecanachieve94.10%ontheDVMM
dataset.In(Li,Ma,Xiao,Li,&Zhang,2016),anovelimagesplicingtamperingdetectionmethod
basedonMarkovfeatureinQDCTdomainisproposed.Themethodprocessescolorimagepixels
inaholisticmannerandthedetectionaccuracyrateoftheproposedmethodcanachieve92.38%on
CASIATIDEV2.0dataset.

Therearealsosomemethodsproposedbasedonothermodels,Dong(Dong,Wang,Tan,&
Shi,2009)proposedanimagerun-lengthstatisticalfeaturesbasedapproachtodetectimagesplicing
tampering.AndtheimprovedmethodissimilartothismethodintroducedbyHe(He,Sun,Lu,&
Lu,2011).In(Bahrami,Kot,&Fan,2013;Rao,Rajagopalan,&Seetharaman,2014;Bahrami,Kot,
Li,&Li,2015;Bahrami&Kot,2014),theyusedinconsistencyofblurdegreeordepthinformation
ofanimagetodetectimagesplicingtampering.In(Bahrami,Kot,Li,&Li,2015),theycanusethe
blurtypedifferencesoftheregionstolocatesplicingtamperingregions.Limitationofthesemethods
isthattheyaremoresuitableforblurredimages.

InspiredbytheMarkovfeaturebasedschemeofdigitalimagesplicingdetection,acolorimage
splicingdetectionschemebasedonMarkovfeatureofquaternioncomponentseparation(QCS)in
QDCTdomainandquaternionwavelettransform(QWT)domainisproposedinthispaper.
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