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ABSTRACT

This chapter explores how six constructs—control, trust, perceived risk, risk propensity, perceived legal 
protection, and privacy disposition—affect information disclosure on the Social Networking Site (SNS) 
Facebook. Building upon previous related work, an extended causal model of disclosure behaviour is 
proposed. The hypothesised relationships in this model were tested using survey data collected from 
278 social networking site users in Ireland. The results of the analysis provide strong support for the 
proposed model.

INTRODUCTION

Social Networking Sites (SNS) such as Facebook, Twitter and LinkedIn offer a convenient way to main-
tain existing personal and professional relationships while also developing new ones. With millions of 
people interacting and communicating online, coupled with the amount of personal information dis-
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closed, this can lead to personal information ending up in the wrong hands and users may unsuspectingly 
leave themselves susceptible to privacy and security risks in cyberspace (Harden et al. 2012). SNS are 
web-based services which allow people to build a public or private profile in a particular system, join 
users with whom they may or may not share a connection, and view other people’s connections within 
this system (Boyd and Elison 2007). These websites have become particularly popular tools for social 
experimentation; many users use Facebook for either “social searching” or “social browsing” to interact 
with people they already know and to meet new people.

Disclosing personal information is an important aspect of building relationships with others (Christo-
fides, 2009; Nguyen et al, 2012). Privacy and trust are central concerns as regards on-line behavioural 
intentions (Liu et al 2005). A person’s trusting belief can impact their loyalty of using Facebook, ulti-
mately affecting how active they are and how much information they disclose (Wang, 2013). A trade-
off is undertaken when using SNSs between the perceived benefits of using SNS on one hand and the 
potential risks of personal information disclosure on the other. The perceived benefits of using SNS are 
not discounts or free services, but social capital or the development of attachment through relationships 
(Xu et al 2013). A previous study has shown that there is a complimentary relationship between trust 
and information disclosure online (Henderson and Gilding 2004). When looking at privacy in relation to 
Facebook it has been said that Facebook should go beyond and try and increase the protection of users 
from corporate surveillance by protecting users’ privacy (Fuchs 2011).

This chapter reports the findings of an exploratory opinion survey conducted in Ireland of 278 SNS 
users. Because the various SNS providers (e.g. Facebook, LinkedIn, Twitter, Google+, MySpace, Four-
Square, Bebo, etc.) have different features, we chose in our questionnaire to specifically concentrate on 
the most popular SNS, Facebook, as we felt it might have led to confusion and measurement error if 
participants were instructed to answer questions but not given a clear context. Facebook has enjoyed a 
rapid increase of its users since it opened up its registration to not only college-based students in 2006 
(Joinson, 2008). At the start of 2013, Facebook had 1.11 billion users using the site each month (As-
sociated Press, 2013). Facebook has undergone radical change over the past 24 months by introducing 
a new “timeline” profile and updating its news feed aspect. However, it has not only changed its profile 
layout and its profile of users, but more importantly the potential motivations of users.

In this chapter we look at how six constructs affect information disclosure on Facebook: (1) per-
ceived control; (2) trust; (3) perceived risk; (4) perceived legal protection; (5) risk propensity; and (6) 
privacy disposition. Our research model builds upon aspects of the Privacy Calculus model (Dinev and 
Hart 2006) and also the previous work of Krasnova et al. (2010), but is different in a number of regards. 
Whereas those earlier models include perceived control and perceived trust as single constructs, our 
factor analysis revealed that these two factors each have two distinct components, relating to (a) trust in 
/ perceived control over individuals, and (b) trust in / perceived control over Facebook/on-line compa-
nies. Additionally, our model explores a number of factors which have received very little attention in 
previous studies, being the latter three of those aforementioned.

The chapter is organised as follows: Section 2 provides an overview of previous literature and sets 
forth the hypotheses to be explored. Section 3 outlines the research approach. A discussion of the find-
ings of our study in presented in Section 4. A number of possible areas for future research are proposed 
in Section 5. We then present our conclusions in Section 6.



 

 

18 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/information-disclosure-on-social-networking-

sites/213796

Related Content

Energy Consumers' Perspectives on Smart Meter Data: Privacy and Unjust Algorithmic

Discrimination
Jenifer Sunrise Winter (2019). Censorship, Surveillance, and Privacy: Concepts, Methodologies, Tools, and

Applications  (pp. 1585-1604).

www.irma-international.org/chapter/energy-consumers-perspectives-on-smart-meter-data/213872

The Right to Privacy Is Dying: Technology Is Killing It and We Are Letting It Happen
Sam B. Edwards III (2019). Censorship, Surveillance, and Privacy: Concepts, Methodologies, Tools, and

Applications  (pp. 111-134).

www.irma-international.org/chapter/the-right-to-privacy-is-dying/213797

A Technology and Process Analysis for Contemporary Identity Management Frameworks
Alex Ng, Paul Wattersand Shiping Chen (2019). Censorship, Surveillance, and Privacy: Concepts,

Methodologies, Tools, and Applications  (pp. 955-1008).

www.irma-international.org/chapter/a-technology-and-process-analysis-for-contemporary-identity-management-

frameworks/213840

Importance of a Versatile Logging Tool for Behavioural Biometrics and Continuous

Authentication Research
Soumik Mondal, Patrick Bours, Lasse Johansen, Robin Stenviand Magnus Øverbø (2017). Developing

Next-Generation Countermeasures for Homeland Security Threat Prevention (pp. 282-305).

www.irma-international.org/chapter/importance-of-a-versatile-logging-tool-for-behavioural-biometrics-and-continuous-

authentication-research/164726

CVSS: A Cloud-Based Visual Surveillance System
Lei Zhou, Wei Qi Yan, Yun Shuand Jian Yu (2019). Censorship, Surveillance, and Privacy: Concepts,

Methodologies, Tools, and Applications  (pp. 19-32).

www.irma-international.org/chapter/cvss/213792

http://www.igi-global.com/chapter/information-disclosure-on-social-networking-sites/213796
http://www.igi-global.com/chapter/information-disclosure-on-social-networking-sites/213796
http://www.irma-international.org/chapter/energy-consumers-perspectives-on-smart-meter-data/213872
http://www.irma-international.org/chapter/the-right-to-privacy-is-dying/213797
http://www.irma-international.org/chapter/a-technology-and-process-analysis-for-contemporary-identity-management-frameworks/213840
http://www.irma-international.org/chapter/a-technology-and-process-analysis-for-contemporary-identity-management-frameworks/213840
http://www.irma-international.org/chapter/importance-of-a-versatile-logging-tool-for-behavioural-biometrics-and-continuous-authentication-research/164726
http://www.irma-international.org/chapter/importance-of-a-versatile-logging-tool-for-behavioural-biometrics-and-continuous-authentication-research/164726
http://www.irma-international.org/chapter/cvss/213792

