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ABSTRACT

ThisarticleinvestigatessecuritybehavioursofemployeesusingtheHealthBeliefModel(HBM)as
atheoreticallens.Giventhefactthatpreviousstudiesonsecuritybehaviourspaidmuchattention
toconsciousinformationsecuritybehaviours;thisarticleextendstheHBMtostudybothhabitual
orautomaticsecuritybehaviours(securityhabit)andconscioussecuritybehavioursofTanzanian
governmentemployees.Astructuralequationmodelling(SEM)techniquewasusedfordataanalysis.
The study found that, the intentions of government employees to practice information security
behaviourisinfluencedbyperceivedseverity,perceivedsusceptibility,perceivedbarriers,andcues
toactionandsecurityhabits.Theirintentions,however,isnotaffectedbyperceivedbenefitsand
self-efficacy.Further,anemployee’sintentionsandsecurityhabitshasasignificanteffectonactual
securitypractice.Generally,theextendedresearchmodelenrichestheunderstandingoftheroleplayed
bybothconsciousandhabitualsecuritybehavioursoninformationsecuritybehavioursofemployees.
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INTRodUCTIoN

Theapplicationofe-governmentsystemshasbecomeanorminthedeliveryofe-servicestocitizens
worldwide.Theprovisionofe-serviceshastransformedthemannerinwhichservicesaredeliveredto
citizens,providingthegovernmentwithaninnovativeavenueforofferingnewservicesthatcaneasily
andconvenientlybeaccessedbythecitizens.Infact,theprovisionofe-servicesoffersanumberof
benefitstoboththegovernmentandthecitizens,suchasacceleratingworkprocesses,transparency,
accountabilityandreducingthecostsofoperations(URT,2013).Further,e-servicesimprovecitizen’s
participationandinteractioningovernmentactivities(AlHujran,Aloudat,&Altarawneh,2013)In
ordertoreapthebenefitsofe-services,thegovernmentofTanzaniahasestablishedanumberof
e-governmentservicesinrecentyears(Sawe,2007;URT,2013).

However,successfulprovisionofe-governmentservicesheavilydependsoncitizen’strustonthe
securityofinformationtransactedoverthenetworkande-governmentinformationsystemsduring
e-servicedelivery(AlHujranetal.,2013;Jiménezetal.,2012;Wimmer&Bredow,2002).Privacy
andsecurityofpersonalinformationarethemostprominentbarriersine-governmentservicesdelivery
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andcritical fordevelopingcitizen trustandconfidence touse thee-governmentservices (Carter
&Bélanger,2005;Lee&Turban,2001)Citizen’strustonsecurityofinformationcommunicated
overe-governmentsystemsshould,therefore,bedevelopedinordertoencouragethemtoadoptthe
e-services(Warkentin,Gefen,Pavlou,&Rose,2002).

Withincreasingprevalenceof informationsecurityattacks,virtuallyall informationsystems
arepronetoattacks.Similarly,Tanzaniae-governmentinformationsystemsareexposedtosecurity
threats.PrimaryfactorsthatmayleadtothebreachofinformationsecurityinTanzaniae-government
informationsystemsare:(1)poorperceptionswithregardtopotentialsusceptibility(vulnerability)
andseverityofsecuritythreats,benefits,andbarriersofpractisinginformationsecurity(Dewa&
Zlotnikova,2014;Pahnila,Siponen,&Mahmood,2007;TCRA,2012;Waziri&Yonah,2014);(2)
lackofsecurityawarenessandinadequateICTsecurityskillssuchasinabilitytoapplypropersecurity
measuresincaseofsecurityincidents(Dewa&Zlotnikova,2014;Bakari,Tarimo,Yngstrom,&
Magnusson,2005;Shaaban,Conrad,&French,2012);and(3)inappropriateinformationsecurity
habitsuchassharinglogincredentialswithcolleagues,familymembers,friendsandacquaintancesto
accessICTsystem(Shaaban,2014);andconnectionofpersonalmodemstoworkplace’smobilegadgets
forinternetaccessibilitythatcouldpavethepathforattackerstohackormisusetheorganisation’s
informationsystems(Bakari,2013;Dewa&Zlotnikova,2014).

Withouteffectivemeasures,theaboveproblemsarelikelytocontinueand,therefore,mayretard
Tanzaniagovernmenteffortstoprovidee-servicestoitscitizens.Thus,aneedarisestoinvestigate
informationsecuritybehavioursofTanzaniagovernmentemployeestopracticeinformationsecurity
behaviourduringe-serviceprovision.

Variousstudieshavebeencarriedouttoinvestigatetheinfluenceofconsciousbehaviourssuch
asperceivedsusceptibility,severity,benefits,barriersandself-efficacyonthepracticeinformation
securitybehaviours(Boss,Kirsch,Angermeier,Shingler,&Boss,2009;Chanetal.,2005;Claar,
2011;Claar&Johnson,2012;Dinev,2008;Hanus&Wu,2016;Liang&Xue,2009;Ngetal.,2009;
Pahnilaetal.,2007;Pahnila,Siponen,&Mahmood,2007;Safaetal.,2015;Workmanetal.,2008).
Nevertheless,onlyahandfulhaveexaminedtheroleplayedbysecurityhabits(habitualbehaviours)
(Pahnilaetal.,2007;Vance,Siponen,&Pahnila,2012;Yoon,Hwang,&Kim,2012).Forexample,
Vance,SiponenandPahnila(2012)investigateduser’sautomaticcompliancewithinformationsecurity
policies,whileYoon,HwangandKim(2012)investigateduser’sautomaticresponsetoremoving
malicioussoftwareandvirusesandsuspiciousemails.Whiletheauthorsacknowledgevariousstudies
on the roleplayedbyofperceivedsusceptibility, severity,benefits,barriersandself-efficacyon
informationsecuritybehaviours,littleattentionhasbeenpaidtotheroleplayedbysecurityhabits
(habitualorautomaticbehaviours)oftheendusers.

Specifically,thisstudyfocusesoninvestigatingtheinformationsecuritybehavioursofemployees
throughthelensoftheHealthBeliefModel(HBM)andcontributestothebodyofknowledgein
informationsecuritybehavioursinthreeways.First,tothebestofauthor’sknowledge,priorstudies
oninformationsystems(IS)haveyet toextendtheHBMmodeltomeasureinformationsecurity
habit.TheadditionofinformationsecurityhabitintotheHBMmayincreasethecapabilityofthe
modeltomeasureinformationsecuritybehaviours.Second,HBMwasdesignedtopredictlikelihood
(intention)ofperforminghealthbehaviours(Rosenstock,1974).However,thebehaviouralintention
maynotleadtoactualbehaviour(Hsu&Huang,2010)becausewhatanindividualintendstodo
maynotbewhatan individualactuallydoes(Herath,2013).Therefore, themodelhasalsobeen
extendedbyaddinganothervariable:informationsecuritybehaviourtomeasureactualinformation
securitybehavioursofemployeeswhenusinge-governmentinformationsystems.Third,Pahnilaet
al.(2007)suggestedthatinformationsecurityhabitcouldenhancerespondents’intentiontopractice
informationsecurity.Thus,determiningtherelationshipbetweeninformationsecurityhabitsand
informationsecuritybehavioursisindeedimportant.Thisisbecauseend-userswhopossessacertain
levelofsecurityhabitsarelikelytoperforminformationsecuritypractices.
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