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ABSTRACT

Thisarticledescribeshowblindsteganalysisaimingatuncoveringtheexistenceofhiddendatain
digitalimagesremainsanopenproblem.Conventionalspatialimagesteganographicalgorithmshide
dataintopixelsspreadingevenlyintheentirecoverimage,whilethecontent-adaptivealgorithms
prefer the textural areas and edge regions. In this article, the impact of image content on blind
steganalysisisdiscussedandapracticalandextensibleapproachtodistinguishthedifferenttypes
ofsteganographyandconstructblindsteganalyticdetectorisproposed.Throughthetechniqueof
imagesegmentation,theimagesaresegmentedintosub-imageswithdifferentlevelsoftexture.The
classifieronlycaresforthesub-imageswhichcanhelpmodelingthestatisticaldetectabilityandis
trainedonsub-imagesinsteadoftheentireimage.Experimentalresultsshowtheauthors’scheme
canrecognizethetypeofsteganographicmethodsreliably.Thefurtherstepstoimprovecapacityof
blindsteganalysisbasedonimagesegmentationarealsomentionedandachievebetterperformance
thanordinaryblindsteganalysis.
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1. INTRoDUCTIoN

Steganographyandstaganalysishavebecomeimportanttopicsinthefieldofinformationsecurity,
andacquiredagreatdealofattentionbyresearchersallovertheworld.Whilesteganographyembeds
thesecrettothemediafilewhichaimstohidethefactofcovertcommunication,staganalysistries
tofindouttheembeddingmodificationbytheadversary.Digitalimagefilesaretheusualcarriers
ofsecretmessageduetothesimpleapproachofacquirementandconvenientdeliveryandoperation.

TheLeast significantbit (LSB) is themainembeddingchannel fordigital image files.Two
classicalbuttypicalembeddingwaysareLSBreplacementandLSBmatchingwhichisalsocalled±1
embedding(Sharp,2001).LSBmethodsarecommonlyusedamongthemanyfreesteganographytools
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availableontheinternet.LSBreplacementsimplyreplacestheleastsignificantbitsofpixelselected
tobemodifiedbythemessagebitsafterencryptionusingasecretkey(Ker,2005).Thisresultsinthe
detectionofLSBreplacementiseasyandachievesreliableperformance.Toimprovetheabilityfor
resistingattacks,LSBmatchingisproposedwhichaddorsubtractonerandomlyfromtheoriginal
pixelvaluewhenthemessagebitsdifferfromtheleastsignificantbitsofpixels.Itturnsoutthat
LSBmatchingishardertoattackbysomeusefuldetectorsinsteganalysisofLSBreplacement(Ker,
2005).Inrecentyears,adaptivesteganographydrawslotsofattentionsinceitaffordshighsecurity.
Theframeworkofadaptivesteganographyisutilizingacodingschemetominimizeawell-designed
distortionfunctionwhichmodels thestatisticalchangescausedbyembedding(VojtěchHolub&
Fridrich,2013).AdaptiveSteganographytendstoheuristicallyembedsecretdataintothecomplex
areasofanimagetoavoidcausingperceptualartifactsandthechangesofstatisticalpropertiesof
imagescontent.Thisalsoexplainswhyitcanoutperformthenon-adaptiveSteganography.

On theotherhand, the trendofmodernsteganalysis is toextract the statistical featuresand
combinewithensembleclassifiertoconstructbinaryclassifiertodistinguishcoverimagesandstego
imagesembeddedwithsecretmessage.Zhaoetal.(Zhao,Zhu,&Yu,2016)summarizedsystematic
andcomprehensivedefinitionsofallparadigmsofsteganalysis,coveringnotonlylaboratoryresearch
but also the real-world application. In targeted steganalysis it has different principles to detect
differenttypesofembeddingstrategies.Forexample,thestructuralanalysisiseffectivetoattackthe
LSBembedding,andfeaturesbasedonselectionchannelknowledgeareappliedtoanalysisup-to-
datecontent-adaptivesteganographyalgorithms(T.D.Denemark,Boroumand,&Fridrich,2016).
Meanwhile,blindsteganalysisplayamoreimportantroleinuniversalsteganalysis.Itrequiresthe
attackertodesignuniversalfeatureswhicharesuitableforawiderangeofsteganographyalgorithm
undercircumstancesoflackofknowledgeabouttheembeddingstrategyandtheembeddingpayload.
Asaresult,thegoalofthestatisticalfeaturesistouncoverthelocalandglobalmeasuressensitiveto
thepixelsorcoefficientsmodification.Although,coversourcemismatchisanotheropenproblem
sincetheperformanceofdetectordegradesdramaticallywhenthedistributionoftestingimagesset
doesnotmatchthatoftrainingset(Zhu,Guan,Zhao,Cao,&Chen,2017).

Consideringthatfeatureshaveastrongimpactontheperformanceofblinddetector,theapproaches
todesignthefeatureshavebeenstudiedfromdifferentperspectives.Therichmodelisacombinatorial
feature,whichcontainsmanysubmodels.Thesubmodelsaredesignedtocapturealargenumberof
differenttypesofdependenciesamongneighboringpixelsandultimatelyassembledtogethertodetect
differentkindsofembeddingalgorithms.However,thecommoncharacteristicofthefeatureaboveis
treatingtheentireimagesasawholeandrarelytakingthecontentblockofdiversecomplexityinto
account.Wearguethatthestatisticalchangesduetoembeddingarerelatedtonotonlytheembedding
algorithmitself,butalsothedifferentblocksofcoverimagewhichexhibitdifferenttexturefeature.
Thiscanbeindicatedbythefactthatadaptivesteganographyassignsahighercostvaluetothose
pixelsintexturalareasandalongedgesthaninsmoothareas,consequentlythenoiseareascontribute
morepixelmodification.

Someliteraturehasfocusedonsteganalysisbasedonimagecontent,whichconstructsseveral
classifiersbasedondifferentlevelofcomplexityofimagecontentanddetecttheimagebyfusingthe
predictionoftrainedclassifiers.Amirkhani&Rahmati(2011)proposedanewframeworkwhichcan
accommodateallblindimagesteganalysismethods.Firstly,inthetrainingphase,theinputtraining
imagessetaredividedintoclassesaccordingtoanimagecontentevaluationcriterionandthenthe
trainingofclassifiersisspecializedforeachclass.Inthetestingphase,afuzzyapproachisusedto
includethedecisionofdifferentclasses.Notethattheframeworkclassifieseachofimagesintraining
setdatabaseintodisjointsubclass.Choetal.(Cho,Cha,Gawecki,&Kuo,2013)decomposesingle
imagetosmallerblocksoffixedsize,thenclassifyimageblocksintomultipleclassesaccordingto
theirfeaturevectorandfindaclassifierforeachclass.Detectionresultofthewholeimagecanbe
obtainedbyintegratingresultsofallimageblocksviadecisionfusion.Xiongetal.(Xiong,Ping,
Zhang,&Hou,2012)proposedtodecomposeimagesintoseveral“texturaldetailsubbands”bythe
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