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ABSTRACT

Thereisgrowingconcernthatanewdataethicsregimethathasbeenintroducedintothecurrentdraft
ofthedataprotectionbillmaybeethicallyproblematic.Thechangesaredesignedtobeaframework
fordataprocessingbuthealthdataprivacyadvocacygroupmedconfidentialhasvoicedtheirconcerns
atthedevelopment.Theproviderhasclaimedthatthegovernmentistryingtopushthroughtheregime
withoutfirstgivingthepublicachancetoengageindiscussionsabouthowpublic-sectordatashould
bestoredandprocessed.Thisarticlewilldiscussethicalissuessurroundingtheproposedbillaswell
asbigdataanalyticsandwilldiscusstheroleplayedbygovernmentindataprocessingintheUK.It
willdiscusstheargumentsforandagainstthegovernment’sproposals.Itwillbeimportantforthe
UKgovernmentalongwithalldataprocessorsanddatacontrollerstoensurethatlargeamountsof
datafromallUKcitizensacrossallsectorsishandledcorrectly.
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INTRoDUCTIoN

InSeptember2017,newamendmentswereaddedintoadraftDataProtectionBillintheUKparliament.
AccordingtoLomas(2018),clauses175-178havebeenproposedtohandletheprocessingofpublic
sector data in an attempt to bring theUK into line with theupcoming General Data Protection
RegulationorGDPRwhichisduetocomeintoeffectfromthe25thofMay2018.Accordingto
Curtis(2018),theGDPRlegislationisdesignedtobringalldataprotectionlawsintolinewiththe
newwaysinwhichdataisnowcurrentlyhandledandprocessed.

ThelawthattheUKcurrentlyusesisthe1998DataProtectionAct.Thislawwillbereplacedby
theGDPR.Curtis(2018),highlightedthattheGDPRlegislationwasdraftedbecauseitisdesigned
togivemorecontroltopeopleintermsoftheusageandcontroloftheirpersonaldata.IntheUK’s
draftDataProtectionBill,thechangesthathavebeensuggestedhaveattractedmuchattentionsince
theirproposalastheyareseentobegivingpoliticiansmorepowertomakeethicaldecisionsrelating
topublicsectordataprocessing.
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Background
According to medConfidential (2017a), who are based in the UK and specialise in patient data
confidentiality,thecompanyhasvoicedtheirconcernsaboutthelatestdevelopments;theyclaimthat
theGovernmentisattemptingtopushthebillthroughparliamentwithoutgivingthegeneralpublic
enoughofavoiceonthematter.TheymakethisclaimastheybelievethattheGovernmentarenot
leavingtheproposedchangesopenfordiscussionamongstcitizens.

medConfidential(2017b),haveclaimedthatpatientsshouldbeabletotrusttheirhealthprovider
withtheirprivatedataandbeentitledtoaccessitonrequest.Theyalsoclaimthatpatientsshouldbe
entitledtoviewanonlinereportwhichgivestheminformationonwhereandwhytheirdataendedup
whereitdid.AccordingtoMacaulay(2018),ifthebillisenacted,itwillenabletheGovernmentto
takecontrolofcitizens’dataandusethedataastheydeemappropriate.Macauley(2018),alsostates
thatiftheclaimsthatarebeingmadebycriticsofthebillarecorrect,thentheUKGovernmentmay
betryingtopasslegislationthatisethicallyflawedasthebillcouldgivetheGovernmentthepower
tojudgetheethicaluseofpublicsectordatawithoutanylegalgovernanceoroversight.

EVALUATIoN

Clause 175-178 Concerns
Inthedraftbill,theconcernsmainlycentrearoundclauses175-178(p.99-101).Thisareaofthebill
containsinformationrelatingtoaDataProcessingFrameworkthathasbeenproposedbytheUK
Government.Clause175containsdetailsabouthowtheSecretaryofStatecanprepareadocument
to address data processing and it highlights that they can amend the document if they deem it
appropriatetodoso.

Clause176outlineshowtheframeworkshouldgainapproval,Clause177outlineshowitshould
bepublishedalongwithanyrequiredreviewsorsecondopinions,andClause178addressestheeffect
oftheframeworkintermsofhowitshouldbelegallyadheredto.Theproposedframeworkwould
bebasedupontherequirementsoftheCrownorotherGovernmentdepartments.Italsomentions
thattheSecretaryofStatewouldhavetherighttomakeamendmentstothedocumentorreplaceit
completelyiftheysowished.AccordingtoMacauley(2018),theGovernmentmaysoonbeableto
discerntheethicssurroundingcitizens’dataifthebillispassed.

Irwin(2017),outlinesthattheGDPRwillapplytocountriesbasedonseveralfactors.Thesefactors
includebutarenotlimitedto,whetherornotacompanyprocessesdatabelongingtoEUcitizensoris
involvedinbusinessactivity.Thenumberofemployeescontainedinanorganisationisalsoafactor.

Article30oftheGDPRstatesthatcompanieswithlessthan250employeeswillnotberequiredto
complywiththelegislationunlessthedataprocessingthatiscarriedoutposesriskstodatasubjects,
whereprocessingisonanongoingbasis,orwhereprocessingofcertaincategoriesofdataistaking
placesuchashealthorwelfaredata.Companiesthathavemorethan250employeesfaceastricter
regimeandmustemployaDataProtectionOfficertooverseeallGDPRrelatedmatters.Anydeviation
fromtheGDPRbyacompanythatmustcomplywithitwillbesubjecttosubstantialmonetaryfines.

Atthemoment,theUKareintheprocessofaddressingBrexitnegotiationswhichwillseethem
exittheEUonthe29thofMarch2019.ThisultimatelymeansthatwhilsttheUKarestillanEUmember
state,theymustabidebyEUlaw.AccordingtotheICO(2017),dataprocessingofanindividual
mustbedonesoinaccordancewithArticle18oftheGDPRwhichstatesthatwiththeexceptionof
storage,datacanonlybeprocessedwiththedatasubjects’consentorwithinthepublic’sinterest.

Article6oftheGDPRoutlinesthelawfulnessofdataprocessing.Thissectionstatesthatin
certaincircumstances,therightsofthedatasubjectcanbeoverriddenifprocessingisnecessaryto
protectfreedomsandrights,especiallyifthedatasubjectisaminor.ThisleavestheUKGovernment
inaprecarioussituationethicallyastheymustfollowthesedirectiveswhilsttheyareamemberof
theEuropeanUnion.
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