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Containers in Ports can be 
Tracked Smartly:
Lessons Learned From a Case Study
Dimitris Folinas, TEI of Central Macedonia, Serres, Greece

ABSTRACT

Thisarticleintroducesawebplatformtomonitorcargoincontainersstatusinrealtimeusingtelematics
andsimulationpractices.Theplatformwasthemaindeliverableofaresearchprojectwhichaimed
tostrengthensecurityinthelogisticshandlingproceduresinportterminals.Asystematicapproach
hasbeenfollowedforitsdevelopmentandapilottestwasappliedfortrackingcontainersinamain
port terminal.Lessonslearnedfromthispilotstudyarealsopresentedanddiscussed.According
totheresultsofthepilotstudy,theproposedplatformprovedtobeausefultoolformanagement,
monitoringofthestatusandconfrontationofsecuritythreatsevents,transformingthecontainertoa
“smart”containerthatusessensorsandsystemstotrackandreportdatasuchascontents,unauthorized
access,andphysicallocation.
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1. INTRodUCTIoN

Reportedcargotheftincidentsdoubledinthefirstquarterof2016inEurope,MiddleEastandAfrica
(EMEA)regionwithanaverageofnearlyfiveincidentseverydayculminatinginmillionsofeurosof
lossesformanufacturersandlogisticsserviceproviders,accordingtotheTransportedAssetProtection
Association(TAPA,2017).BSI’s2015GlobalSupplyChainIntelligenceReportidentifiedUS$22.6
billionworthoflossesduetocargotheftin2015.Itisworthmentioningthatitisdifficulttocollect
accuratedataforcargotheftlossesowingtolimitedreportingbythetransportindustry,aswellas,
thelackofaninternationallawenforcementsystemtoensureconsistencyinreportingandtracking
(ECMT,2001).

Moreover,themainobjectivesoftheEuropeanTransportPolicyforthenextdecadeassetout
in theCommission’sWhitePaperare: first,developinganddeployingsustainablenewfuelsand
propulsionsystems,second,optimizingtheperformanceofmultimodallogisticschains,including
better using energy-efficient modes of transport, and third, increasing transport efficiency and
infrastructureusewithmarket-based informationand incentivesystems.Maritime transportation
playsanimportantroleinthedevelopmentoftheinternationaltradeoftheEuropeanUnion(EU)
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as90%oftheinternationaltradevolumes,and40%oftheinternaltradevolumesaretransportedby
maritimetransport(Eurostat,2016).ThetotalgrossweightofgoodstransportedaspartofEUshort
seashippingisestimatedatalmost1.9billiontonnesofgoodsin2016.However,thereisaprediction
foranunbalancedevolutioninthevariousEUcountries.Forexample,eveniftheBlackSeaoffers
numerousopportunitiesforregionalcooperationasanimportantcrossroadofcommerce,itslocation
facilitatesillicittradeissuesandsecuritythreats.Suchthreatsshouldnotbeunderestimatedasthey
fuelpoliticalmovementsanddisruptregionaleconomies.Furthermore,sinceBulgariaandRomania
arebecomingtheexternalboundaryoftheEU,bordersecurityintheBlackSeaareaisbecoming
extremelysignificantforEuropeasawhole.

Theproblemofsecurityisalsoacriticalsuccessfactorforthedevelopmentofseatransportations
whichisthemaintransportationmeansinthetargetingregion.AccordingtoVarbanova(2010),an
increaseofvolumestransportedonfeederlinesintheBlackSearegionenhancestheopportunityto
attractmorecargoesonshortseashippingroutesandensuresforhighercapacityutilizationinorder
toachievehigherefficiencyoftransportation.Therefore,byeffectivelyconfrontingwithsecurity
issuesBlackSeaportscanprovidebetterservicesandenhancemaritimetrade.Additionally,and
consideringtodaythatcontainershipsrepresentthemostdominanttransportationmodeinglobalized
supplychainnetworks,thedevelopmentofeffectivecontaineriscriticalforthereliableandefficient
operationofthesenetworks.

Under thiscontext, someresearch initiativeshavebeenfocusedon thecargosecurity in the
transportindustryandsomeoftheminthemaritimeindustry.However,thereisalimitedbibliography
concentratedonthesecurityofcontainers’cargoinportterminals(nextsection).Moreover,inthe
majorityoftheabovestudieseitheranoptimizationmodel/algorithmorthearchitectureframework
ofaninformationsystemisproposed;onlyaverysmallnumberpresenttheiruseandoperationin
arealcase.

Thepurposeofthispaperisfirsttointroduceasimplesensor-basedsystemforsupportingof
containershandlinginport terminals,whichrequiresmainlybusiness thantechnicalbackground
bytheusers,andsecond,topresentandanalyseitsapplicationinarealcasestudy.Itisoneofthe
keydeliverablesofanEUresearchaimingtoachievesecuredcontainerhandlingmainlyduringits
stayandtransportationbetweendifferentportcontainerterminals.Theproposedplatformsupports:

• Theidentificationoftheexactpositionsofthecontainer(depictioninarealmap)fromitsentrance
intheposttoitsplacementintheship;

• The recording of the control outcomes of the container content (in predefined or not
controlpoints);

• Therecordingofthestatusofthecontainerregardingtemperature,humidityandviolations;
• Thenotificationof thedecisionmakers (operationsandsecurityofficers) foranexceptional

event(e.g.,violation,move,notchecking,andhightemperature);and,
• Theexportofreportsandstatsregardingtheabove,

byexploitingtheInternetofThings(IoT)andsensorstechnologies.Thesensorscollectdata
from:1.Thecontrolpoints,aswellas,thegateandstoragearea,viaRFIDtagsandthedatathat
areenteredbythepersonneloftheport,2.GlobalPositioningSystem(GPS)trackingsystem,and
3.Sensorsinsidethecontainer(e.g.,forrecordingtemperature,humidity,andmovement/violation).
Furthermore,thepaperpresentstheapplicationoftheproposedsystem(webplatform)inpractice
byidentifyingthecorrespondingprocedureandparametersinaBlackSeacountry’sportterminal
andhighlightingtheexpectedbenefitsandchallenges.

Thepaperisorganizedasfollows;inthenextsection,researchinitiativesregardingtheapplication
ofIoTandsensortechnologiesforthecontainermanagementoperationsareidentifiedandanalyzed.
Then,thesystematicapproach,architectureandkeypartsoftheproposedplatformarepresented.In
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