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ABSTRACT

The big data generated by today Web services makes very fastidious and time-consuming the
investigatorslogsmanagementandanalysistasks.Thisisduepartlytothelackofanefficientweb
servicededicatedlogdatarepresentation.Weintroduce,inthispaper,anextensiblestandardbased
semanticontologyrepresentationofWebservicelogdatatoidentifyhiddeninformationandextract
eventualscenarioofCyber-attacksintheweblogs.TheproposedontologysupportstheWebservice
specificationanditsatisfiestheforensicsandadmissibilityrequirements.Throughafriendlygraphical
userinterface,theinvestigatorcandefinevalidationrulesandqueriesandexecutethemusingalogical
reasonerovertheproposedontologytogetsomecomprehensiveforensicreportreadytopresentto
thecourt.Wealsoshowedhowtheproposedontologycanfacilitatetheinvestigatoranalysistask,
reducerequiredtime,andenhancetheforensicsprocesscomprehensiveness.
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1. INTRODUCTION

RegardingthehugenumberofcommunicationandcommercialtransactionsthroughtheInternet,the
growingsizeofcybercrimesmustbeundertakenseriously.Consideringthisimportance,identifying
andprosecutingthecybercriminalsisaverycomplicatedtask.Indeed,ServiceOrientedArchitecture
(SOA) and its lead implementation Web Services presents several additional challenges related
essentiallytothedynamic,autonomy,heterogeneity,self-contained,andtheirdynamiccomposition.
ThedataandtransactionbetweenWebservicesgrowsexponentiallymakingtheiranalysisandevents
trackingverycomplicatedandfastidioustask.

Technically,thedataconsideredintheinvestigationprocessareusuallyrecordedinanormal
courseofactionsbytheloggingsystems(e.g.IntrusionDetectionSystem).However,whenanomalies
orabnormalactivitiesarerecordedbysuchsystems,thenitwillbemarkedandreportedtotheDigital
ForensicInvestigation(humanorsoftware)agenttoinvestigatethecaseandevaluatetheimpactof
theactivityontheconcernedpartfromthewholeenvironment.Fromacompanytoanother,wefind
thattherearedifferencesintherecordedformatandusedtools.Theserecordeddatapresentadditional
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challengesrelatedtotheverybigdatasizecharacterizedbyitshighheterogeneity.Inaddition,most
dataformatarenotextensibleintermofprovidingtheabilitytomakechangesoraddnewsecurity,
forensics,orbusinessrequirements.

Theaforementionedchallengesmakeobstacles in theprocessofdigital forensicanalysis. In
addition, there isa lackof standardizedprocedures, lackof forensicsknowledge reuse,and lack
ofsufficientsupportsforlegalcriminal/civilprosecution(Hoss&Carver,2009)especiallythose
relatedtoSOA.

Nevertheless,digitalforensicsresearchersareawareoftheimportanceofprovidingastandardized
representationoftheexistingandcommonlydeliberatedvocabulary(S.L.Garfinkel,2010).Adopting
astandardandmodularforensicdatarepresentationisoneofthemajortasksthatshouldbeundertaken
seriouslythroughoutthenextyears,otherwiseforensicresearchwillfallbehindthemarketandforensic
toolsbecomeincreasinglyobsolete(S.L.Garfinkel,2010).

Inthispaper,asanefforttodealwiththesegapsrelatedtotheunreliableandcomprehensive-
lessrepresentationofforensicsdataandtheanalysisdelays,wepromotetheusageoftheontology
andsemantictechnologiesforprovidingastandardmodelingoftheforensicdataandsetofrulesfor
smartlyautomatingtheanalysis.WeproposenewforensicsWebservicesontologybymappingand
extendingtheIncidentObjectDescriptionExchangeFormat(IODEF/RFC5070)(Danyliw,Meijer,
&Demchenko,2007.Thisontologyhastheadvantagetobeextensiblebynewforensicsfeatures
or domain application specification and will support Web services and forensics requirements
management.Ourcontributionsaremainlythefollowing:

1. DesignandestablishmentofnewextendableforensicsontologyforWebServicesthatincludes
allrequiredforensicattributes,businessrequirements.

2. Automaticforensicallysounddataanalysisthroughthedefinitionofnewrulesandpoliciesthat
identifies forensicsbreachesand reconstruct theoccurredeventsautomaticallybasedon the
loggedeventsintheontology.

3. Simulationcasestudyandtestrunningofforensicviolationscenariousingtheproposedontology.

Thepaperisorganizedasfollows.Wesurveybrieflythediplomaticdomain,digitalforensic
investigation(DFI),webservices,interestingrelatedworkswhichtryingtoproposestandarddata
formatforDFI,challenges,andrequirementsofapplyingforensicsinWebServicesinSection2.In
Section3,wepresentourproposedWebServicesForensicOntologyanditsrelatedmodulesusing
OWL(WebOntologyLanguage)inadditiontotheeventsreconstructionsrulesbasedontheproposed
ontology.AsimplecasestudyvalidatingourfindingsispresentedinSection4.Section5discusses
andconcludesthepaper.

2. DIGITAL FOReNSICS FOR WeB SeRVICeS: AN OVeRVIeW

2.1. Background
Currently, theworldwitnessesanexponentialmigrationformpapers tobits inalldomains.This
migrationisaccompaniedwithmanyproblemsrelatedtotheelectronicrecordtrustworthinessin
termoftheircredibilityandabilitytoconvincethecourt’sjuries.Electronicrecordsareknownas
digitaldata,whichrepresentsallfilesordocumentsgeneratedbydigitaldevicescreatedbyhumans
or applications. Modifying the content of digital documents means losing both information and
admissibility.Tomaketheelectronicsrecordsadmissibleforthecourt,thereisanecessitytoprove
thattheyarenotmodifiedafterbeinggenerated.Thefieldofpreservingtheintactnessandintegrity
ofdigitalrecordsiscloselyrelatedtodigitalforensics.ThedigitalforensicsasdefinedbyDigital
ForensicsWorkShop (DFWRS)(attendees,2001) is theuseof scientificallyderivedandproven
methodstowardsthepreservation,collection,validation,identification,analysis,interpretationand
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