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ABSTRACT

Tele-medicinesystemsruntheriskofunauthorizedaccesstomedicalrecords,andthereisgreater
possibilityfortheunlawfulsharingofsensitivepatientinformation,includingchildren,andpossibly
showingtheirprivateparts.Asidefromviolatingtheirrighttoprivacy,suchpracticesdiscourage
patientsfromsubjectingthemselvestotele-medicine.Theauthorsthuspresentanautomaticidentity
concealment system for pictures, the way it is designed in the GetBetter tele-medicine system
developed under a WHO/TDR grant. Based on open-source face- and eye-detection algorithms,
identityconcealmentisexecutedbyblurringtheeyeregionofadetectedfaceusingpixelshuffling.
Thismethodisshowntobenotonlyeffectiveinconcealingtheidentityofthepatient,butalsoin
preservingtheexactdistributionofpixelvaluesintheimage.Thisisusefulwhensubsequentimage
processingtechniquesareemployed,suchaswhenidentifyingthetypeoflesionsbasedonimages
oftheskin.
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INTRodUCTIoN

Technologyhasnotonlysignificantlyinfluencedthediscoveryofnewdrugsandmedicines,but
hasalsoalteredthewaypatientsarecaredfor.Indeed,theuseofinformationandcommunications
technology(ICT)inthevariousaspectsofhealthcaredeliveryhasspawnedarangeofservicesand
possibilities,underwhatisgenerallyknownase-health(Rifat,2004;Woottonetal.,2009).

E-healthservicesareoftenclassifiedintothreebroadareas,namelya)healthcareadministration;
b)trainingandeducation;andc)deliveryofclinicalcare.Eachoftheseareasofe-healthisofa
considerablerangeofsophistication,fromthosethatinvolveverylittleICTandautomation,tothose
thatareheavilydependentonthemostadvancedfeaturesandservicesthatICTcanpossiblydeploy.

Healthcareadministrationinvolvesthemanagementofhealth-relatedinformationandresources,
includinglogisticsissuesdealingwiththedeploymentofdoctors,monitoringofpublichealthmetrics,
aswellasautomatedsystemsanddecision-supportsystemsforhospitals,clinics,andotherhealth
institutions.Atitscoreisthemanagementofpatientrecords(Geissbuhler,Bagayoko,&Ly,2007;
Marcelo,2009).Indeed,centraltoalle-healthservices,evenineducationandtraining,andespecially
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inthedeliveryofclinicalcare, is theuseandthemanagementofpatientrecords.Educationand
trainingfordoctors,nurses,midwives,aswellasforhealthworkersofvariedlevelsofcompetencies,
alsodealwithpatientdata.Patientcasesareeitherusedasactualtestcasesfortraining(asmedical
casesinlectureslides,forexample),ormaybeusedinthecourseofanactualon-the-jobtraining
wherepatientrecordsareusedasbasisforassessmentandmanagementoflivepatients(Oliveiraet
al,2002;Geissbuhler,Bagayoko,&Ly,2007;Bediang,etal.,2015).

Theincreasinguseofelectronicinformationsystemsinhealthcareprovidesanewsetofchallenges
tothemaintenanceofpatientconfidentiality.PictureArchivingandCommunicationSystems(PACS)
provideacentralizedrepositoryforallimagingdata(Faggioni,2011)anddeliverdiagnosticimages
(e.g.,x-rays,CTscans,MRIscans)andradiologyreportselectronicallytocliniciansatthepoint-
of-care. Confidentiality in PACS and associated Radiology Information Systems (RIS) must be
maintainedonthesamebasisasanyotheraspectofthepracticeofmedicine.Standardsforpatient
confidentialityinRISandPACSaimtoclearlydefinehowpatientconfidentialityshouldbemaintained
withspecificregardtotheuseofPACS.ReadersmayrefertothefollowingURLforthestandards
oftheRoyalCollegeofRadiologistsforthestandardsontheconfidentialityofpatientrecordsinthe
United Kingdom: https://www.rcr.ac.uk/publication/standards-patient-confidentiality-and-ris-and-
pacs.Itisunderstoodthatsuchstandardscomplement,butnotreplace,thelegal,professionaland
contractualobligationsthatalreadyareinexistence.

Thesestandardsmayvaryfromonecountrytoanother,andsomecountrieshaveestablished
theirstandardswayaheadoftheothers.IntheU.S.,forexample,theHealthInsurancePortability
andAccountabilityAct(“HIPAA”)wascraftedin1996toimprovetheefficiencyandeffectiveness
ofthehealthcaresystem.ItrequiredtheU.S.DepartmentofHealthandHumanServices(HHS)to
adoptnationalstandardsforelectronichealthcaretransactionsandcodesets,uniquehealthidentifiers,
andsecurity.HHSpublishedaPrivacyRuleinDecember2000,whichwaslatermodifiedinAugust
2002(http://www.hhs.gov/ocr/hipaa).

The“PrivacyRule”,orthe“StandardsforPrivacyofIndividuallyIdentifiableHealthInformation”,
addressestheuseanddisclosureofindividuals’“protected”healthinformation,aswellasstandards
for individuals’privacyrights tounderstandandcontrolhowtheirhealth informationisused.A
majorgoalofthePrivacyRuleistoassurethatpatients’healthinformationarewellprotectedwhile
atthesametimeallowingfortheefficientflowofhealthinformationforthepropercareofpatients.
Therulestrikesabalancethatpermitsimportantusesofinformation,whileprotectingtheprivacy
ofpeoplewhoseekcareandhealing,andisdesignedtobeflexibleandcomprehensivetocoverthe
varietyofusesanddisclosuresthatneedtobeaddressed.

InthecaseoftheuseofICTinthedeliveryofclinicalcare,asthethirdareaofe-healthservices
thatisgenerallyreferredtoastele-medicine,therangeofpossibleusesofICTcangofromacrude
e-mailorfax-based“storeandforward”systemofpatientcases,allthewaytotele-surgerywhere
adoctorwhoisphysicallyfarfromtheoperatingroomisabletodoallorpartofthesurgeryvia
computer-controlledrobots(Vasallo,1999;Rodas,etal.,2005).Hereagain,thereisdirectaccessto
patientinformation,withthepatientpossiblysituatedatsomegeographicaldistancefromthehealth
professional.

Clearly,withtheincreasinguseofICTinthestorage,retrievalandexchange/sharingofmedical
informationintele-medicine,medicalrecordsarenolongerconfinedtophysicaldossiersstoredin
filingcabinets.Patientinformationmaybecollectedinonegeographiclocation,andthenuploaded
to somedatabase located inanother location (orpossibly in the“cloud”),and thenaccessed for
assessmentbyaphysician(andsharedbyandamongmedicaldoctors)locatedinyetanothergeographic
location(Vassallo,1999).

Certainly,incorporatingphotographswithmedicalimagesprovidetheadvantageofdecreasing
medicalerrorsandimproveddiagnosticcapabilities.Indeed,oneofthecommonproblemsinstoring
medicalimagesisthemislabelingormisidentificationofmedicalexaminationimages.Ramamuthryet
al.(2013)arguesforobtainingdigitalphotographsofpatientssimultaneouslywithallmedicalimaging



 

 

17 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/article/identity-concealment-when-uploading-

pictures-of-patients-in-a-tele-medicine-system/224002

Related Content

Modes of Delivering Psychotherapy: Investigating Technology
Ebrahim Oshni Alvandi, George Van Doornand Mark Symmons (2017). International

Journal of Reliable and Quality E-Healthcare (pp. 1-23).

www.irma-international.org/article/modes-of-delivering-psychotherapy/181627

A Practical Approach for Implementing the Additional Requirements of the

ISO 15189:2012 Revision
Fikriye Uras (2015). Laboratory Management Information Systems: Current

Requirements and Future Perspectives  (pp. 184-207).

www.irma-international.org/chapter/a-practical-approach-for-implementing-the-additional-

requirements-of-the-iso-151892012-revision/115613

Master-Slave Robotic System for Therapeutic Gastrointestinal Endoscopic

Procedures
Soon Chiang Low, Soo Jay Phee, S. W. Tang, Z. M. Thant, K. Y. Hoand S. C. Chung

(2008). Encyclopedia of Healthcare Information Systems (pp. 860-865).

www.irma-international.org/chapter/master-slave-robotic-system-therapeutic/13021

Informatics Application Challenges for Managed Care Organizations: The

Three Faces of Population Segmentation and a Proposed Classification

System
Stephan Kudybaand Theodore L. Perry (2010). Health Information Systems:

Concepts, Methodologies, Tools, and Applications  (pp. 1318-1327).

www.irma-international.org/chapter/informatics-application-challenges-managed-care/49933

Testing Hospital Quality Strategic Determinants
Maria do Carmo Caccia-Bava, Sarah L. Smith, Jennifer L. Mabryand Tor Guimaraes

(2022). International Journal of Healthcare Information Systems and Informatics (pp.

1-21).

www.irma-international.org/article/testing-hospital-quality-strategic-determinants/314221

http://www.igi-global.com/article/identity-concealment-when-uploading-pictures-of-patients-in-a-tele-medicine-system/224002
http://www.igi-global.com/article/identity-concealment-when-uploading-pictures-of-patients-in-a-tele-medicine-system/224002
http://www.igi-global.com/article/identity-concealment-when-uploading-pictures-of-patients-in-a-tele-medicine-system/224002
http://www.irma-international.org/article/modes-of-delivering-psychotherapy/181627
http://www.irma-international.org/chapter/a-practical-approach-for-implementing-the-additional-requirements-of-the-iso-151892012-revision/115613
http://www.irma-international.org/chapter/a-practical-approach-for-implementing-the-additional-requirements-of-the-iso-151892012-revision/115613
http://www.irma-international.org/chapter/master-slave-robotic-system-therapeutic/13021
http://www.irma-international.org/chapter/informatics-application-challenges-managed-care/49933
http://www.irma-international.org/article/testing-hospital-quality-strategic-determinants/314221

