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ABSTRACT

The use of Cloud Computing in the mobile networks offer more advantages and possibilities to the mobile 
users such as storing, downloading and making calculation on data on demand and its offer more re-
sources to these users such as the storage resources and calculation power. So, Mobile Cloud Computing 
allows users to fully utilize mobile technologies to store, to download, share and retrieve their personal 
data anywhere and anytime. As many recent researches show, the main problem of fully expansion and 
use of mobile cloud computing is security, and it’s because the increasing flows and data circulation 
through internet that many security problems emerged and sparked the interest of the attackers. To face 
all this security problems, we propose in this paper an authentication and confidentiality scheme based 
on homomorphic encryption, and also a recovery mechanism to secure access for mobile users to the 
remote multi cloud servers. We also provide an implementation of our framework to demonstrate its 
robustness and efficiently, and a security analysis.

INTRODUCTION

The use of mobile technologies grew by a phenomenal way during the recent years. According to the 
annual report of Ericsson mobile traffic increased by 55% between 2013 and 2014, more than 4 billion 
smartphones available on the market in 2016, and 90% of the world population will have a smartphone 
by 2020. The use of cloud computing has contributed directly to increasing use of mobile services, 
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because it allows users to freely access and use different platforms and applications, and it allows them 
to store their data in remote servers that they can access anytime and anywhere.

The major concern of the use of Cloud Mobile is security (Fernando, Seng, & Rahayu, 2013) be-
cause many attackers constantly try to take advantage of vulnerabilities in mobile networks to access 
data stored in the remote cloud servers. The use of multi Cloud Computing (Ardagna, 2015) instead of 
single cloud allowed to offer more possibility in terms of security and data management (Tebaa, & El 
Hajji, 2014; Aljawarneh, 2011). It allows among others to reduce the risk of data loss, it duplicates the 
resources and allows dividing the security tasks across multiple servers.

Despite the use of multi cloud services, there are still number of security concerns that are related 
to the limitation of mobile device resources, the possibility of connection through any network even 
if it is not secure and lack of authentication and encryption platforms in the majority of the existing 
mobile applications, in addition to the risk of infection by worms or other malicious codes (Aljawarneh 
& others, 2016).

The aim of our work is to develop a security platform that allows user authentication and data en-
cryption. We will use for that the properties of homomorphic encryption to generate a robust electronic 
signature. Then we’ll use the features of multi Cloud computing to enhance the authentication mechanism 
by dividing the verification tasks on different virtual machines so that an attacker will never be able to 
recover or intercept passwords or some other personal information of the concerned mobile user. We will 
also use a mechanism that classify the data according to their degree of sensitivity and generates a new 
password for each new connection to reduce the risk that an attacker can gain access to user’s account. 
As high availability is one of the main aspects of security in Mobile Cloud Computing networks, we 
developed a recovery mechanism by adding a new backup server, which communicates with the storage 
server and can take over in case of infection and attacks or when the storage server is down.

The rest of paper is structured as follows. In section 2 we discuss some security notion that will 
be used in our framework, we enumerate some security issue of mobile networks in Cloud and Multi 
Cloud Computing and we present some related works. In section 3 we present our proposed framework, 
and we detail the generation of the homomorphic signature, the authentication and the confidentiality 
mechanism, and the recovery scheme. We present also a security analysis to prove the robustness of our 
framework. In section 4 we conclude the paper.

SECURITY CONCERN IN MOBILE CLOUD COMPUTING

Preliminaries

In this part, we will present some concepts that we used in designing our model, including the multi 
cloud computing, homomorphic encryption and security requirements in MCC, and we will present the 
main threats and attacks in a MCC environment.

Mobile Multi Cloud Computing

Mobile Cloud Computing is a model where applications and mobile data are downloaded stored and 
hosted using cloud computing technology. This technology allowed changing our lives because all data, 
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