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ABSTRACT

Healthcare sector is under pressure to reduce costs while delivering high quality of care services. This
situation requires that clinical staff, equipment and IT tools to be used more equitably, judiciously and
efficiently. In this sense, collaborative systems have the ability to provide opportunities for healthcare
organizations to share resources and create a collaborative working environment. The lack of interop-
erability between dissimilar systems and operating costs are the major obstacle to the implementation
of this concept. Fortunately, cloud computing has great potential for addressing interoperability issues
and significantly reducing operating costs. Since the laws and regulations prohibit the disclosure of
health information, it is necessary to carry out a comprehensive study on security and privacy issues
in cloud computing. Based on their analysis of these constraints, the authors propose a simple and ef-
ficient method that enables secure collaboration between healthcare institutions. For this reason, they
propose Secure Multi-party Computation (SMC) protocols to ensure compliance with data protection
legislation. Specifically, the authors use Paillier scheme to protect medical data against unauthorized
usage when outsourcing computations to a public cloud. Another useful feature of this algorithm is the
possibility to perform arithmetic operations over encrypted data without access to the original data. In
fact, the Faillier algorithm is an efficient homomorphic encryption that supports addition operations on
ciphertexts. Based on the simulation results, the proposed framework helps healthcare organizations to
successfully evaluate a public function directly on encrypted data without revealing their private inputs.
Consequently, the proposed collaborative application ensures privacy of medical data while completing
a task.
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1. INTRODUCTION

The adoption of collaborative software or groupware in healthcare domain would inevitably improve
patient services (Lee & Leu, 2016). Indeed, it allows healthcare ecosystem to share data and tools ef-
ficiently. The ability of this model to easily build a collaborative environment has significantly attracted
the attention of healthcare institutions. Despite its remarkable ability to facilitate coordination and data
exchange, this concept requires massive investment in hardware and software. In this respect, we propose
a highly efficient approach and framework to encourage communication and effective teamwork among
healthcare professionals. This can be achieved by using cloud technology which ensures cost reduction,
greater flexibility, elasticity and optimal resource utilization (Mell & Grance, 2009; Shameem, Johnson,
Shaji, & Arun, 2017). Additionally, customers take advantage of a flexible usage-based pricing system
for an optimal use of cloud resources (Arinze & Anandarajan, 2010). More precisely, metering and
reporting tools are generally based on real-time usage and the quality-of-service requirements of cloud
services. The features and characteristics of cloud are summarized in the Figure 1.

Although cloud services offer significant potential and advantages, the utilization of off-site solu-
tions raise numerous security issues (Marwan et al., 2018). In order to use cloud services safely, it is of
paramount importance to explore and seriously address cloud security risks. The next step is to design
and develop a cloud platform that enables secure collaboration among medical professionals. The pri-
mary contribution of this research consists in using Secure Multi-party Computation (SMC) protocol in
conjunction with Pallier cryptosystem to protect patient privacy against unauthorized users. Concretely,
this technique enables various parties to conduct operations over distributed data without revealing
confidential information. In reality, SMC protocol is widely used to guarantee data privacy in various

Figure 1. Definition of cloud computing according to NIST

'

Broad Network Rapid Measured On-demand )
Access elasticity service Self-service Essential

Resorce characteristics
pooling

Software as a Platform as a Infrastructure as a Service
service (Saas) service (PaaS) service (laaS) models
Deployment
models

1529



18 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/a-cloud-based-solution-for-collaborative-and-

secure-sharing-of-medical-data/224645

Related Content

Feedback-Based Resource Utilization for Smart Home Automation in Fog Assistance loT-Based
Cloud

Basetty Mallikarjuna (2020). International Journal of Fog Computing (pp. 41-63).
www.irma-international.org/article/feedback-based-resource-utilization-for-smart-home-automation-in-fog-assistance-iot-
based-cloud/245709

Big Data Analytics Demystified
Pethuru Raj (2014). Handbook of Research on Cloud Infrastructures for Big Data Analytics (pp. 38-73).

www.irma-international.org/chapter/big-data-analytics-demystified/103210

Cloud in Enterprises and Manufacturing

(2014). Pervasive Cloud Computing Technologies: Future Outlooks and Interdisciplinary Perspectives (pp.
150-164).

www.irma-international.org/chapter/cloud-in-enterprises-and-manufacturing/99404

Designing Instruction and Professional Development to Support Augmented Reality Activities
Kelly M. Torresand Aubrey Statti (2021). International Journal of Fog Computing (pp. 18-36).
www.irma-international.org/article/designing-instruction-and-professional-development-to-support-augmented-reality-
activities/284862

The Impact of Balance Score Card Implementation on Supply Chain Firms

Josiah Edmondand Fawzy Soliman (2015). Business Transformation and Sustainability through Cloud
System Implementation (pp. 240-257).
www.irma-international.org/chapter/the-impact-of-balance-score-card-implementation-on-supply-chain-firms/129716



http://www.igi-global.com/chapter/a-cloud-based-solution-for-collaborative-and-secure-sharing-of-medical-data/224645
http://www.igi-global.com/chapter/a-cloud-based-solution-for-collaborative-and-secure-sharing-of-medical-data/224645
http://www.irma-international.org/article/feedback-based-resource-utilization-for-smart-home-automation-in-fog-assistance-iot-based-cloud/245709
http://www.irma-international.org/article/feedback-based-resource-utilization-for-smart-home-automation-in-fog-assistance-iot-based-cloud/245709
http://www.irma-international.org/chapter/big-data-analytics-demystified/103210
http://www.irma-international.org/chapter/cloud-in-enterprises-and-manufacturing/99404
http://www.irma-international.org/article/designing-instruction-and-professional-development-to-support-augmented-reality-activities/284862
http://www.irma-international.org/article/designing-instruction-and-professional-development-to-support-augmented-reality-activities/284862
http://www.irma-international.org/chapter/the-impact-of-balance-score-card-implementation-on-supply-chain-firms/129716

