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ABSTRACT

This chapter focuses on the key challenges in
the design of multimedia-based scalable tech-
niques for threat management and security of
information infrastructures. It brings together
several multimedia technologies and presents a
conceptual architectural framework for an open,
secure distributed multimedia application that is
composed of multiple domains employing different

security and privacy policies and various data
analysis and mining tools for extracting sensi-
tive information. The challenge is to integrate
such disparate components to enable large-scale
multimedia applications and provide a mechanism
for threat management. The proposed framework
provides a holistic solution for large-scale dis-
tributed multi-domain multimedia application
environments.
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INTRODUCTION

Security of information infrastructures, both
in public or private sectors, is vital to overall
national security goals. Such infrastructures
provide capabilities for gathering, managing,
and sharing vital information among numerous
organizations that can form large e-enterprises and
generally interoperate in the form of a federation
of autonomous domains (Joshi, Ghafoor, Aref, &
Spafford, 2001; Thuraisingham, 2003). Informa-
tion shared among multiple domains can come in
various forms including text, audio, video, and
images which can increase the complexity of se-
curity and privacy management. The key security
challenges include integration of diverse security
policies of collaborating organizations into a co-
herent capability for protecting information and
using collaborative knowledge for detecting and
responding to any emerging threats. In addition,
information privacy is generally an overriding
concern (Adams & Sasse, 1999). Furthermore, a
plethora of data analysis and mining tools have
emerged that cyber defenders can use to extract
sensitive information from public and private
multimedia applications and detect patterns
and activities indicating potential threats to an
infrastructure. Thus, two key challenges to the
design of multimedia-based scalable techniques
for threat management and security of informa-
tion infrastructures are data mining and security,
which we briefly overview in the next section.

KEY ISSUES IN DATA MINING
AND MULTIMEDIA SECURITY

Multimedia Data Analysis and Mining

Emerging multimedia applications require
large-scale integration, mining, and analysis of
multimedia data that is generally distributed over
multiple security domains. Most of these appli-
cations use sensitive information for identifying

complex threat actions that cannot be detected
viareal-time monitoring as such actions can take
place over relatively long timeframes. Examples
of such applications include detecting the spread
of an epidemic and monitoring deterioration of
the environment. However, today, data no longer
appears in the text form only. Instead, the infor-
mation from different sources may be in the form
of text, image, video, audio, or multimedia docu-
ments consisting of several multimedia objects
that are tightly synchronized both in space and
time (Little & Ghafoor, 1990). Unlike mining
the relational data, multimedia data mining is a
more complex issue due to the sheer volume and
heterogeneous characteristics of the data and the
spatial and/or temporal relationships that may
exist among multimedia data objects.

Mining multimedia data has recently been
addressed in the literature (Chen et al., 2003a;
Chen et al., 2004; Thuraisingham, 2003). Most
of the existing approaches, however, provide lim-
ited capabilities in terms of content analysis and
generally do not exploit correlations of multiple
data modalities originating from diverse sources
and/or sensors. Real-time mining and correlating
of multi-modality data from distributed sources
and using security-oriented spatio-temporal
knowledge can assist in identifying potential
threats and ensuring security of large-scale
infrastructures (e.g., in command and control
environments). In a broader perspective, both
long-ranged and real-time data analysis and min-
ing techniques are needed to allow multi-level
content analysis and representation of multimedia
data at different levels of resolution to facilitate
information classification that has security and
privacy implications.

Security Policy and Privacy Manage-
ment

The multi-modality nature of data and the unique

synchronization and quality of service (QoS)
requirements of multimedia information systems

1379



16 more pages are available in the full version of this document, which may be
purchased using the "Add to Cart" button on the publisher's webpage: www.igi-
global.com/chapter/multimedia-based-threat-management-information/23164

Related Content

M-Commerce Security: Assessing the Value of Mobile Applications Used in Controlling Internet

Security Cameras at Home and Office — An Empirical Study
Ahmed Elmorshidy (2021). International Journal of Information Security and Privacy (pp. 79-97).

www.irma-international.org/article/m-commerce-security/289821

Client-Side Detection of Clickjacking Attacks

Hossain Shahriarand Hisham M. Haddad (2015). International Journal of Information Security and Privacy (pp.
1-25).

www.irma-international.org/article/client-side-detection-of-clickjacking-attacks/145407

Evaluation of Security Architectures for Mobile Broadband Access

Symeon Chatzinotas, Jonny Karlsson, Géran Pulkkisand Kaj Grahn (2008). Handbook of Research on
Wireless Security (pp. 759-775).
www.irma-international.org/chapter/evaluation-security-architectures-mobile-broadband/22083

OCTAPACE Human Resource Development Culture Impact on Bank Performance

Jyotirmaya Mahapatraand Dinesh Kumar (2014). International Journal of Risk and Contingency Management
(pp. 42-54).
www.irma-international.org/article/octapace-human-resource-development-culture-impact-on-bank-performance/116707

Designing Information Systems and Network Components for Situational Awareness

Cyril Onwubiko (2012). Situational Awareness in Computer Network Defense: Principles, Methods and
Applications (pp. 104-123).
www.irma-international.org/chapter/designing-information-systems-network-components/62378



http://www.igi-global.com/chapter/multimedia-based-threat-management-information/23164
http://www.igi-global.com/chapter/multimedia-based-threat-management-information/23164
http://www.irma-international.org/article/m-commerce-security/289821
http://www.irma-international.org/article/client-side-detection-of-clickjacking-attacks/145407
http://www.irma-international.org/chapter/evaluation-security-architectures-mobile-broadband/22083
http://www.irma-international.org/article/octapace-human-resource-development-culture-impact-on-bank-performance/116707
http://www.irma-international.org/chapter/designing-information-systems-network-components/62378

