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ABSTRACT

With the advancement of communication and information technology, the internet has become used as a 
platform for computing and not only a way of communications networks. Accordingly, the large spread 
of cloud computing led to the emergence of different privacy implications and data security complexi-
ties. In order to enhance data security in the cloud, the authors propose in this chapter the use of an 
encryption box, which includes different cryptosystems. In fact, this step gives the user the opportunities 
to encrypt data with an unknown algorithm and makes a private key before the storage of data in the 
host company servers. Moreover, to manage the encryption database, the authors propose a quantum 
approach in search based on Grover’s algorithm.

INTRODUCTION

In general terms, the cloud computing refers to the ability to access and manipulate, the stored data and 
the computer applications run somewhere else’s in the servers of the host companies via the internet, 
using any internet-enabled platform, including smart phones. The cloud computing is used by companies 
in all industries and for different services this includes: Web-based email services such as Yahoo and 
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Microsoft Hotmail, Photo storing services such as Googleis Picassa, spreadsheet applications such as 
Zoho, online computer backup services such as Mozy, Applications associated with social networking 
sites such as Face book and much others. This technology, allows companies to buy IT resources as a 
service, in the same way that they consume electricity, instead of having to build and maintain internal IT 
infrastructures (Gupta & Agrawal, 2016; Papazoglou & van der Heuval, 2007). Also, the cloud comput-
ing offers several advantages and benefits for users such as self-service provisioning which allows users 
to access any on-demand computing resource, elasticity offers the opportunity to increase or decrease 
the consumption of resources according to the needs of the company and pay per use allows companies 
to pay only for the resources consumed (Papazoglou & van der Heuval, 2007). At the same time, the 
cloud is a multifaceted challenge includes technical and laws, obstacles this includes trust the operators, 
the question of intellectual property. Therefore, we must be found the achievement of a balanced rela-
tionship that guarantees the user rights and the economic return of the company. Recently, the scandal 
Facebook-Cambridge Analytica showed how the host companies reckless the user privacy. Therefore, the 
user in his relationship with the company has been always in a weak position, because he cannot verify 
compliance with the security mechanisms declared as security requirements. Accordingly, the cloud is 
represented a black box for the user. In order to give the users more control of data and more trust we 
propose in this paper to protect the privacy in the cloud via encryption box which includesvdifferent 
classical cryptosystems (Amellal et al., 2018; Armbrust et al., 2009).

The paper is organized as follows: In Sec. II, The complexities of privacy in cloud computing. In Sec.
III, Cloud computing services. In Sec.IV, our proposition to protect data and privacy in cloud. Finally, 
conclusion is drawn in the last section.

THE COMPLEXITIES OF PRIVACY IN CLOUD COMPUTING

The privacy implications of cloud computing services introduce a number of unidentified parameters in 
the management, which makes the relation between the service providers and users are unclear. When 
customers store their data on host companies’ servers, they lose a degree of control over their sensitive 
information. Accordingly, the responsibility of data security against all menaces including hackers and 
internal data breaches then falls into the hands of the hosting company rather than the individual user. 
Moreover, different companies could even readily sale the user’s sensitive information with marketing 
firms. Therefore, there is a big risk in putting our data in someone else’s hands (Taylor & Francis, 2018).
Therefore; many internet users believe that the safest approach is to maintain sensitive information under 
your own control. One of the problems with cloud computing is that technology is frequently light years 
ahead of the law. There are many questions about privacy that need to be answered such as:

•	 Who are the interferers in cloud computing?
•	 Does the user or cloud computing own the data?
•	 What are their limits, roles and responsibilities?
•	 Can the host deny a user access to their own data?
•	 Where is the data reserved?
•	 How is the data replicated?
•	 What are the relevant legal rules for data processing?
•	 How will the host companies meet the expected level of data security and privacy?
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