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ABSTRACT

With the advent of wireless and mobile net-
works, the Internet is rapidly evolving from a
set of connected stationary machines to include
mobile handheld devices. This creates new op-
portunities for customers to conduct business
from any location at any time. However, the
electronic commerce technologies currently
used cannot be applied directly since most were
developed based on fixed, wired networks. As a
result, a new research area, mobile commerce,
is now being developed to supplement existing
electronic commerce capabilities. This chapter
discusses the security issues related to this new

field, along with possible countermeasures, and
introduces a mobile agent based solution for
mobile commerce.

INTRODUCTION

The Internet has been steadily growing at a rapid
speed since its commercialization. The fast and
convenient characteristics of the Internet attracta
wide variety of users all over the world. Because
of its ability to reach more potential customers,
the Internet is changing the nature of business
from a traditional model based on face-to-face
negotiations to a more advanced model utiliz-
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ing electronic commerce (e-commerce). People
all over the world can sell, buy and trade goods
online as long as they can access the Internet. As
aresult of recent advances in wireless and mobile
network technology, accessing the Internet has
become even more convenient. Users can now
access the Internet with a handheld device from
any location at any time they choose. This wire-
less technology evolution further broadens the
scope of business from e-commerce to mobile
commerce (m-commerce). Most major companies
have foreseen this and devoted a significant ef-
fort to developing new m-commerce systems to
facilitate this trend. However, the migration from
e-commerce to m-commerce is not as easy as it
first appears because all the existing e-commerce
technologies were developed for wired networks,
which are more reliable, more secure and faster
than wireless and mobile networks. Therefore,
without major revisions the current e-commerce
technologies cannot be applied directly to m-
commerce. This chapter addresses this issue by
discussing possible solutions based on the use of
mobile agent technology to overcome the underly-
ing hardware limitations of m-commerce.

In order to fully deploy m-commerce for busi-
ness, there are two levels of security requirements
thatmustbe satisfied. The lower level requirement
is the need for a secure wireless infrastructure to
protect each individual wireless communication
and the higher level requirement is for a secure
protocol with which to conduct mobile payment
and business transactions, thus protecting the
legitimate security concerns of the three parties
involved, namely the customer, the merchant,
and the bank. Wireless communication security
is a serious problem for all wireless applications
that must transmit data securely through an open
airwave communication medium. IEEE 802.1x
(IEEE, 2001) defines the standard for wireless
authentication, key distribution, network monitor-
ing, and similar issues. This standard uses EAP
(Extensible Authentication Protocol) (Blunk &
Vollbrecht, 1998) and its supported algorithms

to authenticate exchanged messages. The algo-
rithms supported by EAP are MD5 (Message
Digest5), TLS (Transport Layer Security) (Aboba
& Simon, 1999; Dierks & Allen, 1999), TTLS
(Tunneled TLS) (Funk & Blake-Wilson, 2002),
LEAP (Lightweight EAP), and PEAP (Protected
EAP) (Hakan, Josefsson, Zorn, Simon & Palekar,
2002). The security community has agreed that
cryptography is the only solution to the problem
of ensuring authenticity, privacy and integrity
for communications through insecure media
and many encryption algorithms have been
developed over the past few decades. However,
in a wireless environment with limited physical
resources, most existing encryption algorithms
are too computationally intensive. A lightweight
encryption algorithm with an acceptable degree
of security strength is a possible solution to this
dilemma. Although the lower level security re-
quirement, wireless communication security, is
the topic of considerable ongoing research and is
avital preliminary to the deployment of all wire-
less applications, this chapter will instead focus
on the higher level security requirement, mobile
payment and transaction security.

A business transaction is likely to involve a
secure negotiation made up of many back and
forth messages. However, due to their limited
bandwidth, mobile handheld devices cannot af-
ford to receive and respond to those messages
individually. To resolve this problem, the use of
mobile software agent technology could provide
apossible solution. The handheld device launches
asmart mobile agent containing all the necessary
negotiation and shopping logics to the Internet.
The agent shops around and makes decisions based
on the contained logics and returns only the final
resultto the customer viathe handheld device. The
handheld device verifies the result and performs
the final transaction, that is, the actual purchase.
In this way, the number of messages exchanged
can be reduced considerably. Another advantage
of using mobile agent technology is that it is not
necessary for the handheld device to stay online
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