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ABSTRACT

Heating, ventilation, and cooling (HVAC) is the largest source of residential energy
consumption.Occupancysensors’datacanbeusedforHVACcontrolsincetheyindicate
thenumberofpeopleinthebuilding.HVAC/sensorinteractionsshowtheessentialfeatures
of a typical cyber-physical system (CPS). However, there are communication protocol
incompatibilityissuesintheCPSinterfacebetweenthesensorsandthebuildingHVAC
server. Through either wired or wireless communication links, the server always needs
tounderstandthecommunicationscheduletoreceiveoccupantvaluesfromsensors.This
paper proposes two hardware-based emulators to investigate the use of wired/wireless
communicationinterfacesforoccupancysensor-basedbuildingCPScontrol.Theinteraction
schemebetweensensorsandHVACserverwillbediscussed.Theauthorshavebuilttwo
hardware/softwareemulationplatformstoinvestigatethesensor/HVACintegrationstrategies.
Thefirstemulatordemonstratestheresidentialbuilding’senergycontrolbyusingsensors
andRaspberrypiboardstoemulatethefunctions/responsesofastaticthermostat.Inthis
case,roomHVACtemperaturesettingscouldbechangedinreal-timewithahighresolution
basedonthecollectedsensordata.Thesecondemulatorisbuilttoshowtheenergycontrol
incommercialbuildingbytransmittingthesensordataandcontrolsignalsviaBACnetin
HVACsystem.Bothemulatorsdiscussedaboveareportable(i.e.,allhardwareunitscan
beeasilytakentoanewplace)andhaveextremelylowcost.Thisresearchteststhewhole
systemwithYABE(YetAnotherBACnetExplorer)andWebCTRL.

KEywoRdS
Cyber-Physical Systems (CPS), Energy Saving, HVAC, Real-Time Emulators, Wireless Sensor 
Networks



International Journal of Cyber-Physical Systems
Volume 2 • Issue 1 • January-June 2020

34

1. INTRodUCTIoN

The Heating, ventilation, and air conditioning (HVAC) system provides thermal
comfort and acceptable indoor air quality. It is the single largest contributor to a
home’s energy bills, accounting for 43% of residential energy consumption in the
U.S.,and61%inCanadaandtheU.K.,whichhavecolderclimates(E.P.B.S.Energy
1997;Rathouse&Young2004).Studieshaveshownthataround25%ofthisenergy
could be saved by turning off HVAC system in residential/commercial buildings
whennobodyisinside(I.E.Center2010).An20%-30%reductioninHVACenergy
translates to thesavingsofabout$15permonth for theaveragehouseholds in the
U.S.Inorder to improveHVACsystemsandsaveenergyat thesametime,several
communicationprotocolsamongHVACunitshavebeendeveloped,suchasBuilding
Automation Control Network (BACnet), Modbus, Local Operating Network (Lon
Works)andLonTalk.

Toobservetheimpactsofsensors-HVACcommunicationsontheenergysavings,
wehaveusedrealhardwaretoemulatetwoscenariosinthiswork:energysavingcontrol
in commercial or residential buildings. Commercial building consists of multiple
singleofficesandclassrooms,whileresidentialbuildingsrefertoindividualhouses.
Insideeachroom,differentoccupancysensorsareusedtocountpeople.Thesensors
includebutnotlimitedto:CO2sensors,PIRsensors,imagesensors,andaccumulated
sensors.Thecommunicationsbetweensensorscanbebuiltviawiredorwirelesslinks.
Thewirelessconnectionscouldusedifferenttypesofcommunicationprotocols,such
asWi-Fi,Bluetooth,etc.Incontrast,wiredcommunicationcanbeachievedbyusing
EthernetorUSBconnection,etc.

The interactions between occupancy sensors and HVAC controllers have the
essentialfeaturesofatypicalCyber-PhysicalSystem(CPS):(1)Physical-to-Cyber:
Thephysicalobjects(occupantsinthebuilding)needtobecountedinrealtimein
ordertobettercontrolthefan/temperaturelevelsoftheHVAVsystems.Suchphysical
parameters(i.e.,thenumberofoccupantsinanyregion/roomofabuilding)canbe
capturedbyusingcyberunits(i.e.,computinghardware/software).Hereweusewireless
microsensors toserveascyberunits.Thesensorscan report thephysical status to
aHVACserverinreal time.(2)Cyber-to-Physical:Thecyberunitscanbeusedto
changethephysicalworld.Inthiscase,thesensordatawillbeprocessedtofindout
thedistributionsofoccupantsindifferentregionsofalargebuilding.Thus,wecan
changethephysicalobjectsbasedoncyberdata.Forexample,wecantunethefan/
aircirculationlevelsofHVACunitsintheseregions.

ThearchitectureofsuchabuildingCPS is illustrated inFigure1.Therecould
bevarioususesofoccupancysensors. Inparticular, theycan improve the security
levelsofhomesandoffices.Theycanalsosaveenergybyefficientlycontrollingthe
roomtemperature,lightingandappliances.Occupancysensorsgenerallyuseahuman
motiondetectorwitha timer.SomeothersmeasureCO2level,acousticsignals,or
humanimages.
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