
DOI: 10.4018/IJCWT.295867

International Journal of Cyber Warfare and Terrorism
Volume 12 • Issue 1 


Copyright©2022,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



*Corresponding Author

1

Fake Identities in Social Cyberspace:
From Escapism to Terrorism
Lev Topor, ISGAP, USA & Woolf Institute, University of Cambridge, USA & CCLP, University of Haifa, Israel*

 https://orcid.org/0000-0002-1836-5150

Moran Pollack, Bar Ilan University, Israel

 https://orcid.org/0000-0003-2746-5898

ABSTRACT

Personation,theactofassuminganother’sidentitywiththeintenttodeceive,isanancientphenomenon.
Inthisarticle,theauthorsseektoresearchonlineimpersonationandtouncoverthecausesofthis
phenomenon.Theydosobyanalyzingandcomparingseveralcasestudieswhilereferringtomore
traditionalconceptsofsocialidentity.Asdiscovered,ontheonehand,userscancreatefakeidentities
toenhancetheirpersonalitiesforpersonalreasonssuchasvoyeurismorasmeansofescapingreality,
orevenpromotehumanrightsbyavoidinglocalauthoritariancensorship.Ontheotherhand,malicious
usersliketerroristsorcriminalsmanipulateonlineuserswithphishingattemptsandfrauds,making
socialcyberspacelesssecure.
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INTRodUCTIoN

Numerousrecentincidentsofpersonations–fakeprofiles-onsocialcyberspace(SCS)haveraised
concernsandcriticismontheeasewithwhichmanipulationandfraudcanbemade;cyber-safety
hasbecomeasought-afterconcern.Specifically,aconcernovertheeaseofutilizingfakeidentities
for negative causes like terrorism, crime and disinformation (Dodel & Mesch, 2019; Clifford,
2019;UNICRI,2020).Cyber-safetyhasgrowntobeaconcernofmanytechnologicalcompanies.
Forinstance,Facebookhasshutdown583millionfakeprofilesinthefirstquarterof2018since
theyviolatedFacebook’spoliciesandtermsofservice(Griffin,2018).Moreover,accordingtothe
October2020homelandthreatassessmentbytheDepartmentofHomelandSecurity(DHS),cyber
espionageandcybercrimeareamongthemostprobablethreatstopeopleintheUnitedStates(US)
andelsewhere(DHS,2020).

Interestingly, personation, the act of making and taking a fake identity in order to deceive
somebodyelse isanancientphenomenon thatwasused throughouthistorybywriters,criticsof
theauthorities,terroristsandcriminalsalike.Inthisarticleweaimtodevelopadiscussiononthe
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implicationsandusagesofthisphenomenoninSCS,specificallysocialnetworksitesandanonymous
platformslikedarkwebs.Ourresearchquestionissimple–Whywebusersusefakeidentities,and
whatfor?Ourattempttoanswerthisquestionisachievedthroughacomparativeanalysisofvarious
selected cases of impersonation alongside a constant comparison to different variations of fake
identities,aimedtodiscoverthekeytypesoffakeidentities.Moreover,asdescribedfurtheron,the
factthatwe(bothauthors)weresubjecttoanattemptofinformationgatheringcreatedthemotivation
toresearchandanalyzethisphenomenon.

WediscoveredthatmalicioususersutilizeSCSplatformstocommitnegativeactssuchasfraud,
identity theft, espionage, terrorismandothermanipulations.Thosewhooncedeceived innocent
peopleonthebusystreetsofourcitiesarecurrentlydeceivinginnocentpeopleinSCS.However,it
isimportanttomentionthattheterm“fake”isnotdichotomous.Currently,agreatnumberofsocial
networkusersmanipulateandenhancecertaincharacteristicsoftheiridentities,theirprofiles,for
personalneedssuchasmeansofescapingrealityorvoyeurism,somefindlovewhilepresenting
onlythepositivefactsaboutthemselveswhilehidingthenegative,someevenpromotehumanrights
whileevadinglocalauthoritariancensorshipbycreatingfakeidentitiesorusingprivacyplatforms
suchasthedarkweb.Eventhoughthegreatandimmediatedangerisindeedterrorism,crimeand
fraud,wehavediscoveredthattherearesomeshadesofgreywithinthisphenomenon.Thatis,cases
ofescapismcantrulybenefittheoneswhofakeit–whofakeorenhancetheirpersonalities.Insome
cases,itcanbedifficulttoidentifyhow“fake”aprofileis,whetherit’sshadeistoodarkorwhether
itsshadeislightenoughtobeconsideredsociallyandlegallylegitimate.

Conceptual Framework: Identity on Social Cyberspace
Identityisdefinedasacomplexstructureofpersonalpsychologicalandextrovertedsociologicalset
ofcharacteristics.Psychologically,one’sidentitycontainsobjectivetraitssuchasthewayoneacts
andmoresubjectivetraitssuchasthewayonethinksheacts,howothersperceivehimandhowone
wantsotherstoperceivehimorhowonethinksothersperceivehim(Elliott,2019,1-45;Jenkins,
2014,1-16;Burke&Stets,2009,1-3,18-32,61-89).Thedefinitionofidentitycanbeexpandedand
explainedinamoreextrovertedandphysicalmanner–one’sdescriptivecharacteristics.Forinstance,
bodystructureandshape,facialshapeandexpressions,height,weight,skincolorandtone,haircolor,
toneandtype.Additionally,one’sidentityhasbirth-relatedcharacteristicssuchasage,sexandgender,
placeofbirth,family,friendsandrelationshipsandlastbutcertainlynotleast,thesocio-economic
environmentinwhichonewasborn(Suh,2012).

Identity isa socialconcept; it is tangled in thebroaderhumancircleandpublicsphereand
cannotbeseparatedfromvarioussociallife-relatedcircumstances.Therefore,identitycanevenbe
consideredasatypeofbehavioralstrategy,itisculturallyinfluenced,andonecanevenadapthis/hers
identitytohis/hertargetaudiences.Moreover,aswelatershowinouranalysisofidentitytypesand
fakeidentities,notonlypsychologicalorperceptionrelatedtraitsandcharacteristicscanbeadapted,
concealedorenhanced,butevenphysicalcharacteristicscanbemanipulatedinSCS.Whenoneenters
asocialenvironment,themembersofthatspecificsocialsphere,thecommunity,constantlyseekand
examineinformationabouthim/her.Thecommunityisinterestedinhis/hersphysical,psychological
andsocialcharacteristicssuchasgender,ageorcolor,language,mannersandsocio-economicstatus.
Thisinformationhelpsmembersofthecommunitytodefinethesituationandassessthepersonality
theyinteractwith.Further,communitymemberscanevensignalortellothermembersofwhatto
expectfromthementionedobject(Goffman,1959,46-75).

Withthecontemporaryageofwebandinformationandthedevelopmentandproliferationof
SCS,physicalpresencebecameoflessimportanceand,aswehavewitnessedworldwide,criseslike
theCoronaviruspandemicmaderealworldsocialinteractionsverylimited,masksmadeitdifficult
toperceiveandunderstandsituations.Socialisolationevenledtoanincreaseinmortality(Miller,
2020).Inthecontextofthisarticle,perceptionisatermwhichwasgenerallyrelatedtorealsocial
interactionsbutnowSCSplatformsredefinetheterm.Theabsenceofaphysicalpresenceandthe
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