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ABSTRACT

Phishingisacrimewherethevictimiscontactedbyanattackerposingasatrustworthysourceand
luresthemintoprovidingsensitiveinformation.Thisworkmakessurethattimedelayisaverted,
andtheattackcanbethwartedwithfewercomputationalresources.Tosolvetheabove-mentioned
problem,awebbrowseradd-onthatworksasabackgroundscriptontheclientsideisimplemented.
All the background scripts are made cross-platform compatible tomake the development easier
andmoreefficient.Thecontributioninthispaperisthenewadd-on,Off-the-Hook-Plus.Themain
objectiveofthisOff-the-Hook-Plusistofindifthewebpagethattheuservisitsisaphishornot.The
pageredirectlogsalongwiththepagedetailsareusedtofindifthesiteisaphishornot.Andthen,
ifthesitehappenstobeaphish,thesimilarlookingsite,whichthiswebpagetriestoimpersonate,
isgiven.Tomaketherepeatedaccessesfaster,awhitelistismaintained,whereallthesafesitesare
logged.Theadd-onisexperimentallyevaluated,andtheresultsarediscussedandfoundtobeeffective.
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1. INTRodUCTIoN

Inthissection,howtheissueofphishingbeganandhowitwastriedtobecurbedbothinpolicy
writingandthatofitsimplementationarediscussedindetail.

TheInternethaditshumblebeginningsasaresearchprojecttoshareandaccessresourcesin
othercomputers.Andinfactthese“other”computerswerethemainframesofthetimethatwere
locatedintheresearchfacilitiesandcollegelaboratoriesoftheUnitedStatesofAmerica.This
InternetisnotthetraditionalInternetthatweknowastheWorldWideWeb.Itwasjustanetwork
ofcomputersthatcouldbeoperatedfromothernodesinthenetwork.Onemainroadblockthat
wasencounteredwasthat themainframeswereexpensiveandfarexceededthecomputational
requirementsofthethenpublic.Asaresultofthistherewereonlyahandfulofexpensivemainframes
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withafewgovernmentandprivateinstitutionsinasinglecountry.Neverwouldtheyhaveimagined
theusedfor the internetunless thenexteraofpersonalcomputersboomed.As thisphasehad
computersbeconsideredalmostasnationalassetstheyweresometimescompromisedbyenemy
nationsperformingactsofsabotage(Steven,1984).

Inthestageofthepersonalcomputers,peopleboughtcomputerstoperformbasicoperationslike
spreadsheetsandgraphicsrelatedtasks.Oncetheinternethadbeenintroducedtothosemachines,
theywerestillrestrictedbytheslowDSLconnectionsthatthetelephonecompaniesprovided.But
once this thresholdwasbroken,wewould think that the Internetasweknow todaywouldhave
startedtothrive.Butitdidnot.Thewayinwhichtheinformationisaccessedwasnotintuitivetill
theWorldWideWebmadeitsappearancein1989developedbyTimBerners-LeeatCERN(https://
webfoundation.org/about/vision/history-of-the-web/,2018).Thiserawiththeinternethasitsownset
ofunethicalactivitiesthatwereperformedusingcomputersoragainstthecomputers.Someelaborate
sabotageattemptseveninvolvedusingtheinternetconnectionsofthosecomputers.

TheWorldWideWebstartedthephaseknownasthe“InternetofContent”werethewebsitesof
differentorganizationscouldbeaccessedbyanypersonontheinternettogettoknowtheorganization
andotherdetailsliketheavailabilitytime,recruitmentoffersandsoon.TheimpactoftheWorld
WideWebwasacceleratedoncethesearchenginesweredevelopedtoindexanddisplaythebillions
ofwebpagesthatwereloadedintoserversconnectedtotheInternet.Thismadeitpossibleforpeople
toaccessalmostanythinghostedontheInternetwithoutknowingupfronttheURLrelatedtothe
resource.Thisopenedaplethoraofproblemsrelatedtotheactofperformingunethicalactivities
usingoragainsttheWorldWideWeb.Themostcommoninternetbasedcrimeswerephishingand
sitedefamation.Andthisiswheretherootsofperformingmaliciousactivitiesforthegainofnations
orindividualscanbetracedto.

Forthenexteratocomeupon,therewereafewchangesthatwererequiredontheinternet.They
weretheabilitytohostdynamiccontentbasedontheusersandtheabilityfortheusertointeract
withsuchcontent.Theseabilitieswereprovidedbytheadventofwebbasedprogramminglanguages
withJavascriptleadingtheway.Thismadeitpossiblethatpeoplecouldperformonlinecashbased
transactionsfortheservicesthattheinternetmadepossibleinthefirstplace.Thiskindofopened
Pandora’sboxforthecyberrelatedcrimesofthisday.Thenotorietyofphishinggreatlyincreased
becauseofthescopethatyoucouldhavethebankingcredentialsofseveralthousandsofusers.

Andbeforedeepdivingintothedomainofphishingletushaveashortlookintotheothereras
oftheinternetthathavecomealong.Wehavehadthe“InternetofPeople”whichwasbroughtbythe
adventofsocialmediaplatformslikeFaceBook,TwitterandLinkedIn.Peoplenowsharemuchmore
dataonlineaboutthemselvesovertheinternettothepublic.Thishasledtoevenmoreproblemslike
socialmediaaddiction,anxietyandattentiondeficitamongtheusers.Butletusnotjustpaintadark
pictureofthiseraandmoveontowhatthefuturehasinstore.

Wearecurrentlyinthiseraofthe“InternetofMachines”weremoreandmoreIOTdevices
withthecapabilitytoconnecttotheInternetanduseittocommunicatewithotherIOTdevicesand
somecentralizedcomputers.ThisisprobablyexcitingtimesaseventhestandardsoftheInternet
ofMachineshasyet tobedecidedandwonder ifwewouldbehavinganotherWorldWideWeb
likeplatformavailablewiththemachinesinmind.Eveninthisage,theunethicalactivitiescanbe
performedaswasdoneinthepreviouserasoftheInternet.

NowthatwehaveanunderstandingofwhattheInternetisandwhyitissoimportantand
howitisbeingused,letusdiveintothetopicofphishing.Ifadefinitionwereneeded,phishing
isanysocialengineeringmadetotrickthepeopletoaccessthemaliciousresourcesthatmayget
criticalinformationsuchaspasswords,bankaccountnumbersetc.fromthevictims.Phishingis
donenotonlyforthemonetaryincentivesitprovidesbutalsofortheimpersonationofpeoplein
socialmediaortocompromisethenetworksoforganizationsorcountries(Georgeet.al.,2015).
Theyaretargetedupontheuserswhohaveaccesstosuchdetailslikeane-commercecustomer
oracompanymanager.
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