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ABSTRACT

This study seeks to understand the community’s perceptions towards detecting signs of online
radicalisationandexaminewhetherdifferentcommunitymemberswouldexhibitdifferentlevelsof
understanding.A57-itemsurveywasadministeredto160undergraduatesfromNanyangTechnological
University(NTU)and160AmazonMechanicalTurk(MTurk)workers.Basedontheratingsofthe
42onlineradicalisationindicatorsidentifiedbyNeo,two-factoranalyseswereseparatelyconducted
usingobliquerotationtoundercoverafour-factorstructurefortheNTUsampleandathree-factor
solutionfortheMTurksample.Theresultsrevealedvaluableinsightsintohowcommunitymembers
wouldidentifyterroristthreats.Furthermore,thesurveyrevealeddifferencesintheparticipants’views
ontheroleoftheinternetinradicalisationpathwaysandtheirperceptionsregardingvariouscounter-
terrorismstrategies.Together,thefindingswouldcontributetothediscussionofhowlawenforcement
couldbetterengageandworktogetherwiththecommunitymemberstodetectterroristthreats.
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1. INTROdUCTION

Giventhegrowingthreatofonlineradicalisation,itisunrealisticthattheonustodetectthewarning
signsresidessolelyunderthepurviewoflawenforcement.Duetothemassiveamountofavailable
data that intelligence agencies had to sieve through (Skillicorn, 2008) and the recognition that
membersofthecommunityhavereportedcasesofself-radicalisedindividualstotheauthorities(Neo
etal.,2019),observershaverecommendedtheimportanceforlawenforcementtoworkcloselywith
thecommunitythattheyaretryingtoprotect(Shaftoeetal.,2007)inordertomitigatethethreatof
onlineradicalisation.

Specifically,communitymembersarevitalpartners(MinistryofHomeAffairs[MHA],2019;
Williamsetal.,2016)astheyhavetheopportunitytoobserveexpressionsandbehavioursassociated
withonlineradicalisationontheirsocialmediaaccounts.Tothebestoftheauthor’sknowledge,there
iscurrentlyalackofresearchthatexamineshowthecommunityperceivesindicatorsofradicalisation,
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especiallywithinthecontextofthecyberrealm.Thus,thisexploratorystudyseekstounderstandthe
community’sperceptionstowardsdetectingsignsofonlineradicalisation.Insightsaboutthisstudy
caninformlawenforcementcounter-terrorismoutreacheffortsandcontributetothedevelopmentof
measurestodetectradicalisationinsocialmediaposts.

2. THE IMPORTANT ROLE OF THE COMMUNITy 
IN COUNTERING RAdICALISATION

Themedia’sportrayalofattacksandtheperpetratorsbehindthemhaveshapedhowpeoplereact
toandformulateopinionsaboutradicalisationandterrorism.Previousresearchhasshownhowthe
lackoforincorrectknowledgeaboutterrorismhasledthecommunitytodevelopnegativeattitudes
towardsspecificsegmentsofthecommunity(AbdulRahman,2019).Forexample,evenbeforethe
perpetrator—responsibleforthe2011Norwayattacks—wasarrested,themediawasquicktoassume
thattheattackwasmotivatedbyAl-Qaeda.Manymainstreammediaweredrawingthislinkwithout
anyconclusiveevidence—e.g.,thenewspaper“TheSun”carriedtheheadline“Al-QaedaMassacre:
Norway’s9/11”.Eventually,investigationsrevealedthattheperpetratorwasnotanAl-Qaedasupporter
andinsteadwasaright-wingterrorist,AndersBehringBreivik(Sehgal,2011).Initself,suchmedia
framingrisksthelikelihoodofpeopleassociatingcertainreligionswithterrorism(vonSikorskiet
al.,2017)andinfluenceshowtheywouldidentifyterroristthreats.

Inthecontextofjihadattacks,suchperceptionsmayalsoincreasetheoccurrenceofIslamophobia
(Abdelkader,2016)andreinforceunwantedstereotypesofMuslims.Thesedevelopmentscanleadto
dangerousoutcomeswhereindividualsareharmedortraumatisedduetotheiraffiliationtocertain
groups.AsCameronetal.(2013)write:

Beards and rucksacks (as seen in video images of the bombers) became symbols of suspicions; 
everyday actions, such as taking a seat on the train or going out, could activate potential terrorism 
stories, reinforced by internalised voices of fearful parents or relations. (p. 9)

Similarly,suchstereotypicalandbiasedmindsetsmaymanifestinthecyberdomainintheformof
verbalabuseandunnecessaryreportingofaccounts—belongingtospecificgroupsofindividuals—to
theauthoritiesandsocialmediacompanies.Hence,thispromptsacriticalneedtorethinkhowone’s
experiencesandknowledgeononlineradicalisationwouldimpactouropinionsaboutwhatkindof
onlinecontentisdeemedradicalandwhoareconsidereddangerous.

Itis,therefore,pertinenttoappraisethelevelofknowledgeandpotentialmisunderstandingthat
thecommunitymayhaveregardinghowradicalisationoccursanditsassociatedmarkers(Hussain,
2018).AwanandGuru(2017)remarkthatmanycommunitymembersdonothaveagoodgraspofthe
radicalisationprocess,letaloneitswarningsigns.Theymay,insomeinstances,interpretapractising
Muslimasapotentialterrorist.Thisisofconcernascommunitymembersareuniquelypositioned
todetectpotentialwarningsignsamongsttheirfamilyandfriends(seeNeoetal.,2019).Thus,the
lackofknowledgeaboutradicalisationindicatorsmayresultinmissedopportunitiesforcommunity
memberstoflagthemandforauthoritiestoassessandintervene(ifnecessary),orintheworstcase,
leadtotheunnecessaryactivationoflawenforcementresourcestoinvestigatebiasreporting.

2.1 Framework for detecting Markers of Radicalisation in Social Media Posts
Based on the common stages found amongst various models of radicalisation and insights
gleanedfromtheoriesofonlineradicalisation,Neo(2020)presentsatheoreticalframeworkto
detectmarkersofonlineradicalisation(seeTable1).Itconsistsofthreedistinctyetinterrelated
dimensions (person-centric, psychosocial, and protective) and forms the basis of a study by
theauthortoidentifyandvalidatefactorsandtheirassociatedindicatorsfordetectingonline
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