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ABSTRACT

DistributedDenialofService(DDoS)attacksaretheforemostsecurityconcernsontheinternet.
DDoS attacks and a similar occurrence called Flash Event (FE) signify anomalies in the
normal network traffic, requiring intelligent interventions. This study presents the design and
implementationofanintelligentmodelforthedetectionofapplication-layerDDoSattacksand
thepreventionofservicedegradationsduringFE.AMulti-LayerPerceptron(MLP)classifierwas
usedfordetectingDDoSattacksonapplicationservers.TheFEmanagementsystemconsistsof
asynchronousprocessingofrequestsonaFirst-In,First-Out(FIFO)basis.Ademoapplicationwas
setupwhereinHTTPfloodattackwaslaunchedandaflasheventwassimulated.Theexperimental
resultsclearlyshowthattheMLPclassifierincomparisonwithothermachinelearningclassifiers
performsbestintermsofspeedandaccuracy.Also,theevaluationoftheFEmanagementsystem
showsagreatreductioninservicedegradation.Thisreflectsthatthedesignedmodeliscapableof
avertingserviceunavailabilityontheweb.
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INTRoDUCTIoN

TheincreaseinadoptionandversatilityoftheInternethasinfluencedanexponentialriseincyber
attacks.Theseattacksonthecyberspacehavesevereimpactsontherealworld(Ghanbari&Kinsner,
2022).AcorethreattocybersecurityistheDistributedDenialofService(DDoS)attacks(Yang
&Hespanha,2021).DDoSattacksarecoordinatedattackson theavailabilityof serviceson the
Internet(Singh&Gupta,2016).DDoSattacksaremaliciousattemptsbycybercriminalstomake
webservices,networkresourcesorhostmachinesinaccessibletointendedusersthroughafloodof
uselesspackets.Cloud-hostedserversarehighlysusceptibletoDDoSattacks(Alqahtani&Gamble,
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2015;Chaudharyet al.,2018).Theavailabilityofcomputingresourcesisafundamentalcharacteristic
ofcloudcomputingamongstothersecuritynecessities(Agrawal&Tapaswi,2017).

DDoSattacksaimtodisruptnetworks,applicationsorweb-basedservices(Dhingra&Sachdeva,
2018).DDoSattacksbyoverwhelmingtargetserverswithfloodsofbogustrafficconsumeresources
thatcouldservicelegitimateusers.UnlikeatraditionalDenialofService(DoS)attackwhichinvolves
asinglemachine,modernDDoSattacksinvolvestheuseofthousandsormillionsofzombies,each
floodingtheserverinordertodenyaccesstoservicesbylegitimateusers.DDoSattackscaneasily
be launchedonwebapplications,asoperatingsystemsand Internetprotocolsareoftenprone to
vulnerabilities.

DDoSattacksarelaunchedthroughremotelycontrolled,well-coordinatedandwidelydispersed
zombies’botnetdevicesinanetwork(Khalafet al.,2019).Typically,theprocessofexecutingaDDoS
attackinvolvesabotmasteridentifyingvulnerablehostsonanetwork,compromisingthehostswith
malware,controllingthehosts(theattackerexecutescodeonthehostswithouttheknowledgeofthe
hosts),andlaunchingtheattack(Behalet al.,2019).WithevolvingtechnologiessuchasInternet-of-
Things(IoT)andcloudcomputing,maliciousagentscanlaunchmassivevolumesofDDoSattacks.
These launched attacks exhaust the processing and connectivity resources of the target systems
resultinginpartialortotalunavailability(Yusofet al.,2019).

FloodingDDoSattackscanbelaunchedontheNetwork/TransportandApplicationlayersthrough
protocolsasUDP,ICMP,TCPandHTTP(Sharafaldinet al.,2019).Network/Transport(layer3/4)
DDoSattacksareintendedtodepletethevictim’snetworkresourcesasbandwidthandtheprocessing
capacityofrouters,therebydisruptingthelegitimateuser’sconnectivity.Ontheotherhand,Application
(layer7)DDoSattacksareintendedtoexhausttheserver’sresourceslikeCPU,sockets,memory,
input/outputbandwidth,causingdisruptionintheprocessingofgenuineuser’srequests.Nowadays,
Application-layerDDoSattacksoccurmorefrequently(Behalet al.,2021).

DespiteseveralresearcheffortsgearedtowardsthedetectionandmitigationofDDoSattacks,
theseattacksareincreasinginvolumeandseverity(Sangodoyinet al.,2018).Thefrequencyofthe
attacksistremendouslyincreasingandhasbecomeoneofthebiggestmenacestoInternet-connected
systems(Shidagantiet al.,2020).DDoSattacksarecontinuallyevolvingcausingserviceinterruptions
thatresultsinhugefinanciallosses(Rioset al.,2021).PopularwebsitessuchasNetflix,Twitter,
GitHub,Airbnb,PayPal,Spotify,TheNewYorkTimes,Amazon,eBay,BBC,Reddit,CNNandYahoo
havefallenvictimstoflooding-basedDDoSattacks,havingsevereimpactsontheorganizationsand
theusers.AneffectivedefensemechanismagainstDDoSattacksisyettobedevelopedbysecurity
agents(Gauravet al.,2022;Khalafet al.,2019).

Also,thedeliveryofonlineservicescanbedegradedbyaninfluxoftrafficfromgenuineusers
(Bhatia,2016).InFlashEvents(FE),numerouslegitimateuserssimultaneouslyaccessawebsite,
leadingtoareducedperformanceofthewebserveranddenialofservices(Bhandariet al.,2016;
daSilvaet al.,2022).AnFEisanoverloadconditionwhereaserverexperiencesasuddensurgein
trafficresultingfromalargenumberofrequestsfromlegitimateclients.Thisexponentialincreasein
legitimatetrafficisoftencausedbynewsworthyeventssuchasnewproductslaunchbybigbrands
asMicrosoft,AppleorSamsung,footballworldcuporOlympicsandunforeseeneventslikenatural
disastersorterroristattacksandbreakingnews.

Flashcrowdsattempttoaccessaserverconcurrently,therebycausinganunexpectedflooding
(Saravananet al.,2016).AnFEmayoverwhelmaserverandgenerateaDDoStypeofoccurrence
resultingineithercompletecrashordelayofresponses(Chawlaet al.,2016).Behal&Kumar(2017)
likenedaFlashEventtoahigh-rateDDoSattack.Thus,bothDDoSattacksandFlashEventscanbe
categorizedasdegradinganddisruptiveoccurrences.

Inthisstudy,anintelligentcloud-basedmodelforthedetectionofapplication-layerDDoSattacks
andthemanagementofFlashEvents(FE)isdeveloped.TheproposedarchitectureusesaSoftware-
DefinedNetworking(SDN)inacloudenvironmentasmoderncloudenvironmentsarepoweredby
SDNsforthenetworkingcomponents.Amachinelearningalgorithm,theMulti-LayerPerceptron
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