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ABSTRACT

Theexponentialgrowthinglobaladoptionoftheinternetofthings(IoT)hasresultedinincreasing
challenges tosecuredevicesagainst therapidescalationofmalicioususersandexternalattacks.
SecurityofIoTdevicesisparticularlycriticalinthemedicalsector,wheredatabreacheshavebecome
commoninrecentyearsathealthcarefacilities,medicallaboratories,andmedicalinsurancecompanies.
ThephenomenologicalstudyfocusedontheexperiencesofusersofIoTdevicesandtheadoption
ofeffectivesecuritymeasuresinIoTdevices,especiallywirelessmedicaldevices.Theresultsfrom
thisresearchstudyindicatedthattherewasaneedforpolicymakerstobemoreawareofthesecurity
issuesthatplaguesomeIoTdevices,includingtheneedfortrainingtodetectpotentialbreachesand
cybersecurityaberrations,improvedfeaturesforprotectionofdevices,andbetterpasswordsecurity.
Thestudyconcludeswithrecommendationsforpolicymakersanddevicemanufacturers.
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INTRoDUCTIoN

The global exponential growth in the adoption of the Internet of Things (IoT) has resulted in
increasingsecuritychallengestoprotectdevicesagainsttherapidescalationofmalicioususersand
externalattacks.IoTdevicesarewidelyusedinarangeofapplicationsinthehealthcare,facility
management,transportation,andotherindustrysectors(Boeckl,Fagan,Fisher,Lefkowitz,Megas,
Nadeau,O’Rourke,Piccarreta,&Scarfone,2019). IoTdevices can functionas essentially small
computertocontrolandhomeelectronicsandappliances(Ensenat,2018).IoTdevicesarebecoming
increasinglypopular,anditisestimatedthatapproximately31billondevicesareconnectedcurrently,
and75billionareexpectedtobeconnectedby2025(Sagay&Jahankhani,2020).IoTcyberattacks
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havemajorimpactsonawidevarietyofstakeholdersduetotheinterconnectivityandubiquitous
useofIoTinawidevarietyofapplications(Schiller,Aidoo,Fuhrer,Stahl,Ziörjen,&Stiller,2022).

SecurityofIoTdevicesisparticularlycriticalinthemedicalsector,wheredatabreacheshave
becomecommoninrecentyearsathealthcarefacilities,medicallaboratories,andmedicalinsurance
companies.IoTdevices,whichincludecardiacdefibrillators,pacemakers,andotherwirelessimplanted
medicaldevices,weredesignedandequippedwithwirelesstechnologytomakeiteasierformedical
personneltomonitorandtreatindividualpatient’shealthproblemswithouttheneedformoreinvasive
andcostlyprocedures(Allen,2019).Unfortunately,thewirelesstechnologymadeiteasyformalicious
individualstocompromisepatientsafetyandprivacy(Allen,2019).

Governmental agencies are increasing their focusonpatient privacy and security toprotect
against disclosure of a patient’s personal information, unauthorized reprogramming of medical
devices, andmalicious security (Allen,2019).The IoTCybersecurity ImprovementActof2020
directedtheNationalInstituteofStandardsandTechnology(NIST)totakethestepsnecessaryto
increasethecybersecurityofIoT(Dover,2021).Tocomply,NISTpublishedaspecialpublication,IoT
DeviceCybersecurityGuidancefortheFederalGovernment:EstablishingIoTDeviceCybersecurity
Requirements,whichcanbeusedbybothgovernmentagenciesandnon-governmentalorganizations
(Dover,2021;Megas,Fagan,Lemire,2021).

VulnerabilitiesfoundinIoTdevices,especiallyimplantedwirelessmedicaldevices,havecaused
themedicalindustrytoattempttoimplementmodifications(Allen,2019).InMarch2021,President
BidenissuedanExecutiveOrderonImprovingtheNation’sCybersecurity,whichincludedalistof
componentstobeusedbymanufacturersanddevelopersbuildingsoftwareapplicationstoensure
MIoTsecurity(Dover,2021).Duetothelimitedstorageandbatterylifeofwirelessimplanteddevices,
securingandprotectingimplanteddevicescanbeespeciallydifficult(Camera,Peris-Lopez&Tapiador,
2015).Solutionstothesecurityissueswiththesedevicesmustconsiderthesafetyandwellbeingofthe
patientandthesecuritylevelachievablewiththebatterylifeofthesedevices(Cameraetal.,2015).

Thestudyreportedinthisarticlewasdesignedtoincreaseunderstandingofthesecurityissues
withIoTdevicesandpossiblesolutions.Theresearchexploredthesecurityrisksandfactorsthat
influence theadoptionofeffective securitymeasures in IoTdevices, includingwirelessmedical
devices.Thearticlebeginswithadiscussionofadefinition,relevanthistoryofIoTandbackground
ofIoTmedicaldevices.Next,itdescribesaphenomenologicalstudyfocusedontheexperiencesof
usersofIoTdevicesandtheadoptionofeffectivesecuritymeasuresinIoTdevices,especiallywireless
medicaldevices.Thearticlepresentsmethodology,andresultsofthestudy.Thearticleconcludes
withareasforfutureresearch.

BACKGRoUND

IoTconsistsofinterconnectedandhighlydiversifiednetworkedobjectsandnetworksthatadhereto
severaldifferentcommunicationpatterns,suchashuman-to-human(H2T),thing-to-thing(T2T),or
thing-to-things(T2Ts)(Garcia-Morchon,Kumar,&Sethi,2019).Theterm“IoT”wasfirstutilized
in1999bytheAuto-ITcenter,whichhadvisualizedasocietyinwhicheachphysicalobjecthas
a radio-frequency identification (RFID) tagaccompaniedbyan identifier that isgloballyunique
(Fleisch,2010).Overtime,thedefinitionoftheIoThasgrownandnowincludesalargeassortmentof
objects,protocols,andtechnologies(Alieyan,Almomani,,Abdullah,Almutairi,&Alauthman,2021:
Garcia-Morchonetal.,2019).Theresearchcommunitystartedtogivealotofattentiontothedesign,
security,andapplicationofstandardInternettechnologyandprotocolsoftheIoT(Garcia-Morchon
etal.,2019).Theobjectsor“things,”associatedwiththeIoTarecomputingdevicesthatcomprehend
andrespondtotheenvironmenttheyoccupy(Garcia-Morchonetal.,2019).Theseobjectsorthings
arecalledsmartdevicesorsmartobjects(Garcia-Morchonetal.,2019).

WhiletherangeofIoTisnotpreciselydefined,itissubstantial(Alieyanetal.,2021;Boecklet
al.,2019).EveryindustryhasitstypesofIoTdevicesuniqueuntoitself,suchasmedicalequipment
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