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ABSTRACT

The tremendous evolution of wireless communication as well as the drastic adoption 
of technology by the latest computing devices known to be IoT, makes it possible for 
emerging applications to providing ubiquitous services. This technique transformed 
the quality of present lifestyle of the people. When compared with all other technologies, 
the mobile adhoc networks become widely adapted in many fields because of the non-
requirement of centralized infrastructure support. Adopting this nature, it became 
easy to establish networks like WSN and also form networks using IoT devices. As 
FANET (flying/fast adhoc network) is known for its mobility and instant formation 
of network with the help of available nodes within its communication range, there 
is a great challenge related to mobility and authenticity of the participating devices 
by exempting malicious nodes. FANETs incorporate unmanned aerial vehicles and 
drones as a part of their communication networks. In this chapter, deployment of 
IoT-based FANETs along with mobility and security is handled.
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Establishment of FANETs

INTRODUCTION

Basically, wireless networks are categorised into infrastructure-based and 
infrastructure-less networks. To avoid the limitations and challenges faced by 
infrastructure-based networks related to range and other support constraints, the 
concept of UAV came to exist which works as same as ad hoc fashion and support to 
form a network known to be FANET (Lakew et al., 2020). Flying Ad-Hoc Networks 
(FANETs) are the networks formed with the nodes that support high mobility in air 
and the network formation is adopted from the existing ad hoc networking structure. 
The devices participating in the network formations are usually known to be unmanned 
aerial vehicles (UAVs) in the form of drones which are known to be a form of 
Internet of Things (IoT) device. Due to the advancement in the field of electronic, 
sensor and communication technologies, the design of IoT based UAV systems are 
playing their roles in various fields. These IoT based UAV can fly unconventionally 
as well as function remotely without need for any human intervention. Because of 
features like versatility, flexibility, easy installation and relatively small operating 
expenses, the usage of UAVs promises new ways for both military and civilian 
applications, such as search and destroy operations, border surveillance, disaster 
monitoring, remote sensing, and traffic monitoring etc. Nowadays multi-UAV are 
used for performing tasks like monitoring and have the capability to work in the 
corporate fashion (Bekmezci et al., 2013). The figure 1 shows the transformation 
of MANET to VANET and to the existing FANET.

Figure 1. Adaptation of MANET towards VANET to FANET



 

 

18 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/establishment-of-fanets-using-iot-based-

uav-and-its-issues-related-to-mobility-and-

authentication/313223

Related Content

Analysis of the US Privacy Model: Implications of the GDPR in the US
Francisco García Martínez (2019). International Journal of Hyperconnectivity and the

Internet of Things (pp. 43-52).

www.irma-international.org/article/analysis-of-the-us-privacy-model/234344

The Cyber Talent Gap and Cybersecurity Professionalizing
Calvin Nobles (2018). International Journal of Hyperconnectivity and the Internet of

Things (pp. 42-51).

www.irma-international.org/article/the-cyber-talent-gap-and-cybersecurity-

professionalizing/210627

Improving Cyber Defense Education through National Standard Alignment:

Case Studies
Ping Wang, Maurice Dawsonand Kenneth L. Williams (2018). International Journal of

Hyperconnectivity and the Internet of Things (pp. 12-28).

www.irma-international.org/article/improving-cyber-defense-education-through-national-

standard-alignment/210625

SEF4CPSIoT Software Engineering Framework for Cyber-Physical and IoT

Systems
Muthu Ramachandran (2021). International Journal of Hyperconnectivity and the

Internet of Things (pp. 1-24).

www.irma-international.org/article/sef4cpsiot-software-engineering-framework-for-cyber-

physical-and-iot-systems/267220

http://www.igi-global.com/chapter/establishment-of-fanets-using-iot-based-uav-and-its-issues-related-to-mobility-and-authentication/313223
http://www.igi-global.com/chapter/establishment-of-fanets-using-iot-based-uav-and-its-issues-related-to-mobility-and-authentication/313223
http://www.igi-global.com/chapter/establishment-of-fanets-using-iot-based-uav-and-its-issues-related-to-mobility-and-authentication/313223
http://www.igi-global.com/chapter/establishment-of-fanets-using-iot-based-uav-and-its-issues-related-to-mobility-and-authentication/313223
http://www.irma-international.org/article/analysis-of-the-us-privacy-model/234344
http://www.irma-international.org/article/the-cyber-talent-gap-and-cybersecurity-professionalizing/210627
http://www.irma-international.org/article/the-cyber-talent-gap-and-cybersecurity-professionalizing/210627
http://www.irma-international.org/article/improving-cyber-defense-education-through-national-standard-alignment/210625
http://www.irma-international.org/article/improving-cyber-defense-education-through-national-standard-alignment/210625
http://www.irma-international.org/article/sef4cpsiot-software-engineering-framework-for-cyber-physical-and-iot-systems/267220
http://www.irma-international.org/article/sef4cpsiot-software-engineering-framework-for-cyber-physical-and-iot-systems/267220


Integrating Cycle of Prochaska and DiClemente With Ethically Responsible

Behavior Theory for Social Change Management: Post-COVID-19 Social

Cognitive Perspective for Change
Ansar Abbas, Dian Ekowati, Fendy Suhariadi, Rakotoarisoa Maminirina Fenitraand

Mochammad Fahlevi (2022). Handbook of Research on Global Networking Post

COVID-19 (pp. 130-155).

www.irma-international.org/chapter/integrating-cycle-of-prochaska-and-diclemente-with-

ethically-responsible-behavior-theory-for-social-change-management/309604

http://www.irma-international.org/chapter/integrating-cycle-of-prochaska-and-diclemente-with-ethically-responsible-behavior-theory-for-social-change-management/309604
http://www.irma-international.org/chapter/integrating-cycle-of-prochaska-and-diclemente-with-ethically-responsible-behavior-theory-for-social-change-management/309604

