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ABSTRACT

At present, data security is arapidly expanding discipline resulting from the simple fact that for government, manufacturing or
servicing organisations, damage to data can have disastrousresults. In recent years awareness of these problems has grown significantly
and there is pressure to offer moretraining in these fields. Numerous training arrangements already exist and areview of these arrange-
ments is discussed. The paper concentrates on the issues of setting up introductory courses in this domain. A world review of the
university offeringsin the field of information security education is also presented.

1.INTRODUCTION

At present, data security is arapidly expanding discipline.
For government, manufacturing or servicing organisations, damage
to datacould havedisastrousresults. A very interesting document
was published in 1998 by the Center for Strategic and International
Studies, [CSIS, 1998]. The mood of this publication is clearly
indicated by itstitle: “ Cybercrime, Cyberterrorism, Cyberwarfare,
Averting an Electronic Waterloo”. The main hypothesisisthat the
American society is highly vulnerable to an attack launched by
means of information technology. In the text there are a lot of
statementslike: “.. the statistics and our current cases demonstrate
our dangerous vulnerabilities to cyberattacks.” [ibid, p 26]. Mass
mediaarealso full of similar titles:

“Timothy Lloyd, a disgruntled computer programmer deto-
nated adigital “bomb” that cost Omega Engineering Corp over
$10 milliontofix”,

“Federal investigators seized memos that document an alleged
plot where Reuters hired a computer consulting firm to steal
information from Bloomberg”,

“A CIA audit showed Harold Nicholson had unauthorized ac-
cess to several computers and top secret data on his laptop”.

2000 CSI/FBI Computer Crime Security Survey reveaed
that among 643 responses from security professionalsin corpora-
tions, government, financial institutions and universities:

70% reported computer security breaches in 2000,

Total losses of $265589940 for 273 respondents who could
quantify them, which constitutes 50% increase from 1998, [CSI/
FBI 2000].

All those indicate the growing importance of information
security issues and, as a consequence, the increased numbers of
publications. Therefore, let’shave aquick look at what areaswere
covered by perhapsthe most representative conferenceinthefield;
IFIP/SEC. During the last six conferences: [Singapore, 1992],
[Toronto, 1993], [Curacao ,1994], [Cape Town, 1995], [Samos,
1996], [Copenhagen, 1997], and [Vienna, 1998], over 310 papers
were presented. These papers can be divided into the following
categories:

- Presentation of datasecurity casesin an organisation or groups
of organisations. Publications usually contain collections of
facts, analyses, and conclusions/ recommendations,
Analysis of various aspects of data security/EDP audit prob-
lems. Again, publicationsdraw conclusionsand generalisations
from the collected facts,

Theoretical aspects of data security/EDP audit. Most of these
presentations deal  with  cryptography, risk
assessment and network design

Data security/EDP audit education. These publicationsmainly
present curricula of training on offer.

It is worth noting, that only nine papers dealt directly with
the educational aspects of data security and EDP audit. Only
during the last three conferences special workshops on security
education in the form of Working Group 11.8 were arranged. This
Group organised the first World Conference on Information Secu-
rity Education in Kista, Sweden, in June 1999 (with 21 papers
presented [WISEL, 1999]). The next conference of this Group is
planned during summer 2000 in Perth, Australia. All theseindicate
that tertiary organisations indeed became interested and involved
inthisarea.

The aim of the paper isto report on the progressin the area
of information security education with a special emphasis on the
genera information security education at a tertiary level. The
paper starts with comments on the types of training and briefly
outlinesasuggested curriculum of information security specialists
(at master’slevel). Then examplesof information security training
programmes from various universities are presented. Following
that asuggestion of ageneral paper, anintroduction to information
security is outlined with a discussion on the delivery methods.

2. ISPROFESSIONALSDATA SECURITY
TRAINING, INGENERAL

The most important segment of the information security
education is the one provided by universities. The format and
content of such education is strongly related to the overall objec-
tiveof aparticular programme. Thefollowing delivery modescan
be differentiated:

- In-subject training. It is the most popular method of presenta-

tion of information security issues. It is based on the discus-
sion of security issues related to the particular mainstream
topic. For instance significant parts of data communication or
database management courses can be devoted entirely to secu-
rity issues.
Introductory course to information security. An introductory
course should be offered to all Computer Science and Informa-
tion Systems students during their final year of undergraduate
studies. Anadvanced version could be offered at the graduate
level, for those who wish to specidisein the field. Despite the
fact that in the opinion of many, including the author of this
paper, such a course should be taken by all the information
technology students (especialy at masterslevel), thereistill
significant resistance to such a suggestion. For instance, the
ACM and AlS accepted “MSIS 2000 Model Curriculum and
Guidelinesfor Graduate Degree Programsin Information Sys-
tems’, authors: John T. Gorgone, Paul Gray, David L. Feinstein,
and others, does not list such acourse at all! Intheir opinion
the afore mentioned in-subject training on
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information security within the datacommunicationsand data-
base coursesis sufficient enough.

Specialised training in information security. An information
security specialist must have a very wide knowledge of infor-
mation systems, both theoretical and practical. It seems highly
unlikely that such knowledge could be gain through a regular
undergraduate programme. Hence these programmes are usu-
ally placed at the masterslevel. Thereis pressureto establish
qualification authorities and set up standard curricula of the
disciplines, similar to the concept of the IDMA or ACM
curricula

3.MODEL INFORMATION SECURITY EDUCATION

The best known model of an information security curricu-
lum is the one prepared by the Erasmus Group. The Erasmus
report [Katsikas S., Gritzalis D., 1995] has been widely com-
mented on various conferences such as|FIP, IRMA or WISE1 and
all interested readers could find detailed descriptions there. Here
we will summarise the basic tenets of the programme only.

The Erasmus Group suggest that the programme leading
towardsaMaster of Science degree should contain four mandatory
and four elective courses plus athesis. The 4 mandatory courses
ae

Introduction to Information Security

Concept of security. Basic definitions. Principles of information
systems analysis for security. Principles of risk, contingency,
communication, secure system design. Principles underlying
the semantics of security, integrity as a question of consis-
tency, ethics and moral standards. Fundamental concepts in
hacking and sabotage; misuse in the technical systems, mali-
cious damage, and physical security.

Introduction to Cryptography

Basic definitions of ciphers, attacks and cryptanaysis.
Various types of stream and block ciphers.

Symmetric and asymmetric ciphers. Key management.

Issue of identification and authentication, practical crypto-
graphic products and services.

Management of Information Security

Management of information security models and frame
works. The function of a security manager. Risk management
and contingency management / planning. Auditing Information
Security functions. Personnel management. Development and
maintenance of information Security Policy.

Computer Systems Security

Formal security models. Formal specificationand verification
methods. Basic security mechanisms: covert channels, identifi-
cation and authentication, hardware security mechanisms,
unauthorised software handling.

The number of elective coursesisconsiderable. Thefollowing list
covers only those, which seem to be the most important:
Computer Security Legislation,

Telecommunication Security,

Social and Ethical issues of secure computing,

Database Security,

Data security standards, certificates and evaluation criteria,
Advanced Cryptography,

Applied Cryptography and Cryptography Policies,
Advanced Data Communications.

Close to the above curriculum isamodel curriculum set up
by the Information Systems Audit and Control Association. Inter-
ested readers may find that curriculum on the ISACA web pages
[ISACA, 2000]. We will not discuss that curriculum here, as sys-
tem audit is different from information security.
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4.REVIEW OF THEINFORMATION SECURITY
TRAINING
During the course of this research a number of universities
from around the world were contacted and information on their
information security training was collected. Below is the list of
these universities with short descriptions of their offeringsin this
field. Innoway isthislist complete and it should be treated only
asapartia reference. For thisreason therelevant Internet contacts
are provided. Also the evolution of the teaching programmes is
quite rapid. Information in the survey was valid at the time of
writing (December 1999) and reviewed in January 2001, but may
become quickly out of date. The presentation isdonein al phabeti-
cal order, based on the official name of theinstitution.
Notes:
Name of the university
Unit responsible for the delivery of the training
Name of thetraining/course/module
Basic structure of training
Contact Email or WEB page
The abovelist of information security training containsthree
types of programmes:
Basic course/subject offered usually for theterminal year
of undergraduate studies or at the graduate level,
Diplomain information security, at graduate or post-
graduatelevel,
Mastersof Sciencewith amajor ininformation security.
The listing brings sample programmes from universitiesin
European, American and Pacific Rim countries. It isinteresting to

S

James Madison University, Harrisonburg, VA 22807, USA

Center for Researchin Information Systems Security Education

Master of Science

20 months, 10 subjects

www.infosec,j mu.edu/program

Lund University, Lund, Sweden

Department of Informatics

Security in Networks and Database

undergraduate subjects, advance level courses, one semester

www.ehl.lu.se/spring01.htm

Purdue University, West Lafayette, IN, USA

Graduate School in Computer Science

Computer Security

Graduate course , one semester

http://www.cs.purdue.edu/courses/descriptions.html

Royal Holloway College, The University of London, Egham, United Kingdom

o | Information Security Group

—MScin Information Security
—MScin Secure Electronic Commerce

o | Master programmes, 2 years,

o | http://isg.rhbnc.ac.uk/

University of Glamorgan, Pontypridd, United Kingdom

School of Computing

MSc Information Security and Computer Crime

Graduate program, 2 years

http://www2.comp.glam.ac.uk/soc

University of Maryland, College Park, MD, USA

o | The Robert H. Smith Business School
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University of New South Wales, Sydney, Australia

School of Information Systems

Information System Security

graduate subject, one semester

http:/Avww.publications.unsw.edu.awhandbooks/courses/08309.htm

The University of Auckland, Auckland, New Zealand

o | Department of Management Science and | nformation Systems

o | Data Security

o | Graduate course, one semester

o | www.business.auckland.ac.nz/Department/msi s/index.cfm?fuseaction=rebuild

The University of Queensland, Brisbane, Australia
Department of Commerce

* Information Systems Control and Auditing

Graduate course, one semester

http://www.commerce.uq.edu.au/postgrad/cources-pg.html #833

Queensland University of Technology, Brisbane, Australia
o | Information Security Research Centre

o | Graduate Certificate in Information Technology (Information Security)

o | postgraduate diploma, four units (modules)

o | http://www.qut.edu.au/pubs/hbk _current/courses/I T50.html

note that during the data collection phase many sources reported
that their offering is in the preliminary stage and the course in
question will be run for the first time in year 2000.

As it was said earlier in the text the list is not complete.
Readers are encouraged to do their own search for similar security-
oriented programs. A good starting point is the web page of the
American Society for Industrial Security (biased toward physical
security) [ASIS, 2000] or the Gradschools search engine
[Gradschools, 2000].

5.BASICINFORMATION SECURITY TRAINING
The major thrust of this paper isto examine the content and

delivery methods of auniversity course/subject, whichisanintro-
duction to the information security field. What could be the con-
tent of such a course? There are definite topics, which should be
included like:

Basic cryptography,

Public Key Infrastructure,

Risk management,

etc, but what other topics should be there?

[Whlte et al, 1999] suggested thefollowing basic list:
Fundamental computer security principles (Confidential-
ity, Integrity, Availahility),

Risk analysis,

Authentication,

Access contrals,

Basic Principles of cryptography,

Knowledge of the types of malicious software that exist,
Basic network security (including a discussion of web
security).

[White et a] aimed at the computer science majors. One may
expect that information systems majors could have slightly
changed curriculaincluding topics morerel ated to the managing
of information security issues within business organizations.
For instance such topics should be included as:

Managing clearances and classification

Who is allowed access to which documents, either hard
or soft.

Physical protection of information resources

How to assure that only authorized personnel has
physical accessto theinformation. Inthiscaseit includesinfor-
mation in any form: electronic, paper, audio orgraphic. This
means that such issues as eavesdropping are also presented.
Information security polices

Setting up, implementing and controlling implementation of
rulesrelated to the maintenance of information security within
business organizations.
Security measures of the most popular operating systems
(UNIX, Windows NT, etc)
Information security specialists should know the security
features of the most important software in their systems.
Legal and ethical issues
Therearenumerouslaws (privacy law, security standards, ethi-
cal standards, etc) governing the implementation of security
issues and professionals should be aware of them.

Hence, acomprehensivelist of topicsfor ageneral courseoninfor-

mation security may look as follows:

Overview of Computer Security

Identification and Authentication

Access Control

Security Models

The Security Kernel

Physical Security

Unix Security

Windows NT Security

. Security Evaluation

10 Encryption techniques

11.Distributed Systems Security

12.Database Security

13.Eavesdropping

14.Legal and Ethical Issues

15.Managerial issues

16.Future Trends

A couple of courses similar to the above has been run for a
number of years at The University of Auckland, New Zealand.
The courses arelocated within the Computer Science/ Information
Systems studies but are open to al the students interested in the
implementation of information technology. The courses were and
arevery well received by students. For most of themitistheir first
encounter with the information security issues and it shows them
theimportance of thisdiscipline. These courses are offered at the
graduate and postgraduatelevel. Asthe coursesareageneral intro-
duction to the domain of information/data security they were not
limited to issues related to computer security only but included
several topicsregarding managerial issues.

Setting up thelist of topics of such anintroductory courseis
only thefirst part of thewhole problem. Equally important arethe
methods of the course delivery. The possible methods could be as
follows:

Direct lecturing by one lecturer,
Seminar presentations (each session is presented by a
leading speciaist),
Class discussions,
Case studies,
- Experiments and other forms of laboratory activities,
or amixture of the above.

©COoNOUAWNE

Thecoursein question isanintroductionto adiscipline and,
in the opinion of the author, direct lecturing is the most effective
way of presenting the knowledge. On the other hand it isthe most
difficult (and boring!) form of the academic presentation. The
experience indicates that mixing all the above forms could lead to



obtaining the best results. Hence the recommended format of such
asubject isadirect presentation of the material interspersed with
the other activitieslike:
Two or three guest speakers
Usually guest speakers are highly regarded expertsin
their discipline but in many cases they lack lecturing skills.
Also, to make their presentation logically coherent, they
tend to repeat the material presented before or planned for
presentation in the future. Hence adetailed briefing of
each guest speaker before every presentation is a must.
Demonstration
It isamost impossible to lecture information security
course without having the classroom wired for Internet
access. A demonstration of the security related software
and web pages during lectures dramatically enhancesthe
perception of the presentation. For instance the best
method of description of unprotected and protected mode
of operation isthe live observation of the padlock icon
changeson the screen.
Experiments
The experiments could be very theoretical (breaking of a
ciphertext) or very practical (demonstration of the
Window NT). During fall 1999 the author observed how
enthusiastically students reacted to receiving a ciphertext
encrypted with the use of a substitution cipher. Some of
them spent a number of sleepless nights trying to break
the code. During 2000 afirewall lab was set up and
students were encourage to develop a security policy and
testitinarea-lifeenvironmet. It isworth noting that therewas
an effort to generate a database of possible experiments used
for enhancing the information security education processes
[Jonsson, E. and Janczewski, L., 1997]. The authors devel-
oped a taxonomy of possible experiments, from asimple dem
onstration for presentation during alecture to the real-life
information security projects. The taxonomy was
supported by the description of over 30 experiments.
Class discussions. Presentation of several topics, due to their
controversial nature, should be doneviaclassdiscussion. Itis
especially relevant to the privacy protection and ethical
issues. The best example is the protection of personal
data(for example, theissueof anindividual identification card).
The opinions of the Japanese students are usually
dramatically different from their USA counterparts.
Case studies
The progressin the field of information security makes
the development of more expanded case studies quite
difficult. Almost at the moment of publishing the case
could be outdated. There have been very few efforts to
publish such a collection. The best known, perhaps, is a
book written by [Dhillon,1997]. However thereisanum
ber of periodical publicationswhich could be used asa
source for case studies discussions, like Datapro Reports
or Auerbach Reports.
The mass media are bringing every day information about
security violation. Inasignificant number of casesthe
reality of the event is substantially different to that
presented by the pressor TV. Therefore it isagood
policy to ask students to conduct in-depth studies of
interesting recent cases discussed by the mass media and/
or specialists.
Sitevisits
Information security includes the issue of physical
security. The author of the paper noticed that all the
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class discussions of this topic could not replace a

visit to areal computer facility to observe in action
the equipment and procedures introduced to protect the
site.

The proposal outlined above has a strong information system bias.
Many computer science specialists would reject it. A com-
puter sciencelecturer commented on the proposal asbeing “too
wide’. For him the essence of information security lies in
cryptography and all the rest is an unwanted addition. In the
opinion of the author it istime perhaps to start to differentiate
between information security and computer security. Informa-
tion security would deal moreor lesswith theissuesoutlinedin
the proposal while computer security would concentrate solely
on the processes inside computers. This would make both
information systems and computer science specialists happy.

6. CONCLUSIONS

In recent years we have observed an increase in the number
of courses on data security offered by various professional
organisations and universities. Thisisindirect proof that the dis-
cipline is growing and expanding. A number of initiatives took
place to co-ordinate developments in teaching data security sub-
jects. The Erasmus project was the first attempt to develop a
curriculum in this discipline and it should be continued. In the
opinion of the author thereisadefinite need to introduce some co-
ordination of efforts. The survey conducted by [Gritzalis, 1995]
indicated that at 11 universities surveyed amost 130 different
textbookswere used and only onetextbook was used in four places,
one - in three places and 12 - in two places. Thereisno need to
insist on a single text but the above variety of the basic source of
information isastounding!

This does not mean that there is aneed to establish an inter-
national watchdog organi sation imposing their data security educa
tion standards but it does mean that a well researched and devel-
oped information security curriculum would make the life of the
educators and trainees much easier.

Equally itisimportant to devel op astandard curriculum of a
introductory coursein theinformation security field. Such acourse
should became apart of auniversally recognised curriculum. Asa
matter of fact during the 2000 I nformation Resources M anagement
Association conference in Anchorage a group of academics from
Australia, New Zealand and United States set-up agroup who are
currently working on this topic.
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