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ABSTRACT

The potential of machine learning mechanisms played a key role in improving the intrusion detection
task. However, other factors such as quality of data, overfitting, imbalanced problems, etc. may greatly
affect the performance of an intelligent intrusion detection system (IDS). To tackle these issues, this
paper proposes a novel machine learning-based IDS called i-2NIDS. The novelty of this approach
lies in the application of the nested cross-validation method, which necessitates using two loops: the
outer loop is for hyper-parameter selection that costs least error during the run of a small amount
of training set and the inner loop for the error estimation in the test set. The experiments showed
significant improvements within NSL-KDD dataset with a test accuracy rate of 99.97%, 99.79%,
99.72%, 99.96%, and 99.98% in detecting normal activities, DDoS/DoS, Probing, R2L and U2R
attacks, respectively. The obtained results approve the efficiency and superiority of the approach
over other recent existing experiments.
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INTRODUCTION

Due to the overuse of the internet and recent technologies revolution, we are drowning in a rampant
growth on a massive amount of data (Behera & Bhaskari, 2017). Furthermore, people need to disclose
their personal information and exchange sensitive data to be connected, communicate with each other
and to benefit from other upsides of the cyberspace like e-commerce, online works, cloud storage, etc.
Therefore, the safety and confidentiality of the internet user’s information has become more vulnerable
towards intrusions and attacks. Many research studies are well carried out to shed light on Intrusion
Detection Systems (IDSs), which are a proficient software system of detecting intrusive activities

DOI: 10.4018/1JISP.317113 *Corresponding Author

This article published as an Open Access article distributed under the terms of the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/4.0/) which permits unrestricted use, distribution, and production in any medium,
provided the author of the original work and original publication source are properly credited.



International Journal of Information Security and Privacy
Volume 17 « Issue 1

by examining all traffic flow over different environments and all internet technologies (Ramdane
& Chikhi, 2014; Shukla & Singh, 2019). However, its performance is still need to be updated and
improved, as long as an IDS necessitates an additional maintenance effort and human intervention
(Ennaji et al., 2021). Additionally, it frequently notifies the users about false positives more than it
does to real intrusions (Patel et al., 2012).

Figure 1. Architecture design of IDS based on machine learning
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To fill this void, a vast majority of researchers have been opting for machine learning algorithms.
The latter are widely applied in dealing with the limitations of intrusion detection systems, since
they have a high potential in terms of making better identification and prediction of security threats
without any intervention from the user (Stone, 1974). However, an intelligent IDS cannot make good
predictions when the parameters are incorrectly selected and also because of the classification issues,
such as; underfitting, overfitting, imbalanced data, etc.

For this reason, there is a useful technique, namely; cross-validation. It is considered
as a resampling procedure for the determination and the selection of the appropriate
parameters, which cost least test error. It is a well-known evaluation method for machine
learning models that shows how well the latter will perform to an independent test data
that has not been used during the training phase of the model (Stone, 1974). This approach
proceeds by splitting the cleaned dataset into k-chunks of equal size. The first partition is
considered as a validation set, and the model is fitted on the remaining k-1 partitions that
present the training partitions. Then, the analysis is performed on each fold. Finally, it takes
the average of scores of all partitions, which presents the overall estimate error. Hence, the
cross-validation technique provides a better utilization of the data and it comes in different
types. The most commonly used are:

o Holdout cross-validation: The simplest type of cross-validation approach. It randomly separates
the data into training and test sets. The more data is used for the model’s training, the better its
performance will be.

e K-Fold cross-validation: The dataset is equally split into k folds, then the holdout approach
is repeated k-times until each fold is considered as test set and other k-1 folds as training set.
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