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ABSTRACT

The events of September 11, 2001 have markedly increased the level of
awareness in organisations of business continuity management (BCM).
Businesses can choose to adopt a risk management (reactive), or the
more expansive crisis management approach (proactive) to BCM as they
try to protect their business against the threat of a disaster. This paper
discusses these two approaches to BCM, and then identifies a number of
issues that businesses need to consider to provide them with the best
possible chance of continuing their business in the event of a disaster. The
areas of information technology, personnel management and senior
management involvement are highlighted as being vital to the process of
effective business continuity management. Examples of the importance of
each of these areas to effective BCM are provided.

INTRODUCTION

The attack on the World Trade Center on September 11, 2001
challenged the way that many organizations thought about business
continuity management (BCM) and the assumptions on which their
business continuity plans were based. Companies had “spent millions on
contingency plans, disaster recovery schemes and risk management tech-
niques only to discover that in the face of a real catastrophe, they
simply hadn’t planned for the worst” (Rothfeder 2001). This paper
examines some of the current approaches to BCM and identifies issues
that the event raised in relation to business continuity management.

CONTRASTING APPROACHESTOBUSINESS
CONTINUITY MANAGEMENT

The stark facts of September 11 are that the twin towers of the
World Trade Center in New York collapsed as a result of a terrorist
attack. The buildings housed nearly 1,200 businesses, which employed
approximately 40,000 people (Ballman 2001a). Many people died and
many other businesses in the vicinity were also affected.

In considering issues related to such a large-scale disaster, it is
worthwhile looking first of all at the underlying approaches to business
continuity management to see whether these may have any effect be-
fore examining the more detailed aspects of the process.

From the literature it is evident that there are two main approaches
to business continuity management: the crisis management approach
and the risk management approach.

The Crisis Management Approach

The crisis management approach positions business continuity
management firmly in among all other organisational processes, such as
strategic planning. It also implies the individuality of business continu-
ity management. Organizations have different structures, different
people and different histories so that if business continuity management
is to be successfully developed and implemented within an organisation,
it needs to take account of all these factors.

The crisis management approach is exemplified by Elliott, Swartz
&Herbane (2002). This is based on the premise that:
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« Business interruptions have both social and technical characteristics

« Organizations can create their own potential for failure

¢ Resilience can be built into an organisation through changes to pro-
cesses and operating procedures

* A disaster can impact on a wide range of stakeholders both inside and
outside the organisation.

An example that is frequently cited of the interaction of socia and
technical elements in a disaster is that of the Challenger disaster in
1986. This disaster resulted from a combination of a technical failure,
that is, the faulty seals, and the organisational culture within NASA,
which assumed that failure was impossible (Elliott, Swartz & Herbane
2002, p.3).

The Risk Management Approach

The alternative approach is that business continuity management
exercise is a risk management exercise, which is based on the “five As’
of risk management (Vancoppenolle 1999):
e Assess risk
e Accept or reject risk
* Avoid risk, transfer risk or reduce risk to acceptable level
* Analyse performance gaps
e Act to improve.

The aim is to hedge the risks of business interruptions, to develop
a continuity strategy that meets the business objectives and to imple-
ment this strategy. This is an approach that has often been used by
financial institutions.

TheApproaches Compared

Risk management, in contrast with the crisis management approach,
does not consider the concept of disasters or crises being caused by a
combination of social and technical factors. Pauchant & Mitroff (1992
p. 183) state that the difference between the crisis management ap-
proach and the risk management approach is that “risk management
involves evaluating the cost of a risk after multiplying by its probability
of occurrence. A disaster with a high cost but a low probability of
occurrence will not be taken into consideration. In contrast, crisis
management involves focusing not only on the most probable events
but also on the event with the greatest impact on its environment
regardless of its probability of occurrence”.

The other significant difference between the approaches is the
attitude to people. In the risk management approach as described by
O'Hehir (1999), operational risks include ‘risks of human error or omis-
sion’ such as unsafe behaviour and employee practices risks. Commer-
cial risks include the loss of a key executive. There is no suggestion as
there is in the crisis management approach that the culture and tradi-
tions of the organisation (which have developed as a result of the people
within the organisation) have any impact on potential risks to the
organisation.
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The crisis management approach could be broadly described as a
pro-active approach to business continuity management because it em-
braces the concept that some disasters can be avoided or mitigated if the
organisation is willing or able to recognise the appropriate signals. The
risk management approach is more of a reactive approach because it is
based largely on assessing previous business interruptions and making
judgements about the recurrence of these and assessing their impact on
a particular business.

ISSUESRELATING TOTHEBUS NESSCONTINUITY

MANAGEMENT PROCESS
Whatever approach is used to BCM, the events of September 11
highlighted some problems with established business continuity plans,
challenged some conceptions about what is important in the business
continuity management process and raised some issues relating to the
future of business continuity management.
Some of the more general problems that arose with established
business continuity plans were (Global Continuity 2001):
¢ Many businesses had underestimated the total business effect of a
disaster (Scannell, 2001; Berlind, 2001).
¢ Some plans failed because they were written on the assumption that
any incident would only affect an individual building
* Plans that were too detailed were often less effective
¢ Many organisations need to be more realistic about what is actually
possible in the aftermath of a disaster.

The more specific issues are discussed below. Whilst neither the
risk management nor the crisis management approach could have pro-
vided a completely effective basis for dealing with the occurrences of
September 11, it could be argued that a business which adopts a crisis
management approach and which also addresses the following issues is
well down the path to effective business continuity management.

Information Technology |ssues

Many of the problems with established business continuity plans
related to the recovery of information systems. This may be because
business continuity management as a discipline has evolved from ‘disas-
ter recovery’, the first phase of business continuity management in the
1970s when the aim of the continuity process was simply to recover
data if the mainframe failed. In many organizations the IT recovery
processes are still considered in isolation from the rest of the business
processes. The focus of the IT recovery may therefore be on building
sufficient redundancy into the system to replace any component that
may fail regardless of whether each component is essential to get the
business up and running again in the event of a disaster (Gondek 2002).
It may, for example, be more cost effective to make plans to enable
employees to work from home if necessary.

Similarly the provisions made for offsite facilities need to be care-
fully considered. Some organizations in the area of the World Trade
Center had employed specialist disaster recovery services to provide
offsite facilities in the event of a disaster. However, many of these
disaster recovery services offered the same facilities to many compa-
nies (syndication) on the assumption that they would never all require
the same facilities at the same time. The companies involved in any
particular syndicate were not usually aware of the other partners in the
group. Thus, on September 11", many businesses found that the recov-
ery venues were already occupied by others who were in the same disas-
ter recovery syndicate. In one case, a firm called to invoke its provider
some eight minutes after the event and was informed that they were the
eleventh in line (Robinson 2002).

Some organizations also experienced problems with their back-up
facilities. The Bank of New York, for example, had backup facilities,
but found that they encountered problems when their back-up site had
to deal with a customer’s back up facility. These links could not cope
with the volume of traffic, and they had not been fully tested and
debugged (Hansell and Atlas 2001).

The scale of the disaster on September 11 also meant that many of
the strategies for alternative communication methods were not work-

able because they had been based on the assumption that only one
building might be affected in a disaster. Many websites were out of
service for several days immediately after the attack as almost all fixed
lines and mobile networks in the immediate area became inoperable.
This was due to the destruction of critical supplier infrastructure, the
saturation of the system by the volume of calls being made and the
seizure of reserve bandwidth by the emergency services (Robinson 2002).
This resulted in a virtual telecommunication blackout and this then had
an immediate effect on any business based on the Internet. This too is
an example of where previous disaster experiences had not been taken
into consideration.

Personnel |ssues

One of the most important issues to come out of the September 11
disaster is terms of business continuity management is the importance
of people in the whole business continuity management process. On a
purely practical level, many business continuity plans are based on the
assumption that all employees will be available after a disaster and tasks
to be carried out in the event of disaster are assigned on that assumption.
The reality is that all employees may not survive and the business
continuity plan must contain strategies to deal with that eventuality.
The response of employees to a disaster may also be unpredictable. A
person that has been assigned to a key role in the disaster recovery
process may find that they cannot cope with the stress and cannot
therefore carry out their assigned tasks (Global Continuity 2001; Honour
2001). In fact, stress and trauma for employees has not been considered
in most plans (Sharp, 2001).

It is also important that employees are aware of their organization's
continuity plans and have confidence that their organisation can deal
with a disaster (DiNuzzo 2002).

In terms of resuming essential business processes after a disaster,
employees must be considered as an essential part of these processes and
their welfare must be considered. (DiNuzzo 2002).

The Importance of Senior Management | nvolvement
For many organizations, business continuity management is a new
concept and is not part of their traditional methods for managing the
business. For this reason, the first stage of the BCM process, the initia-
tion stage, is necessary in order to ‘sell’ the idea of BCM to top manage-
ment. This support from top management is essential in order to ensure
that sufficient resources both human and financial are allocated to the
BCM process and to ensure that the concept of BCM becomes embedded
in the organisation (FSA 2002).
However, the maintenance of this commitment over a period of
time and the ability or willingness of an organisation to learn from their
own experience or from the experience of others is a concern for the
future development of business continuity management.
In organizations which are not subject to regulation and/or legisla-
tion in relation to BCM there may be several reasons why it may be
difficult to get support from top management. Psychological, cultural
and economic factors all play an important role. Mitroff (2001 p.46-
47) suggests various defence mechanisms that organizations use to deny
their vulnerability to crises and which by inference persuade manage-
ment that business continuity management is not a concern for them.
These are:
¢ Denia — crises only happen to others
¢ Disavowal — crises happen, but their impact on us is small
¢ Idealization — crisis do not happen to good organizations
¢ Grandiosity — the organisation is so big and powerful it will be pro-
tected from crises

e Projection — if a crisis happens it must be because someone else is
trying to harm us

¢ Intellectualization — the probabilities of a crisis are small and need to
be measured precisely in terms of frequency of occurrence and ex-
pected outcomes

¢ Compartmentalization — a crisis cannot affect the whole organisation
since each part of the organisation is independent.
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Cultural differences also affect attitudes to disasters and this is
increasingly significant with the globalisation of many companies. For
example Nevola (1995) cites business tradition as a reason for the lack
of contingency plans in Japan.

It is difficult to convince people to spend money to protect them-
selves against an event that may or may not happen. For this reason,
spending on BCM is very often considered as discretionary expenditure,
and when there is an economic downturn or budgets have to be cut for
any reason, spending on BCM is often the first expenditure item that is
cut (Myers 1999). Many organizations also consider that business,
house and property insurance is sufficient although the contingent costs
of disasters may equal or exceed the replacement costs (Jordan 1999).

One of the most potent factors for obtaining management support
is previous experience of a disaster either in the same organisation or in
a similar or neighbouring organisation (Pauchant & Mitroff 1992).
However, there is evidence that interest in BCM is high immediately
after a disaster and for a period afterwards, but that interest and commit-
ment to it decline significantly. Handling of the ‘Y2K’ problem was an
example of this and the decline of interest is also evident a year after the
September 11 terrorist attacks. The Financial Services Authority (2002)
reported that ‘While there is no doubt awareness of BCM has increased
since September 11, the level of awareness is still an issue in a number of
firms”.

A SUCCESSSTORY?
Merrill Lynch, one of the world’s leading financial management
and advisory companies, had its headquarters located directly opposite
the World Trade Centre and about 9000 of its employees were affected
by the terrorist attack. However, all its employees were evacuated
safely and within a few minutes of the evacuation Merrill Lynch was able
to switch its critical management functions to the command centre in
New Jersey and continue in business (Ballman 2001b). The reason for
this rapid resumption of business activity is directly attributable to the
business continuity management practices in the company that reflect
recognition of all the issues that have been discussed above. The Direc-
tor of Global Contingency Planning at Merrill Lynch attributed their
success to the fact that:
¢ They had the full support of top management and were willing to
make the necessary investment in upgrading and testing the company’s
continuity plans

¢ They had taken advantage of the Y2K experience to upgrade and test
their contingency plans

¢ All of their contingency plans had recently been overhauled

¢ All the contingency plans had been extensively tested

¢ The contingency plans had been disseminated throughout the corpo-
ration and all employees knew immediately where to dial into and
transfer information

¢ The contingency plans were heavily focussed on the well being of the
employees.

Maintenance of information systems, effective management of
personnel and senior management involvement were vital to the ‘suc-
cess' of Merrill Lynch in this instance.

CONCLUSON

The events of September 11, 2001 increased the level of awareness
in BCM. Whether businesses now adopt a risk management, or the more
expansive crisis management approach to BCM, there are a number of
issues they need to consider to provide them with the best possible
chance of continuing their business in the event of a disaster. This paper
has identified that issues related to information technology, personnel
management and senior management involvement are vital to the pro-
cess of effective business continuity management.
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